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Abstract: 
This document is a quick explanation of how to backup and restore ADI DNS zones, and what the problems might be 
with the commonly discussed ‘DNSCmd.exe /zoneExport’ approach. 
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Many websites say there are at least two ways to backup and restore ADI DNS zones (I disagree): 
  

 System State backup and restore is probably the only MS supported way to backup and restore ADI DNS zones, 
and it's really not hard (it sounds so much worse than it really is). 

 'DNSCmd.exe /zoneExport' to backup and eventually restore ADI DNS zones is kludgy, and probably non-
supported, and might not even fully work especially considering permissions, timestamps, and multiple SOAs. 
Additionally, in a multi-master replication model a zone's SOA version number isn't quite so straight-forward as to 
who modifies it when, and what it means. In the event of a full zone restore using this method you will probably 
have to delete and re-create the zone on every DNS server that hosts the zone, and even then where are the 
permissions? Nonetheless, run the command anyway if you want to backup your ADI DNS zones because the 
created file might prove helpful and it is human readable. 

 
 
 
System State Backup and Restore of ADI DNS Zone: 
  
http://blogs.technet.com/b/networking/archive/2007/05/10/oops-our-ad-integrated-dns-zone-s-are-missing-in-
windows-2003.aspx 
  
NOTE: there is a missing step here: 'activate instance NTDS' needs to be run after 'NTDSUtil': 

 
NOTE: there is a missing step here: 'activate instance NTDS' needs to be run after 'NTDSUtil': 
  

http://blogs.technet.com/b/networking/archive/2007/05/10/oops-our-ad-integrated-dns-zone-s-are-missing-in-windows-2003.aspx
http://blogs.technet.com/b/networking/archive/2007/05/10/oops-our-ad-integrated-dns-zone-s-are-missing-in-windows-2003.aspx
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The following screenshots correspond to the preceding steps: 
  
  
  
On the Domain Controller (DC) you will use for the System State restore, use MSConfig.exe to boot into Directory 
Services Repair Mode (DSRM), because MSConfig.exe is more reliable than trying to get the timing right for F8 on 
bootup. Now remember, you won't have access to the DC via RDP once the server reboots into DSRM, so use the 
console: 
  

 
  
  
Just for reference, this is what F8 on bootup looks like: 
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When the DC is done booting up, log in locally to DSRM (your desktop will indicate you're in 'Safe Mode'), open up the 
backup program (in this example I used the native Windows Server Backup), and restore the System State using the 
'Recover' option: 
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Keep the 'authoritative restore' checkbox CLEAR (because later we will manually specify what we want to authoritatively 
restore): 
  

 
  
  
Do NOT automatically reboot: 
  

 
  
  



www.DanielLBenway.net Backup & Restore ADI DNS Page 7 of 9 
 

In my tests, once Windows Server Backup is done I'm pretty much forced to reboot (which might be good because the 
GUI sometimes gets flakey, as seen in this screenshot), and the MSConfig.exe settings should still make the DC bootup 
into DSRM (but if the GUI is stable enough, then check MSConfig.exe to be sure):  
  

 
  
 
On boot, you will be told that the System State was recovered, and you'll need to press 'enter': 
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Next, run NTDSUtil.exe and perform the authoritative restore on the ADI DNS zone: 
  

 
 
Last, change MSConfig.exe back to normal, and reboot. 
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DNSCmd.exe Backup and Restore of ADI DNS Zone: 
I don’t believe this method is supported or even complete, especially considering permissions, timestamps, and multiple 
SOAs, but here’s what I’ve found online:  
 
 
Backup: 
DNSCmd.exe [ServerName] /zoneExport ZoneName ZoneExportFile 
example: DNSCmd.exe DLB-ADDS1.DLBTest.priv. /zoneExport DLBTest.priv. DLBTest.priv.bak 
  
Restore: 
http://sysbadmin.wordpress.com/2012/10/02/how-to-backuprestore-an-active-directory-integrated-dns-zone/ 

 
  
  
  
 
 

http://sysbadmin.wordpress.com/2012/10/02/how-to-backuprestore-an-active-directory-integrated-dns-zone/

