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Abstract:

This document is a quick explanation of how to backup and restore ADI DNS zones, and what the problems might be
with the commonly discussed ‘DNSCmd.exe /zoneExport’ approach.
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Many websites say there are at least two ways to backup and restore ADI DNS zones (I disagree):

e System State backup and restore is probably the only MS supported way to backup and restore ADI DNS zones,
and it's really not hard (it sounds so much worse than it really is).

¢ 'DNSCmd.exe /zoneExport' to backup and eventually restore ADI DNS zones is kludgy, and probably non-
supported, and might not even fully work especially considering permissions, timestamps, and multiple SOAs.
Additionally, in a multi-master replication model a zone's SOA version number isn't quite so straight-forward as to
who modifies it when, and what it means. In the event of a full zone restore using this method you will probably
have to delete and re-create the zone on every DNS server that hosts the zone, and even then where are the
permissions? Nonetheless, run the command anyway if you want to backup your ADI DNS zones because the
created file might prove helpful and it is human readable.

System State Backup and Restore of ADI DNS Zone:

http://blogs.technet.com/b/networking/archive/2007/05/10/oops-our-ad-integrated-dns-zone-s-are-missing-in-
windows-2003.aspx

NOTE: there is a missing step here: 'activate instance NTDS' needs to be run after 'NTDSUtil":
The most important thing to know is if the zone that was deleted was a Forest or Domain integrated partition.
This is important because the data for each of these is stored in a different Active Directory partition. Since we
want to do an authoritative restore for only the DNS information we want, and not all objects in the system
state, we will need to specify which partition to mark as authoritative after we restore the system state.
| recommend documenting all your DNS zone information so that you know how each zone is setup, and any
know of any delegations assigned to the zone.
To restore your DNS partition:
Reboot the server in Directory Services Restore Mode by pressing F&8 when booting and selecting that option
from the menu. Then select Windows Server 2003.
While in Restore Mode, the machine will not replicate AD objects. This is important since we don’t want the
system state information we restore to get immediately overwritten by replication from another domain
controller.
Logon to the server locally.
Open the backup program.
Restore the system state to its original location. This will be a non-authoritative restore, so any newer objects
in Active Directory will overwrite the restored objects. We will specify what to restore authoritatively later on.
Once the restore is complete, open a command prompt.
From the command prompt type the following:
Ntsdutil
Authoritative restore
Restore subtree “dc=DeletedZone.com,ch=MicrosoftDNS,dc=forestDNSZones,dc=contoso,dc=com”
(This would restore a Forest Integrated zone named Deletedzone.com in the Contoso.com domain. For a
Domain integrated zone you would replace forestDNSZones with domainDNSZones )
You should get a message that the Authoritative Restore completed successfully.
After that you reboot the server into normal mode and replicate AD. This will add the zone back to all your
DNS servers.
Here are some references on restore Active Directory objects:
http://technet2.microsoft.com/windowsserver/en/library/aec8cc76-c345-4cb6-83d9-
b6009ba5d8801033.mspx?mfr=true Performing a Nonauthoritive Restore of a Domain Controller
http://technet2.microsoft.com/windowsserver/en/library/690730c7-83ce-4475-b9b4-
46f76c9c7c901033.mspx?mfr=true Mark the object or objects authoritative

NOTE: there is a missing step here: 'activate instance NTDS' needs to be run after 'NTDSUtil":

www.DanielLBenway.net Backup & Restore ADI DNS Page 3 of 9


http://blogs.technet.com/b/networking/archive/2007/05/10/oops-our-ad-integrated-dns-zone-s-are-missing-in-windows-2003.aspx
http://blogs.technet.com/b/networking/archive/2007/05/10/oops-our-ad-integrated-dns-zone-s-are-missing-in-windows-2003.aspx

The following screenshots correspond to the preceding steps:

On the Domain Controller (DC) you will use for the System State restore, use MSConfig.exe to boot into Directory
Services Repair Mode (DSRM), because MSConfig.exe is more reliable than trying to get the timing right for F8 on
bootup. Now remember, you won't have access to the DC via RDP once the server reboots into DSRM, so use the

console:

‘_,‘,

-
Recycle Bin

=] System Configuration

General | Boot | Services | Startup | Tools

Advanced options... S

Boot options Timeout:

[ safe boot o GUI boot seconds

) Minimal ["]Boot log
Alternate shell ["]Base video

ive Directory repair; ["105 boot information []Make all boot settings
. permanent
) Network

[ ok || canel || ey || he

B Windows Server 2012 R2

EEEEE A 2m6em

Just for reference, this is what F8 on bootup looks like:

Advanced Boot Options

Choose Advanced options for: Windows Server 2012 R2
(Use the arrow keys to highlight your choice.)

Repair Your Computer

safe Mode
safe Mode with Networking
safe Mode with Command Prompt

Enable Boot Logging

Enable Tow-resolution video

Last Known Good Configuration (advanced)
Debugging Mode

Disable automatic restart on system failure
Disable Driver Signature Enforcement
Disable Early Launch aAnti-Malware Driver

Start Windows Normally

Description: Start wWindows in Directory Services Repair Mode.

ENTER=Choose ESC=Cancel
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When the DC is done booting up, log in locally to DSRM (your desktop will indicate you're in 'Safe Mode'), open up the
backup program (in this example | used the native Windows Server Backup), and restore the System State using the

'Recover' option:

File Action View Help

«=| #[= B[

1 Windows Server Backup (|
1 Local Backup

desktop.ini

desktop.ini

Microsoft (R) Windows (R) (Build 9600)

wbadmin - [Windows Server Backup (Local)\Local Backup]

Safe Mode

M

V‘i-/ You can perform a single backup or schedule a regular backup U

A scheduled backup has not been configured for this computer. Use the Backup Sch

Messages (Activity from last week, double click on the message to see details)

Time T

(i) 7/9/2014 1:09 PM

Status
Last Backup

Status: @) Successful
Time: 7/9/2014 1:08 PM
B View details

Message
Backup

Description
Successful

Next Backup

Status:  Not scheduled

Time:

Actions
Local Backup

3

b Backup Schedule...
4 Backup Once.

T Recover... |

Configure Performanc...

View

H Hep

B view details

safe Mode Safe Mode

i

1:30PM
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Keep the 'authoritative restore' checkbox CLEAR (because later we will manually specify what we want to authoritatively

restore):

Microsoft (R) Windows (Build 9600)

wbadmin - [Windows Server Backup (Local)\Local Backup]

Recovery Wizard

Select Location for System State Recovery

Getting Started Where do you want ta recover the system state of this Active Directory backup to?

Select Backup Date @® Original location

Select Recovery Type This option restores the system state. You must restart your computer at the end of the
recovery operation.
[] Perform an authoritative restore of Active Directory files.

Confirmation
This recovery option will reset all replicated content on this Domain Controller including

Recovery Progress SYSWOL. Other replicated folders on this server will also be affected by this recovery.

O Altemate location

This option copies the system state as a st of files to the location specified.

B X = . | B s

1:51PM

Do NOT automatically reboot:

Safegeinde Microsoft (R) Windows (R) (Build 9600)
-
Recycle Bin =Y whadmin - [Windows Server Backup (Local}\Local Backup]
File Action View Help

as 55 HE

s Windows Server Backu,

Recovery Wizard
& Local Backup v/

Confirmation

Getting Started From backup: 7/9/2014 1:09 PM
Select Backup Date Recovery items:
Select Recovery Type System state

Select Location for Syste...

Recovery Progress

[[] Automatically reboot the server to complete the recovery process

Recovery destination:  Original location

Recovery option: Non-authoritative recovery

Safe Mode

e BB

ol

Safe Modej

1:34 PM

www.DanielLBenway.net Backup & Restore ADI DNS

Page 6 of 9



In my tests, once Windows Server Backup is done I'm pretty much forced to reboot (which might be good because the
GUI sometimes gets flakey, as seen in this screenshot), and the MSConfig.exe settings should still make the DC bootup

into DSRM (but if the GUI is stable enough, then check MSConfig.exe to be sure):

wbadmin - [Windows Server Backup (Local)\Local Backup]

File Action View Help

=% 7m |

& Windows Server Bac
W Local Backup

]

L)
*/ Recovery Progress

Recovery Wizard

Getting Started SR e TR
Select Backup Date Status: | Completed.

Select Recovery Type
Estimated tim

- 0 minutes left

Select Location for Syste...
Confirmation [emieyesiy

Items
Recovery Progress em

ftem
Performan..
DFS Replica)
COM+ REG)
VS5 Metad..
WM Writer

Reaistrv Wr,|

Windows Server Backup

(i) eco te st e
= estate toco letst &
eco & o eation

Data transferred
1.18 MB of 1,18 MB
8 KB of 8KB

22 KB of 22 KB
12KB of 12KB
28.43 MB of 23.48...
123.56 MB of 123....

You cannot cancel the system state recovery operation once it has started.

[ Automatically reboot the server to complete the recovery process

>« 1]

s

3:03 PM

CA\Windows\System32\cmd.exe
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Next, run NTDSUtil.exe and perform the authoritative restore on the ADI DNS zone:

Safe Mode]

Administrator: Command Prompt

:\Mindous systen32 NIDSUEL1
TDSUtil: Activate Instance NIDS

ctive instance set to "NIDS
IDSUtil: Authoritative Restore
SubTree "dc=DLBTest.priv,cn=MicrosoftDNS,.dc=DomainDNSZones,dc=DLBTest . .dc=priv"

uthowitative westows: Restowe
Opening DIT datahase... Done.

he current time 87-89-14 15:28.39.
lost recent datab. update occured at @7-89-14 14:15.34.
8

Increasing attmibute version numbers by 108008 .

ounting records that need updating...
found: BOADABEAIG

pdating recor
Records remainin

ith a list of authoritatively restored objects has been created in the current working direct
9 jects.txt
created.

ring text file w
ar_20148789-152839 _
lone of the specified objects have back-links in this domain. No link restore file has been

futhoritative Restore completed successfully.

uthoritative vestore: gquit
TDSUtil: quit

s\Windows\systen32ra

Safe Mode
2 x| . - =5 oy 320em

Last, change MSConfig.exe back to normal, and reboot.
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DNSCmd.exe Backup and Restore of ADI DNS Zone:
| don’t believe this method is supported or even complete, especially considering permissions, timestamps, and multiple
SOAs, but here’s what I've found online:

Backup:
DNSCmd.exe [ServerName] /zoneExport ZoneName ZoneExportFile

example: DNSCmd.exe DLB-ADDS1.DLBTest.priv. /zoneExport DLBTest.priv. DLBTest.priv.bak

Restore:
http://sysbadmin.wordpress.com/2012/10/02/how-to-backuprestore-an-active-directory-integrated-dns-zone/

* Hop onto the DNS Management Console and delete the zone

* Rename your zone backup to have a .dns extension, in the example
above this would go from example.com.bak to example.com.dns

» Create a new zone with the FQDN of the zone you deleted, if using the
New Zone Wizard be sure to uncheck the Store in Active Directory
option.

* When prompted to create a new zone file or use an existing file, choose
an existing file, the wizard should automatically fill in the zone FQDN
with the .dns extension, this should look the same as your renamed
zone file (example.com.dns)

« Complete the wizard

« Check the zone information is as per the zone before the changes

« If all is well, simply change the zone type to Active Directory Integrated.
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