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Abstract: 
(jump to TOC) 
 
This document provides a demonstration of how to use Microsoft Azure to build your own small test lab, at about $20-$40 per month. The intent of this 
overview is to help people who are new to Azure to get a basic comfort and familiarity with Azure for IaaS (infrastructure as a service). 
 
 

Intended Audience: 
(jump to TOC) 
 
This document is high-level and is intended to be read by persons holding a Windows 2000 or higher MSCE certification, or having equivalent experience. 
 
 
 

Document Revision and History: 
(jump to TOC) 
 

version date description 

1.0 9/3/2018 initial publication to blog 

1.1 9/4/2018 added descriptions of VM states 

1.2 10/1/2018 • added info about standard SSDs for VMs 

• added info about NSG ACLs 

• added the ‘-force’ switch to the runbook commands 

• added a section on Security Center 

• added a section on VM Update Management 

2.0 10/7/2018 • took new screenshots after Microsoft updated the Azure user interface 

• added information about cost per resource 

• added information about ARM templates 

2.1 10/10/2018 added a section on Azure Advisor 
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Freeware License and Disclaimer: 
(jump to TOC) 
 
This document is freeware, done in the spirit of open-source. You may distribute unchanged copies of this document freely to anyone at any time. Care has been 
taken to cite contributing sources and individuals, please do the same. If you find errors in anything contained herein, please comment on them and/or contact 
me so that we may all help the community. 
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(jump to TOC) 
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(jump to TOC) 
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General Information:  
(jump to TOC) 
 
 
Cost Savings: 
• Be sure to use the smallest size VMs that will meet your needs, on the least expensive disks (Standard HDDs < Standard SSDs < Premium SSDs < Ultra 

SSDs), and deallocate them whenever they’re not in use. I found that using Standard B1ms (1 VCPU, 2 GB RAM) VMs on Premium SSDs is about as slow as I 
can tolerate, but you can go even smaller and cheaper if you are more patient than I am. 

• A VM (virtual machine) has three states:  
o running - VM is allocated and its OS is online 
o stopped  - VM is allocated but its OS is offline 
o stopped (deallocated) - VM is deallocated, so its OS can’t be online. This state is how you save the most on your bill. 

• Shutting down a VM within its OS changes the VM’s state to ‘stopped’. ‘Stopping’ a VM from within the Azure Portal (or by PowerShell) changes its state to 
‘stopped (deallocated)’. Based on System Log event ID 6006, it looks like ‘stopping’ a Windows VM does indeed perform a graceful OS shutdown before 
the VM changes to ‘stopped (deallocated)’. 

• Set each VM to auto-shutdown at, say, 02:00AM daily, and write an automation account runbook to ‘stop’ each VM at, say, 02:15AM daily. This will 
shutdown and deallocate your VMs in case you forget to ‘stop’ them yourself (the auto-shutdown isn’t technically necessary before the ‘stop’, but it is 
good practice). 

• When you delete a VM, be sure all of its items in its Resource Group(s) are also deleted, in order to save the most money (simply deleting a VM does NOT 
remove all of its resources). 

 
 
Networking: 
• All subnets within a Virtual Network are fully routed amongst themselves by default. 
• A VM in Azure, by default, has outgoing Internet access. 
• To access your VMs, set up an RDP (remote desktop protocol) jump box that is: 

o within the same Virtual Network as your VMs. 
o has a dynamic public IP using Azure's public DNS, and an open incoming port for RDP (something other than 3389, for obscurity). 

• If you want an inexpensive way to connect an on-prem test lab with your Azure test lab, you can use a Unified Secure Gateway to set up a VPN between 
the two (it looks like there are several vendors, priced $100 - $200 on Amazon). 
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Your Azure Bill: 
(jump to TOC) 
 
 
Be sure to check your bill regularly to avoid any surprises. Be sure to read and follow the cost savings steps described earlier in this document! 
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Go to ‘Overview’ and LC (left click) your subscription... 
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Use the graphs of costs by resource, and spending rate and forecast: 
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You can view cost by resource to see how much each of your individual Azure items is costing you: 
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Create Your Resource Groups: 
(jump to TOC) 
 
You’ll need to create three Resource Groups: 

1. one for Azure PowerShell -- I named mine: ‘AzurePowerShell_RG01’, as this is my first Resource Group associated with Azure PowerShell. 
2. one for your VMs and associated hardware -- I named mine ‘DLBTestAz.priv_RG01’ after my test AD Forest name, followed by _RG01 as this is my first 

Resource Group associated with my AD Forest. 
3. one for your Azure Automation Account -- I named mine ‘AzureAutomationAccount_RG01’, as this is my first Resource Group associated with Azure 

Automation Accounts. 
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Set Up Azure PowerShell: 
(jump to TOC) 
 
 
Click the '>_' in the upper right part of the screen to start the Azure PowerShell creation process... 
 

 
 
On the next screen, choose to show advanced settings: 
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Choose the Azure PowerShell Resource Group you created earlier, and specify good names for your new ‘storage account’ and ‘file share’: 

 
You should see that your Azure Cloud Shell was created successfully: 
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Create Your Virtual Network: 
(jump to TOC) 
 
Create your Virtual Network, and first subnet. I chose an address space of 10.0.0.0/8 so that I could use a 24-bit mask and create as many as 65,534 subnets with 
254 hosts per subnet. I chose to create three subnets: 10.0.1.0/24, 10.0.2.0/24, and 10.0.3.0/24. 
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Create your second subnet: 
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Create your third subnet similarly, using a name of 10.0.3.0_24 with an address range of 10.0.3.0/24. 
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Create Your VMs: 
(jump to TOC) 
 
I chose to create six VMs, with the 2008 machines on subnet 1, the 2012 machines on subnet 2, and the 2016 machines on subnet 3:  
 

DLBTAz-ADDS01.DLBTestAz.priv 2008 R2 SP1 DC (domain controller) 10.0.1.0/24 subnet 

DLBTAz-ADDS02.DLBTestAz.priv 2012 R2 DC 10.0.2.0/24 subnet 

DLBTAz-ADDS03.DLBTestAz.priv 2016 DC 10.0.3.0/24 subnet 

DLBTAz-ADDS04.DLBTestAz.priv 1709 SAC (semi-annual channel) DC 10.0.3.0/24 subnet 

DLBTAz-Jump.DLBTestAz.priv RDP jump box (sits on the public Internet, and the 10.0.3.0/24 internal private 
subnet, and provides front-end access to the back-end VMs of the lab) 

10.0.3.0/24 subnet 
plus a dynamic public IP 

DLBTAz-Mgmt01.DLBTestAz.priv 2016 management server (hosting MS Admin Center) 10.0.3.0/24 subnet 
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Create Your Test VMs (not the RDP Jump Box): 
 
My four DCs and one management server VMs are all created similarly, so use the following steps for each VM you create (the RDP jump box needs additional 
configuration that will be shown after these first five VMs are created): 
 

 
 

I chose ‘[smalldisk]’ versions of the operating systems when available because I don’t expect to be using much disk at all in this simple lab. I also recommend the 

B1ms size VM, because the B1 size is just too weak even for a simple test lab. 
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I recommend you choose Standard SSDs or Premium SSDs (solid state disks) instead of Standard HDDs (spindle and platter drives) because spindles and platters 

are just too old and slow, even for a simple test lab. 
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I set the VMs to auto-shutdown at 02:00AM every day, to keep costs down. This won’t deallocate the VMs (which is the real cost-saver) so in a later step we’ll 

create an automation account runbook to do that. 
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The last step for each VM is to change its internal IP from Azure DHCP to static. Look at the path in the following screenshot to see where to do this: 
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Create Your RDP Jump Box: 
 
The steps for creating the RDP jump box are similar to those for the other VMs, but there are some changes and additional steps: 
 
 

 

• Its network interface will have 
an internal, static, private IPv4 
address on one of your Virtual 
Network’s subnets. 

• Its network interface will also 
have an external, dynamic, 
public IPv4 address which will 
be open on port 3389 for 
incoming RDP. Because this 
address will be dynamic, you 
will access it by a DNS name 
you choose that will be 
published automatically into 
Azure’s public DNS. You should 
make this name long and 
complex (lower case, numbers, 
and dashes). 

• The configuration to allow port 
3389 inbound occurs as an NSG 
(Network Security Group) ACL 
(Access Control List). These 
configurations are NOT part of 
any ‘Azure Firewall’ per se, nor 
are they part of the VM’s OS 
firewall (which we will 
configure in a later step). 
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Add a public DNS name (make it long and complex for obscurity) into the ‘DNS name’ field. This will be the public Internet name by which you access your RDP 
jump box’s external, dynamic, public, IPv4 address: 
 

 
 
 
Set your RDP jump box’s internal, static, private IPv4 address as described in previous steps. 
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Go to https://www.whatismyip.com/ to learn your own workstation’s external, dynamic, public, IPv4 address, and change the jump box's inbound RDP rule to 

accept from that address only (you will have to do this step whenever your workstation’s external address changes from your ISP): 

 

 
 

Remember, these configurations are NOT part of any ‘Azure Firewall’ per se, nor are they part of the VM’s OS firewall (which we will configure in a later step), 

but rather they are implemented through an NSG (Network Security Group) ACL (Access Control List).  

https://www.whatismyip.com/
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RDP into your RDP jump box on 3389, and run the following PSh script (in PowerShell ISE as an Administrator) to change the jump box’s RDP port to, say, 62,568, 
and reboot (it changes the RDP jump box’s registry and its local OS firewall): 
  

-------------------------------------------------------------------------------------------------------------------------------- 
https://blogs.technet.microsoft.com/drew/2017/04/14/1195/ 
-------------------------------------------------------------------------------------------------------------------------------- 
# Paste this line first 

Write-host "What Port would you like to set for RDP: " -ForegroundColor Yellow -NoNewline;$RDPPort = Read-Host 

  

# Paste these two lines next 

Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-TCP\" -Name 

PortNumber -Value $RDPPort 

New-NetFirewallRule -DisplayName "RDP HighPort" -Direction Inbound –LocalPort $RDPPort -Protocol TCP -Action 

Allow 

  

Write-host "port number is $RDPPORT" -ForegroundColor Magenta 

Write-host "Launch RDP with IP:$RDPORT or cmdline MSTSC /V [ip]:$RDPORT" 

-------------------------------------------------------------------------------------------------------------------------------- 
 

  

https://blogs.technet.microsoft.com/drew/2017/04/14/1195/
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Change your RDP jump box's inbound port rules from 3389 to whatever port you chose, say 62,568, and restart your jump box: 

 

 
 

Remember, these configurations are NOT part of any ‘Azure Firewall’ per se, nor are they part of the VM’s OS firewall, but rather they are implemented through 

an NSG (Network Security Group) ACL (Access Control List). 

 

Now, RDP into your RDP jump box using its long and complex public DNS name and its new RDP port. This VM is exposed to the public Internet, so rename the 

jump box’s local user ID to something long and complex, with a long and complex password. 
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Create Automation Account and Runbook for Automatic Deallocation: 
(jump to TOC) 
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Give your Automation Account a good name, and assign it to the Automation Group you created earlier: 
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Go into your AzureAutomationAccount and create a Runbook to perform the nightly deallocation of your VMs: 

 

  



www.DanielLBenway.net Using Microsoft Azure to build your own Test Lab Page 30 of 44 
 

Edit your runbook to contain Azure PowerShell commands similar to these, and then publish it (these commands stop/deallocate each of my six VMs, all of 

which are in the same Resource Group). 

 

 
 

Note: When you start a runbook in Azure Automation, a job is created. A job is a single execution instance of a runbook.  
(https://docs.microsoft.com/en-us/azure/automation/automation-runbook-execution) 
  

https://docs.microsoft.com/en-us/azure/automation/automation-runbook-execution
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Schedule your runbook to run, say, fifteen minutes after your VMs perform their auto-shutdown each night: 

 

 
 

Verify your runbook schedule after you create it, and test it one night to make sure your VMs shut down, and the runbook deallocates them. 
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Supporting Documents: 
 
  
https://docs.microsoft.com/en-us/azure/automation/automation-quickstart-create-account 
Create an Azure Automation account 
  
https://docs.microsoft.com/en-us/azure/automation/automation-quickstart-create-runbook 
Create an Azure Automation Runbook 
  
https://docs.microsoft.com/en-us/azure/automation/automation-solution-vm-management 
Start/Stop VMs during off-hours solution in Azure Automation 
  
(https://docs.microsoft.com/en-us/azure/automation/automation-runbook-execution 
Runbook execution in Azure Automation 
  

https://docs.microsoft.com/en-us/azure/automation/automation-quickstart-create-account
https://docs.microsoft.com/en-us/azure/automation/automation-quickstart-create-runbook
https://docs.microsoft.com/en-us/azure/automation/automation-solution-vm-management
https://docs.microsoft.com/en-us/azure/automation/automation-runbook-execution
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Security Center: 
(jump to TOC) 
 
 
Azure Security Center is offered in two tiers: Free and Standard. The Standard tier is free for the first 60 days, and any usage beyond 60 days will be 
automatically charged per a fee schedule. So for your test lab, make sure you use and configure at least the free tier. 
 
Create a new Resource Group for your Log Analytics Workspaces: 
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Create a Log Analytics Workspace for Security Center: 
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Now configure Security Center: 
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My test lab is pretty simple, so I will just configure the Security Center settings on my subscription, and allow each item therein inherit its configuration from the 
subscription: 
 

 
  



www.DanielLBenway.net Using Microsoft Azure to build your own Test Lab Page 38 of 44 
 

Enable Auto Provisioning, so that the MS Monitoring Agent gets installed onto your current and future VMs: 
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www.DanielLBenway.net Using Microsoft Azure to build your own Test Lab Page 40 of 44 
 

VM Update Management: 
(jump to TOC) 
 
 
Create a Log Analytics Workspace for Update Management: 
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Go into ‘Update Management’ for any one of your VMs, and choose to enable it for all VMs in your subscription: 
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Azure Advisor: 
(jump to TOC) 
 
Be sure to periodically look at the recommendations from Azure Advisor: 
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Snapshotting Your VMs: 
(jump to TOC) 
 
 
Here’s where you create snapshots of your VMs: 
 

 
 
NOTE: if your VM has more than just an OS drive, you’ll need to snapshot each drive if you want the whole VM to be shapshotted. 
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ARM Templates: 
(jump to TOC) 
 
An ARM template is the JSON (JavaScript Object Notation) code that can be used to deploy your VMs (instead of clicking through the GUI). If you’d like to see the 
ARM template associated with your VMs, go into ‘Automation script’ under ‘Settings’ as shown here: 
 

 
 


