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Abstract:
(jump to TOC)

This document provides a demonstration of how to use Microsoft Azure to build your own small test lab, at about $20-540 per month. The intent of this

overview is to help people who are new to Azure to get a basic comfort and familiarity with Azure for laaS (infrastructure as a service).

Intended Audience:

(jump to TOC)

This document is high-level and is intended to be read by persons holding a Windows 2000 or higher MSCE certification, or having equivalent experience.

Document Revision and History:

(jump to TOC)

version date description

1.0 9/3/2018 initial publication to blog

1.1 9/4/2018 added descriptions of VM states

1.2 10/1/2018 e added info about standard SSDs for VMs
e added info about NSG ACLs
e added the ‘~force’ switch to the runbook commands
e added a section on Security Center
e added a section on VM Update Management

2.0 10/7/2018 e took new screenshots after Microsoft updated the Azure user interface
e added information about cost per resource
e added information about ARM templates

2.1 10/10/2018 added a section on Azure Advisor

www.DanielLBenway.net

Using Microsoft Azure to build your own Test Lab

Page 2 of 44



Freeware License and Disclaimer:
(jump to TOC)

This document is freeware, done in the spirit of open-source. You may distribute unchanged copies of this document freely to anyone at any time. Care has been
taken to cite contributing sources and individuals, please do the same. If you find errors in anything contained herein, please comment on them and/or contact
me so that we may all help the community.

About the Author:
(jump to TOC)

Daniel L. Benway

Active Directory and Information Security Architect / Engineer
BSc CS, MCSE (NT4, 2000), MCTS (SCCM 2012), CISSP, Security+, Network+, CCNA (2.0), CLP (AD R4)

http://www.LinkedIn.com/in/DanielLBenway

http://www.DanielLBenway.net

@Daniel_L_Benway

Special Thanks:
(jump to TOC)

e Special thanks Mike Leary, MS SPFE (Microsoft Senior Premier Field Engineer) for taking the time to answer a few questions on this topic.
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General Information:
(jump to TOC)

Cost Savings:
e Be sure to use the smallest size VMs that will meet your needs, on the least expensive disks (Standard HDDs < Standard SSDs < Premium SSDs < Ultra

SSDs), and deallocate them whenever they’re not in use. | found that using Standard B1ms (1 VCPU, 2 GB RAM) VMs on Premium SSDs is about as slow as |
can tolerate, but you can go even smaller and cheaper if you are more patient than | am.

e A VM (virtual machine) has three states:

o running - VM is allocated and its OS is online
o stopped - VM is allocated but its OS is offline
o stopped (deallocated) - VM is deallocated, so its OS can’t be online. This state is how you save the most on your bill.

e Shutting down a VM within its OS changes the VM’s state to ‘stopped’. ‘Stopping’ a VM from within the Azure Portal (or by PowerShell) changes its state to
‘stopped (deallocated)’. Based on System Log event ID 6006, it looks like ‘stopping’ a Windows VM does indeed perform a graceful OS shutdown before
the VM changes to ‘stopped (deallocated)’.

e Seteach VM to auto-shutdown at, say, 02:00AM daily, and write an automation account runbook to ‘stop’ each VM at, say, 02:15AM daily. This will
shutdown and deallocate your VMs in case you forget to ‘stop’ them yourself (the auto-shutdown isn’t technically necessary before the ‘stop’, but it is
good practice).

e When you delete a VM, be sure all of its items in its Resource Group(s) are also deleted, in order to save the most money (simply deleting a VM does NOT
remove all of its resources).

Networking:
e All subnets within a Virtual Network are fully routed amongst themselves by default.

e AVMin Azure, by default, has outgoing Internet access.
e To access your VMs, set up an RDP (remote desktop protocol) jump box that is:
o within the same Virtual Network as your VMs.
o has a dynamic public IP using Azure's public DNS, and an open incoming port for RDP (something other than 3389, for obscurity).
e If you want an inexpensive way to connect an on-prem test lab with your Azure test lab, you can use a Unified Secure Gateway to set up a VPN between
the two (it looks like there are several vendors, priced $100 - $200 on Amazon).
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Your Azure Bill:
(jump to TOC)

Be sure to check your bill regularly to avoid any surprises. Be sure to read and follow the cost savings steps described earlier in this document!

Microsoft Azure R Search resources, services, and docs

Dashboard v + 7 + ¢ & J D0 [ | Signout

1 U
—+ create 2 resource
Change password d
"= All services Service Health Eastern Time (U... :
Service Health World Map Edit My contact informagon i
FAVORITES
My permissions ﬁ
E Dashboard 1 5 . 3 6 P
All resources . * Submit an idea v
() Resource groups View my bill
Sunday, October 7, 2013 @
& App Services Switch directory Iy

<? Function Apps
Bl SQL databases
& Azure Cosmos DB
IEI Virtual machines
Q:’ Load balancers

= storage accounts
Audit Logs

View activity ﬁ|

Activity Log
EE  Analytics

€ Virtual networks
&b Azure Active Directory
) -
=) Monitor
f} Advisor
a Security Center
Q Cost Management + Billing

{2 Help + support
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Go to ‘Overview’ and LC (left click) your subscription...

Microsoft Azure

-I— Create a resource

1S AN services
FANDRITES

& cashboard

S AN resources

[¥] Resource groups

(& app services

O Function Apps

B st databases

& Azure Cosmos DB

A virtual machines

&P Load balancers

B Storage accounts

2 Virtual networks

b azure Active Directory

(3 ponitor
* Achasor

' Security Center

E‘ Cost Management + Billing

B Help + support

www.DanielLBenway.net

Home * Cost Management + Billing

Cost Management + Billing

Cwfault Dwreciory

' Ovendew

B Cost Management

¥ Diagnose and solve problems

Billing
Subscriptions
| Invoices
wa Contactinfo
# Billing address
@ Payment methods

Support = troubleshooting

-

w  New support request

L3

# X
B
== riew subscription  CF Manage
Account admin ) Currency -
lom | S UsD
Mt ball Ell.'lng COUntry/Tegean
1072018 us
Mext charge Taotal billed (Last 12 ma)
W27/2018 20.70 USD
fr
‘( [Far mone cost management and optimizaticn capabidities, try Azure Cost Management &
My subscriptions =
HAML SUBSCRIPTION 1D OFFER STATUS LAST BILLED (il
Pay-As-You-Go Pay-As-You-Go @ Active 2047
il Recent billing history (Details) =
i
10
]
[ —
e April Iy Scinkar

120.7 w0
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Use the graphs of costs by resource, and spending rate and forecast:

«
+ Create a resource
:= All services
FAVORITES.
&l Dashboard
All resources
() Resource groups
‘3‘- App Services
<F> Function Apps
SOL databases
& Azure Cosmos DB
l_i! Virtual machines
‘:} Load balancers
3 Storage accounts
<+ Virtual networks
@ Azure Active Directory
'j) Monitor
'} Advisor
. Security Center
Q Cost Management + Billing

& Help + support

Home > Cost Management + Bil

L Search resources, services, and docs

Pay-As-You-Go

Subscription

‘«

E oveniew

Hl.l Access control (IAM)

X Diagnose and solve problems
O security

Events

Cost Management
(o, Cost analysis
Billing

| Invoices

ﬁ External services

@ Payment methods
a.'. Partner information
Settings
B Programmatic deployment
[ Resource groups
Resources
== Usage + quotas
1 Policies
=/ Management certificates

My permissions

= Resource providers

Deployments

B

! Properties

8 Resource locks

www.DanielLBenway.net

& Manage = Transfe @ Cancel subscription

Subscription ID

Directory

Default Directory
My role

Account admin
Offer
Pay-As-You-Go
Offer ID
MS-AZR-0003P

# Rename  => Change directory

4 For more cost management and optimization capabilities, try Azure Cast Management

Costs

Costs by resource

DLETAz-ADDS03_OsDisk 1 2a7483611863. .
3.42 us0
DLBTAz-Jump_OsDisk 1 38722f7aTb1adT..
3.40us

DLETAz-ADDS02 OsDisk 1 dbfe2ff89d49...

3.40us0

7200

Subscription name
Pay-As-You-Go

Current billing period
9/18/2018-10/17/2018

Currency
usp

Status
Active

Spending rate and forecast

09723

| Monith-to-date Forecast

1761w 3118w
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You can view cost by resource to see how much each of your individual Azure items is costing you:

Microsoft Azure P Search resources, services, and docs
« Home »* Cost Management + Billing » Pay-As-You-Go » Costs by resource
—+} Create 2 resource Costs by resource
*= All services
=> Costs by service
FAVORITES

E - ‘( For more cost management and optimization capabilities, try Azure Cost Management -2
Dashboan

Subscription Resource type Resource group
All resources | Pay-As-You-Go v | | 4 selected v | | 4 selected
[#*] Resource groups Timespan Tag
‘@ App Services | Current period ~ | | 2 selected ~ |

& runction Apps

B sl databases

& Azure Cosmos DB o There is a delay between the time when a resource is used and the time when the usage reaches the billing system. Due to this, costs reported here may be delayed. Amounts displayed are estimates, and may nc

l_il Virtual machines
Total cost

‘3’ Load balancers
17.40u

3 Storage accounts

. |/D_?:':
% Virtual networks .
i i NAME TYPE RESOURCE GROUP fCoST (usD)
@ Azure Active Directory ;
D Monitor b DLBTAz-ADDS03_OsDisk_1_aa74836118634a4090ca... Disk DLBTESTAZPRIV_RGO1 342
R advisor b DLBTAz-Jump_OsDisk_1_98722f7a7b1847838cacc40... Disk DLBTESTAZPRIV_RGO1 3.40
@ security Center b DLBTAz-ADDS02_OsDisk_1_dbfc2£f89d494cb68924.. Disk DLBTESTAZPRIV_RGO1 3.40
(& cost Management + illing b DLBTAz-ADDS01_OsDisk_1_66da91342dd041dbb37c... Disk DLBTESTAZPRIV_RGO1 338
ﬁ Help + support
b DLBTAz-ADDS04_OsDisk_1.0a94abed894c441c8bb7... Disk DLBTESTAZPRIV_RGO1 078
b DLBTAz-Mgmt01_OsDisk_1_1c27a740cd9f461876ebf... Disk DLBTESTAZPRIV_RGO1 0.66
» DLBTAz-ADDS03 Virtual machine dibtestaz.priv_rg01 0.45
¥ Nl RTA7-lumn Wirtnal marhine Alhtactar nriv ralll naz
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Create Your Resource Groups:
(jump to TOC)

You'll need to create three Resource Groups:
1. one for Azure PowerShell -- | named mine: ‘AzurePowerShell_RG01’, as this is my first Resource Group associated with Azure PowerShell.
2. one for your VMs and associated hardware -- | named mine ‘DLBTestAz.priv_RGO01’ after my test AD Forest name, followed by _RGO1 as this is my first
Resource Group associated with my AD Forest.
3. one for your Azure Automation Account -- | named mine ‘AzureAutomationAccount_RGO01’, as this is my first Resource Group associated with Azure
Automation Accounts.

Microsoft Azure L Search resources, services, and docs
“ I Home > Cost Management + Billing > Pay-As-You-Go - Resource groups * Resource group I

—+ create a resource r Pay-As-You-Go - Resource groups « X Resource group O
Subscription Create an empty resource group
:= Al services
« == e wasn
| D Search (Cirl+ | ok Add | EE Edit columns More * Resource group name
FAVORITES .
L | DLETestAzpriv RGOT|
[E pashboard © overview — -
* Subscription
»
All resources s Access control (IAM) NAME | Pay-As-You-Go - |
e Diagnose and solve problems
() Resource groups X g p * Resource group location
(% App Services O Security ‘ East US hd |
<'> Function Apps Events
& sQL databases Cost Management
& Azure Cosmos DB & Cost analysis
N virtual machines
Billing
@ Load balancers ]
Invaices

= storage accounts )
B External services

Lo irknial netuwenrlec
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Set Up Azure PowerShell:
(jump to TOC)

Click the '>_"in the upper right part of the screen to start the Azure PowerShell creation process...

Microsoft Azure P search resources, services, and docs

- Create a resource

:Z All services

Eastern Time (U...
Edit

FAVORITES
[E pashboard 1 6'1 1
All resources - *
(®) Resource groups
Sundsy. Oetober 7. 2012
(& App Services
<% Function Apps
B sQL databases
& Azure Cosmos DB
KA virtual machines
4» Load balancers

= storage accounts

Audit Logs
€ Virtual networks ufl) Activity Log
EE Analytics .. View activity ﬁ\
&P Azure Active Directory
=) Monitor
R advisor

@ security Center
@ cost Management + Billing

D Help + support

On the next screen, choose to show advanced settings:

You have no storage mounted

Azure Cloud Shell requires an Azure file share to persist files. Learn more
This will create a new storage account for you and this will incur a small manthly cost. View pricing

* Subscription

| Pay-As-You-Go s | Show advanced settings

Create storage | Close
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Choose the Azure PowerShell Resource Group you created earlier, and specify good names for your new ‘storage account’ and ‘file share’:

.’ X
You have no storage mounted

* Subscription * Cloud Shell region
Pay-As-You-Go N Eact US N Hide advanced settings
] * * -
Rescurce group Storage account File share
Create new ® Use existing ® Create new Use existing ® Create new Use existing
pEEmmmm————————————————mmmmmmmmmmmmmmmm—— -
AzurePowerShell_RGO1 W azurepowershellsall + azurepowershellfsi !
syttt piesyhyttel O A

Storage accounts are filtered for your selected Cloud Shell region and LRS/GRY/ZRS account fypes.

Create storage I Close

You should see that your Azure Cloud Shell was created successfully:

Your cloud drive has been created in:

Subscription Id:

Resource g cloud-shell-storage—-eastus
Storage

File share:

Initializing your account for Cloud Shell...\
Requesting a Cloud Shell.Succeeded.
Connecting terminal...

Welcome to Azure Cloud Shell (Preview)

Type "dir™ to see your Azure resources
Type "help™ to learn about Cloud Shell

Today's Tip: Install modules from PowerShell Gallery: Install-Module <module

VERBOSE: ARuthenticating to ZAzure
VERBOSE: Building your Azure drive

P3 Azure:\> D
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Create Your Virtual Network:

(jump to TOC)

Create your Virtual Network, and first subnet. | chose an address space of 10.0.0.0/8 so that | could use a 24-bit mask and create as many as 65,534 subnets with
254 hosts per subnet. | chose to create three subnets: 10.0.1.0/24, 10.0.2.0/24, and 10.0.3.0/24.

Microsoft Azure

Home » Virtual networks » Create virtual network

+ Create a resource

Virtual

Default Direc!

:= All services

FAVORITES

= Add

[E pashboard

All resources
() Resource groups
‘:Q App Services
<7 Function Apps
B SqL databases
& Azure Cosmos DB
l;l Virtual machines
@ Load balancers

3 Storage accounts

&% Virtual networks

@ Azure Active Directory
) .
) Monitar
@ Advisor
. Security Center
Q Cost Management + Billing

f} Help + support

www.DanielLBenway.net

networks
tory |

£2 Edit columns

NAME

&+ DLBTestAz.priv_VNO1

« & X

*** More

Create virtual network O

2 Search resources, se

s

* Name

| DLBTest_Az..priv_\."NO‘I v|

* Address space @

[ 100008 v]
10.0.0.0 - 10.255.255.255 (16777216 addresses)

* Subscription

| Pay-As-You-Go ~ |

* Resource group

| DLBTestAzpriv_RGO1 v |

Create new

* Location

[ Eastus v |

Subnet
* Name

[ 1001024 v]

* Address range @

[ 1001024 v]
10.0.1.0 - 10.0.1.255 (256 addresses)

DDoS protection @

.é. Basic [ :' Standard

Service endpoints @
Disabled [EELIE.]

Firewall

(= Enabled

Using Microsoft Azure to build your own Test Lab
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Create your second subnet:

Microsoft Azure £ Search resources, services, and docs

+ Create a resource
1= All services
FAVORITES
[E Dashboard
All resources
(] Resource groups
‘S‘. App Services
<> Function Apps
SOL databases
& Azure Cosmos DB
Ij! Virtual machines
@ Load balancers

3 Storage accounts

&9 Virtual networks

@ Azure Active Directory

=) Monitor

www.DanielLBenway.net

“

I Home > Virtual networks » DLBTestAz.priv_WNO1 - Subnets I

Virtual networks

Default Directory

ok Add S5 Edit columns

NAME

&+ DLBTestAz.priv_VNO1

¢.> DLBTestAz.priv_VNO1 - Subnets

Virtual metwork

| O Search (Ctri+ | « + Subnet + Gateway subnet
0 5-n ef

& Overview |)‘ N -

H Activity log NAME

i Access control (IAM) 10.0.1.0_24

& Tags

&K Diagnose and solve problems

Settings

< Address space

& Connected devices
W DDos protaction
& Firewall

B DNS servers

2T Y

Using Microsoft Azure to build your own Test Lab
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£ Search resource

Microsoft Azure

Haome » Virtual networks * DLBTestAz.priv_VMNO1 - Subnets > Add subnet
—+ Create a resource Add subnet X

DLETestAz priv_VMO1

:= All services
* Name

FAVORITES | 10.0.2.0_24 |

[E pashboard

* Address range (CIDR block) @

All resources [ 10.0.2.0/24 |
10,0.0.0 - 10.0.0.255 (257 + 5 Azure reserved addresses)

[#] Resource groups

‘Eﬂ App Services

Metwork security group 5
<2 Function Apps None
SOL databases Route table N
MNone

& Azure Cosmos DB

lj? Virtual machines
Service endpoints

@ Load balancers

Services @

3 Storage accounts 0 selected W

<2 Virtual networks

Subnet delegation
@ Azure Active Directory
Delegate subnet to a service @

-__\ -
= Monitor Mone "

# Advisor

. Security Center

ﬁ, Cost Management + Billing

Create your third subnet similarly, using a name of 10.0.3.0_24 with an address range of 10.0.3.0/24.

www.DanielLBenway.net Using Microsoft Azure to build your own Test Lab
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Create Your VMs:
(jump to TOC)

| chose to create six VMs, with the 2008 machines on subnet 1, the 2012 machines on subnet 2, and the 2016 machines on subnet 3:

DLBTAz-ADDS01.DLBTestAz.priv

2008 R2 SP1 DC (domain controller)

10.0.1.0/24 subnet

DLBTAz-ADDS02.DLBTestAz.priv

2012 R2 DC

10.0.2.0/24 subnet

DLBTAz-ADDS03.DLBTestAz.priv

2016 DC

10.0.3.0/24 subnet

DLBTAz-ADDS04.DLBTestAz.priv

1709 SAC (semi-annual channel) DC

10.0.3.0/24 subnet

DLBTAz-Jump.DLBTestAz.priv

RDP jump box (sits on the public Internet, and the 10.0.3.0/24 internal private
subnet, and provides front-end access to the back-end VMs of the lab)

10.0.3.0/24 subnet
plus a dynamic public IP

DLBTAz-Mgmt01.DLBTestAz.priv

2016 management server (hosting MS Admin Center)

10.0.3.0/24 subnet

www.DanielLBenway.net
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Create Your Test VMs (not the RDP Jump Box):

My four DCs and one management server VMs are all created similarly, so use the following steps for each VM you create (the RDP jump box needs additional
configuration that will be shown after these first five VMs are created):

—~+ Create a resource
= Al services
FANORITES
[ o=shioard
All resources
[&] Resource groups
IS Aop Sericzs
< Funcsion Agps
B 0L datsbases
& Azurs Cosmos DB
% Load balancers
[ storzge accounts
4% Vinual networks
4B Azurs Activs Directory
=) Menitor
B Advisor
@ securiny Center
(' Cost Management = Silling

D Helo + suppont

Home » Virtual machines » Create a virtual machine

' Search resources. services. and docs

Virtual machines

NAME

« 2 X

oo lore

Create a virtual machine

w + reate

D'sks MNetworking Management Guestconfig Tags Re

Create a virtusl machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized imags.
Complete the Basics tab then Review + areate to provision a virtual machine with default parametars or review 2ach tab for full
customization.

Looking for classic YMs? Create VM Marketplace

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all your
resources

* Subseription @ [eayptevonae v |
[ cierestazprv Ro01 v
Creste new
INSTANCE DETAILS
* Virual maching name @ [ DeTaz-A00s01 v]
[Eamus v
[ Ma infrastructure redundancy required -]
*imagz @ [ tsmalidisk] Windiows Server 2008 Rz SP1 v
Browsz all images and disks
" izz @ Standard B1ms
1 vepu, 2 68 memory
Change size
[ADMINISTRATOR ACCOUNT
* Uszmamz @ | ,,‘
assword @ [ g
[* Confirm password @ | ,,‘

INBOUND PORT RULES

Selct which virtual machine netwark pars are accessible fram the public intemet, You can specify more limited or granular netwark
cess on the Networking tab.

Public inboun o (®) None () Allow selected ports

ports

Select inbound ports [sefect one or more ports

@ A rafic from the intenet will e blocked by default. You wil be able to change
inbound port rules in the VM > Networking page

[SAVE MONEY
Save Up 10 49% with a license you aiready own using Azure Hybrid Banefit for Windows Sarver. Lear more

* Already have a Windows |i

27 @ Ove: ®@)No

| chose ‘[smalldisk]’ versions of the operating systems when available because | don’t expect to be using much disk at all in this simple lab. | also recommend the
B1lms size VM, because the B1 size is just too weak even for a simple test lab.

www.DanielLBenway.net
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| recommend you choose Standard SSDs or Premium SSDs (solid state disks) instead of Standard HDDs (spindle and platter drives) because spindles and platters

are just too old and slow, even for a simple test lab.

B Search resources, services, and docs

Microsoft Azure

Home * \irtusl machines * Create a virtual machine

- Creste 3 resource Virtual machines « # ¥ Create a virtual machine
Dt Directory
*= Al services
+ Add G Rezsrvations "t hore [
FANORITES Basics : Disks : Metworking  Management Guest confin  Tags  Review + create
& Dashboard [ Fitr by rame I i e . e e e e
Azure VMsz have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks. The size of
All resources HAME the WM determines the type of storage you can use and the number of data dizks allowsd. Leam more
[#] Resource groups DIk RTINS
¥ N5 Aick fona - -
'::';' Ap Services Lo gk ype @ Bramium 530 e
<%> Function Apps Use unmanaged disks I:J"EE IiJ Nao
B3 S0l datsbases BATA DISKS
& Azure Cosmos DB You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a temporary
disk.
g Virtual machimes
L HAME SIZE (GIE) DISK TYPE HOST CACHING
&% Load balancers
Create and attach a new disk Attach an existing disk

; Storage accounts
&2 Virtual networks

'@‘ Azurs Active Directony

= [ N P
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Microsoft Azure

+ Creste 3 resource
1= Al services
FANORITES
& Dashboard
All resources
[#] resource groups
'5_:' App S=rvices
47 Function Apps
B SOl datsbasss

& Azure Cosmos DB

@ Virtual machines

@ Load balancers

E Storage accoumnts

&2 Virtual networks

@ Azure Active Directony

_";' hdonitor

* Advisor

. Security Center

G. Cost Management + Billing

a Help + support

www.DanielLBenway.net

Home * Wirtusl machines * Create a virtwal machine

Virtual machines
Dzt Directory |

o Add

G Ressrvations

HAME

€ oom W Create a virtual machine

*** hore

Basics  Disks

Metworking | Management

£ Search resources, senvices, and docs

Guest config Tags  Review + create

Configurs a new or existing virtual network for your VM as well as how your WM will be acceszed on the virtual network. Learn more

METWORE INTERFACE

When creating a virtual maching, 3 network interface will be created for youw

w

Wirtual metwork @

* Subnet

Fulhic IF &

Metwork security group
N

Public inbownd ports @

Select inbbound ports

Acceleratad networking @

Using Microsoft Azure to build your own Test Lab

| DLBTestAzpriv VND1 ~ |

Creats new

[ 10.0.10.24 ~ |

1 Mone e t

Craate new

(@) Basic () Advanced

I:E:I Mone I:::I Allow selected ports

n All traffic from the internat will be blocked by default You will be able to change
inbound port rules in the WM > Metworking page.

(Con (@ o

The selected image does not support accelerated networking
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Microsoft Azure 2 Search resources, services, and docs

Home » \irtusl machines * Create a viroual machine

- Security Center

- Create a resouree Virtual machines « £ »  Create avirtual machine
Drefault Directory |
= Al services e Seeeeeeeee————_———
W add (D Ressrvations *** More i
FANORITES | Basics Diske Metworking | Management | Guestconfig Tags  Review + create
E Dashboard i Configure monitoring and management options for your VM.
All resources HAME !
i MONITORING
[¥*] Resource groups | Boot diagnostic: @ (Con (@) of
S App Seri i - -
& App Services | OF guest diagnostics i (_JCOn (@) Of
77 Fumction Apps i
B SOl datzbases | IDENTITY B B
| Managed service identity @ (@ on () Off
& Azure Cosmos DB !
5N virtuzl machines | AUTO-SHUTDOWM
‘:}-‘ Load balancers | Enable suto-shutdown g li] On l:] Off
= Storage accounts i Shutdown tirme @ | 2:00:00 AM |
5 Virtusl networks —
s e | Timezonz @ [ (UTC-05:00) Eastemn Time (US & Canads) ~ |
'@‘ Azurs Active Directony E - -
| Motification before shutdown & (®1On [_)OfFf
= honitor i
# Advisar i e | Jl
|

F

| set the VMs to auto-shutdown at 02:00AM every day, to keep costs down. This won’t deallocate the VMs (which is the real cost-saver) so in a later step we’ll
create an automation account runbook to do that.

www.DanielLBenway.net Using Microsoft Azure to build your own Test Lab Page 20 of 44



The last step for each VM is to change its internal IP from Azure DHCP to static. Look at the path in the following screenshot to see where to do this:

Microsoft Azure £ Search resources, services, and docs
« I Home * Virtual machines » DLBTAz-ADDS01 - Networking » dlbtaz-adds01932 - IP configurations * ipconfigl I

+ Create a resource
1= All services
FAVORITES
[E pashboard
All resources
(¥ Resource groups
*S} App Services
<2 Function Apps
B sql databases
& Azure Cosmos DB
I_T_-l Wirtual machines
@ Load balancers
3 Storage accounts
=2 Virtual networks

@ Azure Active Directory

www.DanielLBenway.net

ipconfig1

dibtaz-adds01932

Hzave ¥ Discard

O X

Public IP address settings
Public IP address

ML= Enabled
Private IP address settings

Virtual network/subnet
DLETestAzpriv_VN01/10.0.1.0_24

Assignment

* |P address

| 100.1.10

Using Microsoft Azure to build your own Test Lab
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Create Your RDP Jump Box:

The steps for creating the RDP jump box are similar to those for the other VMs, but there are some changes and additional steps:

Create a virtual machine o Its network interface will have
an internal, static, private IPv4

address on one of your Virtual
Network’s subnets.
o Its network interface will also

Basics  Disks | MNetworking | Management Guestconfig Tags  Review + create

Configure a new or existing virtual network for your VM as well as how your VM will be accessed on the virtual network. Learn more have an external, dynamic,
public IPv4 address which will
NETWORK INTERFACE be open on port 3389 for
When creating a virtual machine, a network interface will be created for you. incoming RDP. Because this
address will be dynamic, you
™ Virtual network @ DLBTestAz priv_VNOT v | will access it by a DNS name
Create new you choose that will be
* ublished automatically into
Subnet @ | 1003.0_24 ~ | p ’ i )
Azure’s public DNS. You should
Public IF @ (new) YourChosenAzureDNSMNameForRDPlump W make this name |Ong and
Create new complex (lower case, numbers,

) ) and dashes).

Network security group (®) Basic () Advanced « The configuration to allow port
3389 inbound occurs as an NSG
(Network Security Group) ACL
(Access Control List). These
configurations are NOT part of

any ‘Azure Firewall’ per se, nor
These ports will be exposed to the intemet. Use the Advanced controls to limit ,
inbound traffic to known IP addresses. You can also update inbound traffic rules a.re they par.t of the VM s 0S
later. firewall (which we will

configure in a later step).

* Public inbound ports @ MNone . Allow selected ports

* Select inbound ports RDP ~

Accelerated networking @ . OfF
The selected WM size does not support accelerated networking.
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Add a public DNS name (make it long and complex for obscurity) into the ‘DNS name’ field. This will be the public Internet name by which you access your RDP
jump box’s external, dynamic, public, IPv4 address:

Microsoft Azure

+ Create 3 resource
1= All services
FAVORITES
[ Dashboard
All resources
[#®] Resource groups
(& App Senices
<77 Function Apps
B SOl databases
& Azure Cosmes OB
4 Load balancers
g Storage accounts
% Virtual netwaorks
@ Azure Active Directory
=) Monitor
¢‘ Advisor

. Security Center

-

Home » Virtual machines » DLBTAz-Jump

Virtual machines « 2 X

Defauit Directory

+ Add G Reservations *** More
HAME

B3 oueTAz-ADDSD!
B3 oueTAz-ADDS02
B3 oueTAz-ADDSO3
B3 DueTAz-ADDSD4

K3 owetaz-ump

B DLBTAz-Mgmt01

A Search resources, services, and docs

DLBTAz-Jump
Virtual machine
|/ Search (Cirit « ®* Connect P ostart Q' Restart M Stop E‘;Ca:ure @ Delete
) " Resource group (changs)
| B overview | dlbtestaz priv_rgl1
-1 Activity log Status
Running
.
&M Access control {IAM) Location
Easzt US

' Tags

X Diagnose and solve proble...

Settings
a Metworking

= Diss

@ s

&) Security

E:' Extensions

% Continuous delfvery (Pravie .
[ Availzbility s=t

= Configuration

+  Identity (Preview)

Subscription (change)
Pay-As-You-Go

Subscription ID

Tags (changs)
Click here to add tags

m & hours 12":_r:| 1day | 7 days

CPU {average) ﬁ Network (total)

Set your RDP jump box’s internal, static, private IPv4 address as described in previous steps.

www.DanielLBenway.net

Using Microsoft Azure to build your own Test Lab

1
) .I'I'. KhAR—A |'\ Ly

Computer name

DLETAz-Jump

Operating system

Windows

Size

Standard B1ms (1 vopus, 2 GB memory)
Public IP address

104.211.045

‘subnet
v_WM01/10.03.0_24

Virtual ne
DLEBTestAz pri

DNS name

s> | Diskbytes (total) s | Diskor
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Go to https://www.whatismyip.com/ to learn your own workstation’s external, dynamic, public, IPv4 address, and change the jump box's inbound RDP rule to

accept from that address only (you will have to do this step whenever your workstation’s external address changes from your ISP):

Microsoft Azure £ Search resources, services, and docs

+ Create a resource
*= All services
FAVORITES.
[E Dashboard
All resources
() Resource groups
‘E’.‘ App Services
<> Function Apps
B saL databases
& Azure Cosmos DB

[ 2 ]

irtual machines

@ Load balancers
3 Storage accounts
<+ Virtual networks
@ Azure Active Directory
-} Monitor
# Advisor
. Security Center
Q Cost Management + Billing

’2 Help + support

«

I Home > Virtual machines » DLBTAz-Jump - Networking |

Virtual machines

Default Directory

+ Add O Reservations
NAME

B3 DLeTAZ ADDSO!
I DuetAz-ADDSO2
1 DLetAz-ADDSOZ
Ll DLBTAz-ADDS04

3 DLBTAZ Mgmto1

« F X

== Maore

r DLBTAz-Jump - Networking *
Virtual machine
‘ £ Searc N | « > Attach network interface i Detach network interface
B overview = I Network Interface: dibtaz-jumpé32 Effective security rules Topology @
= Activity log Virtual network/subnet: DLBTestAz.priv_VN01/10.0.3.0_24 Public IP: DLBTAz-Jump-ip Private IP: 10.0.3.4 Accelerated networking: Disabled
s Access control (IAM)
APPLICATION SECURITY GROUPS @
' Tags
( # Configure the application security groups
X Diagnose and solve problems ? il s
INBOUND PORT RULES &
Settings
@ Network security group DLBTAz-lump-nsg (attached to network interface: dibtaz-jump632) Add inbound port rule
£ Networking Impacts 0 subnets, 1 network interfaces
= Disks
PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION ACTION
B size
300 RDP 3389 TP Any @ Allow
0 security
65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork @ Allow
[ Extensions
N N 65001 AllowAzureLoadBalancerinBound Any Any AzureloadBalancer Any @ Allow
% Continuous delivery (Preview)
W Availability set 65500 DenyAllinBound Any Any Any Any @ Deny
& Configuration
. identity (Preview) OUTBOUND PORT RULES &
Y properties @ Network security group DLBTAz-Jump-nsg (attached to network interface: dibtaz-jump632) Add outbound port rule
Impacts 0 subnets, 1 network interfaces
n Locks
PRIORITY NAME FORT PROTOCOL SOURCE DESTINATION ACTION
B} automation script
65000 AllowVnetOutBound Any Any VirtualNetwork VirtualNetwork 9 Allow
Operations
) 65001 AllowlnternetOutBound Any Any Any Internet @ Allow
©  Auto-shutdown
65500 DenyAllQutBound Any Any Any Any @ Deny

& Backup

&
& Disaster recovery

Remember, these configurations are NOT part of any ‘Azure Firewall’ per se, nor are they part of the VM’s OS firewall (which we will configure in a later step),
but rather they are implemented through an NSG (Network Security Group) ACL (Access Control List).

www.DanielLBenway.net
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RDP into your RDP jump box on 3389, and run the following PSh script (in PowerShell ISE as an Administrator) to change the jump box’s RDP port to, say, 62,568,
and reboot (it changes the RDP jump box’s registry and its local OS firewall):

https://blogs.technet.microsoft.com/drew/2017/04/14/1195/

# Paste this line first
Write-host "What Port would you like to set for RDP: " -ForegroundColor Yellow -NoNewline; SRDPPort = Read-Host

# Paste these two lines next
Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-TCP\" -Name

PortNumber -Value S$RDPPort
New-NetFirewallRule -DisplayName "RDP HighPort" -Direction Inbound -LocalPort S$RDPPort -Protocol TCP -Action

Allow

Write-host "port number is $RDPPORT" -ForegroundColor Magenta
Write-host "Launch RDP with IP:$RDPORT or cmdline MSTSC /V [ip]:S$RDPORT"
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Change your RDP jump box's inbound port rules from 3389 to whatever port you chose, say 62,568, and restart your jump box:

Microsoft Azure L Search resources, services, and docs

I Home » Virtual machines * DLBTAz-Jump - Networking |

+ Create a resource
:= Al services
FAVORITES
[E pashboard
All resources
(@] Resource groups
".E'-‘ App Services
<72 Function Apps
B sl databases
& Azure Cosmos DB
® Load balancers
E Storage accounts
<+ Virtual networks
@ Azure Active Directory
-,\, Monitor
4 Advisor
' Security Center
Q Cost Management + Billing

fﬂ Help + support

“«@

Virtual machines

Default Directory

+ Add G Reservations
NAME

B3 oieTAz-ADDSO1
3 ouetaz ADDSD2
3 DuetAz ADDSO3
L) DLBTAz-ADDS04

B3 DueTAz-Mgmtor

« & K

*** More

4 DLBTAz-Jump - Networking k4
‘ o | « &> attach network interface i Detach network interface
B overview - B Network Interface: dibtaz-jump632 Effective security rules Topology @
i d BTestAz priv_VI /10.0.3.0_2: i d = -i u 2100 ing: Di
n Activity log Virtual network/subnet: DLETestAz priv_VN01/10.0.3.0_24 Public IP: DLETAz-Jump-ip Private IP: 10.0.3.4 Accelerated networking: Disabled
n'. Access control (JAM)
APPLICATION SECURITY GROUPS @
' Tags
( f Configure the application security groups
X Diagnose and solve problems et e VSroup
INBOUND PORT RULES &
Settings
- - & Network security group DLBTAz-Jump-nsg (attached to network interface: dibtaz-jump632) Add inbound port rule
£ Networking Impacts 0 subnets, 1 network interfaces
=
8 Disks PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION ACTION
B size
300 RDP 62568 TP Any @ Allow
0 Security
- 65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork @ Allow
[ Extensions
N . N 65001 AllowAzureloadBalancerlnBound Any Any AzureloadBalancer Any @ Allow
% Continuous delivery (Preview)
a Availability set 65500 DenyAllinBound Any Any Any Any @ Deny
& Configuration
. Identity (Preview) QUTBOUND PORT RULES ©
! properties @ Network security group DLBTAz-Jump-nsg (attached to network interface: dibtaz-jump632) Add outbound port rule
Impacts 0 subnets, 1 network interfaces
8 Locks
PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION ACTION
B3 Automation script
65000 AllowVnetOutBound Any Any VirtualNetwork VirtualNetwork @ Allow
Operations
) 65001 AllowlInternetOutBound Any Any Any Internet @ Allow
©  Auto-shutdown
65500 DenyAllQutBound Any Any Any Any @ Deny

@& Backup

&
& Disaster recovery

Remember, these configurations are NOT part of any ‘Azure Firewall’ per se, nor are they part of the VM’s OS firewall, but rather they are implemented through
an NSG (Network Security Group) ACL (Access Control List).

Now, RDP into your RDP jump box using its long and complex public DNS name and its new RDP port. This VM is exposed to the public Internet, so rename the
jump box’s local user ID to something long and complex, with a long and complex password.

www.DanielLBenway.net
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Create Automation Account and Runbook for Automatic Deallocation:
(jump to TOC)

Microsoft Azure

+ Create a resource

1= All services
FAVORITES
[E Dashboard
All resources
[#®) Resource groups
‘::\1 App Services
<7 Function Apps
B sl databases
& Azure Cosmos DB
!i! Virtual machines
{'}’ Load balancers
3 Storage accounts
@2 Virtual networks
@ Azure Active Directory
:—‘) Monitor
* Advisor
' Security Center
c;, Cost Management + Billing

a’ Help + support

www.DanielLBenway.net

L Search re

New

| 2 Search the Marketplace

Azure Marketplace Seeall  Featured See all
Get started Azure Migrate

Recently created
Compute
Metworking
Storage

Web

Mohbile
Containers
Databases
Analytics

Al + Machine Learning
Internet of Things
Integration
Security

Identity

Developer toals

Quickstart tutorial

Application Insights
Quickstart tutorial

Log Analytics
Quickstart tutorial

Automation

Learn more

Management Tools |

Software as a service (53a5)

Blockchain

Backup and Site Recovery (OMS)
Quickstart tutorial

Intune App Protection

Learn more

Scheduler
Quickstart tutorial

Dynatrace

Learn more

Veeam Cloud Connect for the
Enterprise

Learn more

Using Microsoft Azure to build your own Test Lab
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Give your Automation Account a good name, and assign it to the Automation Group you created earlier:

+ Create a resource
1= all services
FAVORITES
[E pashboard
All resources
[#] Resource groups
5:'-1 App Services
<" Function Apps
E! sQL databases
&7 Azure Cosmos DB
I_f.i_l Wirtual machines
@ Load balancers
3 Storage accounts
2 Virtual networks
@ Azure Active Directory
=) Monitor
# Advisor
. Security Center
ﬁ, Cost Management + Billing

ﬁ Help + support

www.DanielLBenway.net

«

IHCII‘T'IE * MNew » Add Automation Accountl

Add Automation Account [ X

* Mame @

| AzureAutDmationAccounﬂ

* Subscription

| Pay-As-You-Go W |

* Resource group

'\I|

| Azurefutomationfccount RGO

Create new

* Location

| Eastus 2 v

* Create Azure Run As account @

Yes Mo

The Run As account feature will
create a Run As account and a
Classic Run As account.Click here to
learn more about Run As accounts.

Learn more sbout Automation [
pricing.

Using Microsoft Azure to build your own Test Lab
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Go into your AzureAutomationAccount and create a Runbook to perform the nightly deallocation of your VMs:

Microsoft Azure

+ Create 3 resource
:= All services
FAVORITES
[ pashboard
All resources
(¥] Resource groups
‘:'-." App Services
<2 Function Apps
EX s0L databases
&7 Azure Cosmos DB
l_-;f-l Virtual machines
‘:} Load balancers
E Storage accounts
<2 Virtual networks
’@" Azure Active Directory
= Monitor
4? Advisor
' Security Center
Q Cost Management + Billing

‘2 Help + support

www.DanielLBenway.net

«

A2 Search resources, services,

Home » Resource groups » AzureAutomationAccount RGO1 » AzureAutomationAccount

AzureAutomationAccount

o Automation Account

|<<

i:-,

Overview

Activity log

Access control (LAM)

Tags

*x %

Diagnose and solve problems

Configuration Management

ﬁ Inventory
% Change tracking

B state configuration [DSC)

Update management

B Update management

Process Automation

& Runbooks

& Jobs

B Runbooks gallery
@ Hybrid worker groups
o

WAiatrhar taclc

@ Delete =» Move W Feedback CJ Refresh

Resource group (change)
AzureAutomationAccount_RGO1

Status
Active

Job Statistics
Laszt 24 Hours

Location
East Us 2

Last modifie
8/29/2018 2

Failed

0

Suspended

0

Completed

Running

Cueued

0

Stopped

0

Using Microsoft Azure to build your own Test Lab
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Edit your runbook to contain Azure PowerShell commands similar to these, and then publish it (these commands stop/deallocate each of my six VMs, all of
which are in the same Resource Group).

Microsoft Azure
#«

+ Create a resource
:= All services

FAVORITES
[E Dpashboard

All resources
[®] Resource groups
‘:E'.‘ App Services
<7 Function Apps
El sal databases

&7 Azure Cosmos DB

EA virtiial marhinac

Home * Resource groups * AzursAutomationAccount RGO1 » AzurefAutomationAccount - Runbooks » StopallTestvMs * Edit PowerShell Runbook

L Search resources, services, and docs

Edit PowerShell Runbook

== SropAllTestVis

l_:l save @ Publish

» BE CMDLETS
b 5 RUNBOOKS
b & ASSETS

K Revert to published

W Checkin [ Test pane WP Feedback

[s R R T S S

stop-AzureRMVM
stop-AzureRMVM
stop-AzureRMVM
stop-AzureRMVM
stop-AzureRMVM
stop-AzureRMVM

-name
-name
-name
-name
-name
-name

"DLBTAz-ADDSB1"
"DLBTAz-ADDSB2"
"DLBTAz-ADDSB3"
"DLBTAz-ADDSBA"

"DLETAz-Jump" -resourceGrouphlame "DLBTesthz.priv RGE1™ -force
"DLETAz-Mgmt8l"” -resourceGrouplame "DLBTesthAz.priv RGE1" -force

-resourceGrouplame
-resourceGrouplame
-resourceGrouplame
-resourceGrouplame

"DLBTestAz
"DLBTestAz
"DLBTestAz
"DLBTestAz

-force
-force
-force
-force

Note: When you start a runbook in Azure Automation, a job is created. A job is a single execution instance of a runbook.

(https://docs.microsoft.com/en-us/azure/automation/automation-runbook-execution)

www.DanielLBenway.net
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https://docs.microsoft.com/en-us/azure/automation/automation-runbook-execution

Schedule your runbook to run, say, fifteen minutes after your VMs perform their auto-shutdown each night:

Microsoft Azure

R Search resources, services, and docs

«

Home * Resource groups * AzurefutomationAccount_RGO1 » AzureAutomationAccount - Runbooks * StopAllTestVMs - Schedules » ScheduleRunbookStopAllTestyMs > Parameters

+ Create a resource

ScheduleRunbookStopAl... X

Schedule

:= All services
I_:| save ¥ Discard *** More
FAVORITES
Last modified
[ pashboard 8/20/2018, 3:06 PM
All resources * Enabled
[i®) Resource groups Yes Mo
".5‘. App Services S
escription
€77 Function Apps schedule runbook StopAllTestVMs
B sQL databases
& Azure Cosmos DB * Starts @
arts
K virtual machines [ 20181008 [@|[215am |
Load balancers
@ | United States - Eastern Time v |
[ storage accounts
Recurrence
&+ Virtual networks p—
@ Azure Active Directory
3 Monitor Recurrence Details
* Recur every
4 Advisor | 1 | | Day -
' Security Center Set expiration
Q Cost Management + Billing Yes No
r_} Help + support
Expires
MNewer
Parameters
>

View input parameters

Verify your runbook schedule after you create it, and test it one night to make sure your VMs shut down, and the runbook deallocates them.

www.DanielLBenway.net

Parameters
StopAllTestVMs

NAME

No input parameters found.
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Supporting Documents:

https://docs.microsoft.com/en-us/azure/automation/automation-quickstart-create-account
Create an Azure Automation account

https://docs.microsoft.com/en-us/azure/automation/automation-quickstart-create-runbook
Create an Azure Automation Runbook

https://docs.microsoft.com/en-us/azure/automation/automation-solution-vm-management
Start/Stop VMs during off-hours solution in Azure Automation

(https://docs.microsoft.com/en-us/azure/automation/automation-runbook-execution
Runbook execution in Azure Automation
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Security Center:
(jump to TOC)

Azure Security Center is offered in two tiers: Free and Standard. The Standard tier is free for the first 60 days, and any usage beyond 60 days will be

automatically charged per a fee schedule. So for your test lab, make sure you use and configure at least the free tier.

Create a new Resource Group for your Log Analytics Workspaces:

Microsoft Azure £ Search resourc

+ Create 3 resource

1= Al services
FAVORITES

[E pashboard

All resources

(#] Resource groups

‘:'?.“ App Services

<7 Function Apps
El sl databases
& Azure Cosmos DB
l-ill Virtual machines
‘::} Load balancers
E Storage accounts
&+ Virtual networks

@ Azure Active Directory

www.DanielLBenway.net

« I Home * Resource groups * Resource groupl

Resource groups « & X

Default Directory (daniellbenwaylive_onmicr...

o Add | 2Z Edit columns *** More

MAME

[\‘] AzureAutomationAccount_RGO1

[i"] AzurePowerShell_RG01

(&%) DLBTestAz.priv_RGO1

Using Microsoft Azure to build your own Test Lab

Resource group

Create an empty resource group

* Resource group name

O

| Azureloghnalytics RGOT

* Subscription

| Pay-As-You-Go

* Resource group location

| EastUS
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Create a Log Analytics Workspace for Security Center:

Microsoft Azure L Search re

Home » Mew

+ Create a resource New -4
= All services T T
FAVORITES | L log analytics x

[ Dashboard Azure Marketplace See all

All resources

Windows Server 2016 VM
Cuickstart tutorial

Get started

(#] Resource groups

R App Services Fecently created
L

) Compute Ubuntu Server 18.04 VM

! T i Learn maore
Metworking

Bl sql databases
Storage Web A

& Azure Cosmos DB ‘_E PP _
Wehb Quickstart tutorial

lj! Virtual machines
Mobile

&% Load balancers =9 SQL Database
L S L= ]l - . S -
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Home »* MNew » Log Analytics »* Log amalytics workspace » Pricing Tier

Log analytics workspace * Pricing Tier O X
Create mew or link existing one created in OMS Portal

®) Create New () Link Existing The cost of your workspace depends on the

- - pricing tier and what solutions you use. Learn

* OMS Woaorkspace more about Log Analytics pricing

AzureSecunityCenterloghnalyticsWorkspace This subscription is currently in the new pricing

model , that has a single pricing tier for Log

* Subscription Analytics ("Per GB") with a simple pay-as-you-go
Pay-As-You-Go w pricing model based primarily on data ingestion.
Pricing Tier

* Resource group @

= = L Per GB v
l_J) Create new (®) Use existing

Azurelogfnalytics_ RGO v
* Location
East Us v

* Pricing tier

Per GB
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Now configure Security Center:

Microsoft Azure

£ Search resources, services, and docs

&«

Home > Security Center - Overview

+ Create a resource
1= All services
FAVORITES
[E pashboard
All resources
[#®] Resource groups
'E:EE App Services
<> Function Apps
SQL databases
&7 Azure Cosmos DB
l_-Il Virtual machines
@ Load balancers
3 Storage accounts
2 Virtual networks
@ Azure Active Directory
=) Monitor

# Advisor

L.Mﬂlﬁd

www.DanielLBenway.net

Security Center - Overview

Showing subscription ‘Pay-As-You-Go'

GENERAL

0O overview

&l Getting started
4% Events

£ search

POLICY & COMPLIANCE
1 Coverage

Y security policy

RESQURCE SECURITY HYGIENE
— Recommendations

2 Compute & apps

B Networking

S5 Data & storage

& |dentity & access (Preview)

|<<

-

Y subscriptions

Policy & compliance

Subscription coverage

Coverad (standard)
0

Coverad (free)

1

Policy compliance

Owerall compliance

(5 36-

Least compliant subscriptions

Pay-As-You-Go

Mot coverad

-
& 7 Covered resources

Show policy compliance of your environment >

Resource security hygiene

Secure score

Securs score

180 of 215
180

SCORE

Using Microsoft Azure to build your own Test Lab

Resource health monitoring

@ E"
'..':C' 6 Compute & apps _N 1 Data &
g )

7 0 Networkina a8 0 identitv

Page 36 of 44



My test lab is pretty simple, so | will just configure the Security Center settings on my subscription, and allow each item therein inherit its configuration from the
subscription:

Microsoft Azure A Search resources, services, and docs
« Home * Secunty Center - Overview > Security policy
+ Create a resource Secu I'i‘t}r' policy
Define policy per subscription or resource group
:= Al services
FAVORITES

®.:  Policy Management
(& pashboard

All resources Manage the security policies by choosing a subscription or management group from the list below. In order to define additional policies, man;

ol Click here to learn more =
(@) Resource groups

(30 App Services
B 1 SUBSCRIPTIONS 2 WORKSPACES

<> Function Apps

El soL databases ‘/"* kearch by name

NAME POLICY INITIATIVE ASSIGNMENT(S) COMPLIANCE ~ COVERAGE SETTINGS
& Azure Cosmos DB

K3 virtual machines Pay-As-You-Go 6% Free

@ Load balancers

qu AzureUpdateManagementLoglnalyticsWorkspacs - - --- Edit settings >
= Storage accounts ﬂ i . ) )

CL AzureSecurityCenterLogAnalyticsWorkspace - - - Edit settings >
&% Virtual networks

@ Azure Active Directory

=) Monitor

# Advisor

' Secunty Center

www.DanielLBenway.net Using Microsoft Azure to build your own Test Lab Page 37 of 44



Enable Auto Provisioning, so that the MS Monitoring Agent gets installed onto your current and future VMs:

Microsoft Azure P Search resources, services, and docs
« I Home * Security Center - Overview » Security policy > Settings - Data Collection I

—+ Create 2 resource Settings - Data Collection

Pay-As-You-Go

*= Al services

e |« I_:IE:-.e

FAVORITES

[E pashboard Settings Security Center collects security data and events from your resources and services to help you prevent, detect, and respond to threats. Learn more =

All resources #* Data Collection Auto Provisioning

O Threat detection This enables the automatic installation of the Microsoft Monitoring Agent on all the WMs in your subscription. If enabled, any new or existing VM without an installed

() Resource groups ! u
agent will be provisioned. Learn more >

(3 App Services @ Email notifications

<> Function Apps 71 Pricing tier
B sal databases Default workspace configuration
& Azure Cosmos DB Data collected by Security Center is stored in Log Analytics workspace(s). You can elect to have data collected from Azure VMs stored in workspace(s) created by Security Center or in

an existing workspace you created. Learn more >
I;l Virtual machines
Use workspace(s) created by Security Center (default)

@ Load balancers
Connect Azure VMs to report to workspaces created by Security Center

3 Storage accounts

. [ ., Use another workspace
¥ Virtual networks - P
Connect Azure VMs to report to selected user workspace

@ Azure Active Directory

| AzureSecurityCenterLogAnalyticsWorkspace ~
ﬁ' Monitor
# Advisor
Any other solutions enabled on the selected workspace will be applied to Azure VMs that are connected to it. For paid solutions, this could result in additional charges.
. Security Center For data privacy considerations, please make sure your selected workspace is in your desired region.

G, Cost Management + Billing

=
aa Help + support .
Store additional raw data

You can store raw events, logs, and additional security data in your Log Analytics workspace. This data allows you to perform auditing, investigation, and analysis of your threats.

Windows security events

Select the Windows security events to be collected and stored.IWhen you change your selection from None, you start to pay for the stored events I
For additional details

All Events

All Windows security and Applocker events,

| Cammanan
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Microsoft Azure 1 Search resources, services, and docs

« Home * Security Center - Overview * Secunty policy > Settings - Threat detection

—+ Create a resource Settings - Threat detection

Pay-As-You-Go

O Search (Cirl+ | « Fl Save

:= All services

FAVORITES

[ Dashboard Settings Enable integrations

£+ Data Collection To enable Security Center to integrate with other Microsoft security services, allow those services to access your data.

All resources

Allow Microsoft Cloud App Security to access my data. Learn more >

Threat detection
o Allow Windows Defender ATP to access my data. Learn more >

() Resource groups

"S:-‘ App Services @ Email notifications
<'> Function Apps T pricing tier

Bl sQL databases

&7 Azure Cosmos DB

Microsoft Azure

R Search resources, services, and docs _

Home > Security Center - Overview » Security policy » Settings - Email notifications

—~+ create a resource Settings - Email notifications
Pay-Az-You-Go
1= All services
“« e
| /) Search (Ctri+ | '_:l =>dve
FAVORITES
[ pashboard Settings o Please provide security contact details below. We will use them to contact you in case our security team finds that your resources are compromised.
All resources £ Data Collection
[i'] Resource groups ¥ Threat detection Security contact emails @ |
i:‘a App Services @ Email notifications Phone number @ |
<> Function Apps T pricing tier
& sQL databases Send me emails
& Azure Cosmos DB Send me emails about alerts @ On
g Virtual machines Send email also to subscription owners On Off

@ Load balancers
o Notice that emails are sent from a US-based service regardless of the affected resource region.
= storage accounts

&3 Virtual networks
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VM Update Management:
(jump to TOC)

Create a Log Analytics Workspace for Update Management:

Home * Mew * Log Analytics * Log analytics workspace

Log analytics workspace O X

Create new or link existing one created in OMS Po..

(®) Create New () Link Existing
* OMS Workspace
AzureUpdateManagementloglnalyticsW...

* Subscription
Pay-As-You-Go v

* Resource group @

l_J) Create new (@) Use existing

Azurelogfnalytics_RGO1 A
* Location
East US v |
* Pricing tier
>
Per GB
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Go into ‘Update Management’ for any one of your VMs, and choose to enable it for all VMs in your subscription:

Microsoft Azure

+ Create a resource
1= All services
FAVORITES
[E pashboard
All resources
(&) Resource groups
‘E‘. App Services
<7 Function Apps
B sQL databases
& Azure Cosmos DB
{'b Load balancers
3 Storage accounts
<% Virtual networks
@ Azure Active Directory
ﬁ' Monitor
# Advisor
. Security Center
C‘_ Cost Management + Billing

a Help + support

www.DanielLBenway.net

Home *> Virtual machines » DLBTAz-ADDSO01 - Update management

R Search resources, services, and docs

g DLBTAz-ADDSO1 - Update management

Virtual machine

|<<

Overview

o 8

Activity log

Access control (JAM)

)

Tags
- Diagnose and solve problems
Settings

£ Networking

(]

Disks

B size

0 security

[} Extensions

% Continuous delivery (Preview)
Availability set

& Configuration

» Identity (Preview)

Properties
Locks

Ed automation script

Operations

©  aAuto-shutdown

-

Backup

Update management

&
& Disaster recovery
]
a—

g Update Management

Enable consistent control and compliance of this VM with Update Management.
This service is included with Azure virtual machines. You only pay for logs stored in Log Analytics.

This service requires a Log Analytics workspace and an Automation account. You can use your existing workspace and account
or let us configure the nearest workspace and account for use,

() Enable for this VM Enable for VMSs in this subscription

Enable the service for multiple Azure VMs on this subscription by going through a small wizard.
Click to select machines to enable I
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Azure Advisor:
(jump to TOC)

Be sure to periodically look at the recommendations from Azure Advisor:

Microsoft Azure P Search resources, services, and docs
« Home »* Advisor recommendations
- Create 2 resource Advisor recommendations

:= All services .
i Download as CSV i Download as PDF =< Configure

FAVORITES
Subscriptions: Pay-As-You-Go — Don't see a subscription? Open Directory + Subscription settings

[E pashboard

| All types v | | Active ~ | | No grouping
All resources
o Cwerview 3 igh Availability (1) ecurity ( erformance ( ast (| Al (4)
[h] Resource groups o i ® High Availability (1) 5 ity (3) m Perf () = e 0) Il
t:!-? App Services
<> Function Apps - (LA .
- & High Availability U Security m Performance
. 1
E! sl databases
& Azure Cosmos DB
& viriual - 1 Recommendation 3 Recommendations (0 Recommendation
&8 Virtual machines
| |
4} Load balancers High Medi Lo High Medi L High Medi L
ig ium W igl edium ow ig edium ow
impact impact impact impact impact impact impact impact impact
= storage accounts U-P U.p 1.pa 3'p O-P OIP OIP O'p O-P
&2 Virtual networks
@ Azure Active Directory You are follow_ing all of our performance
1 Impacted resource 7 Impacted resources recommendations
= Monitor See all performance recommendations
# Advisor
. Security Center e
B Cost

G, Cost Management + Billing

r} Help + support
() Recommendation

I
~ High A Medium . Low
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Snapshotting Your VMs:
(jump to TOC)

Here’'s where you create snapshots of your VMs:

Microsoft Azure £ Search resources, services, and docs

« Home » Wirtual machines > DLETAZ-ADDS01 - Disks » DLBETAz-ADDS01_OsDisk_1_66da21342dd041dbb37c8fcecosbf871

—+ create a resource &» DLBTAz-ADDS01_OsDisk_1_66da91342dd041dbb37c8fcec98bf871
= Disk
*= All services - _
|/,«_-; |__ Cirls | « FI save ¥ Discard + Create snapshot + Create VM & Export D Delete
FAVORITES
- .
Dashboard = Overview
i Dashboar © Azure now supports additional premium disk sizes: 32 GiB (P4), 64 GiE (P6), 2048 GiB (P40), and 4095 GiB (P60). Disks created
All resources W Activity log
> _ A trol (1AM) MAME
o CCess CONLIro
(%) Resource groups - DLETAz-ADDS01_OsDisk_1_66d2971342dd041dbb37c8fcaca80aT1
fes) : & Tags
' App Services DISK STATE
</ Function Apps Settings Attached
Bl sqL databases 8 Locks * Account type @
Premium SSD W
&7 Azure Cosmos DB B4 automation script | |

Support + troubleshooting

50 virtual machines | - |

@ Load balancers
s MNew support request
3 Storage accounts ) Disks can be resized or account type changed anly when they are unattached or the owner VM is deallocated.

&2 Virtual networks
ESTIMATED PERFORMAMCE ©

@ Azure Active Directory I0PS limit 120
=) Monitor Throughput limit (MB/s) 25
# Advisor

@ security Center OWMNER VM

NOTE: if your VM has more than just an OS drive, you'll need to snapshot each drive if you want the whole VM to be shapshotted.
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ARM Templates:
(jump to TOC)

An ARM template is the JSON (JavaScript Object Notation) code that can be used to deploy your VMs (instead of clicking through the GUI). If you’d like to see the
ARM template associated with your VMs, go into ‘Automation script’ under ‘Settings’ as shown here:

Microsoft Azure P Search resources, services, and docs

« Home » Virtual machines »> DLBTAz-ADDSO1 - Automation script

—+ create a resource Virtual machines « & X r DLBTAz-ADDSO01 - Automation script

Default Directory { Virtual machine - PREVIEW

+= all services
+ 2dd O Reservations =** More | D Search (Ctrl+ | « L Download [ add to it [l Deploy
FAVORITES
| 3 - A 2 resource types cannot be exported yet and are not included in the template. See error details. =

[E Dashboard B overview

All resources NAME E Activity log o Automate deploying resources with Azure Resource Manager templates in a single, coordinated operation. Define resot

. or code. Learn more about template deployment.

[l'] Resource groups M Access control (IAM) : FR I

I Template Parameters CL PowerShell NET Ruby I

U .
(5 App Services E3 oieTAz-ADDSO02 # g
<" Function Apps g DLETAZ-ADDSO03 # Diagnose and solve problems » W Parameters (36) - 1 4q
=) Variables (0) 2 "$schema": “"https://schema.management.azure.com
B SOL databases g DLETAz-ADDS04 Settings _: 3 “contentVersion": "1.8.8.8",
w Iy Resources (30) a " + .
& Azure Cosmos DB ; parameters”: {
E3 oietAz-Iump £ Networking EH [parameters(virtualMachines._... 5 “virtualMachines_DLBTAz_Jump_name”: {
g Virtual machines g DLBTAZz-Mgmt01 £ Dicks KA [parameters(virtualMachines_... g ::iE‘Fa‘L]:!_t\I,:':iU?--: I."DLBTAZ—Jump",
g [parameters(virtualMachines_... ype = ring
Q} Load balancers B size 3 }s
KA [parameters( virtualMachines ... 9 "virtualMachines DLBTAz_ADDS81_name": {
= storage accounts 0 security KA [parameters(virtualMachines_... 18 "defaultvalue": "DLBTAz-ADDSE1",
&% Virtual networks 7 Extsnsions A [parameters(virtualMachines._.. 11 "type": "String”
12 B
. . i. [parameters('schedules_shutdo... E ) ) "
b Azure Active Directory % Continuous delivery (Preview) - 13 virtualMachines_DLBTAz_ADDSB2_name": {
s N [parameters(schedules shutdo... 14 "defaultvalue": "DLBTAz-ADDS@2",
&) [Ty Availability set &% [parameters('schedules_shutdo... 15 "type": "String"”
. - ) 16 }
# Advisor 1 ; W [parameters('schedules_shutdo... N
& Configuration = ters(schedules_shutd 17 "virtualMachines_DLBTAz_ADDS83_name": {
. arameters| scheaules_snuigo... " " " "
. Security Center . Identity (Preview) ? - 18 defaultValue”: "DLBTAz-ADDS®3",
- i‘ [parameters{'schedules_shutdo... 19 "type": "String"
Q Cost Management + Billing It properties B [parameters(networkinterfaces... 28 s
o ) 21 "virtualMachines_DLBTAz_ADDS@4_name”: {
Help + support l [parameters( networkinterfaces... — — -
o mER TR & Locks 22 "defaultvalue": "DLBTAZ-ADDS®4",
l [parameters('networklnterfaces... 23 "typa’: "String”
B3 Automation script ‘ ype = ring
l [parameters( networkinterfaces... 24 1,
Operations l [parameters( networklnterfaces... 25 "virtualMachines_DLBTAz_Mgmtel_name": {
] . 26 "defaultValue": "DLBTAz-Mgmtel",
. [parameters('networklnterfaces... . B .
© aAuto-shutdown ) 27 type”: "String
& [parameters( networkSecurityG... 28 )
& Backup 1 [parameters( networkSecurityG... 29 "networkInterfaces dlbtaz jump632 name": |
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