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Abstract:
(jump to TOC)

This document provides a soup to nuts demonstration of how to build a 2-tier, offline-root, internal PKI with an IS CDP on MS Windows Server 2012 R2. The
procedure is the same for Windows Server 2016, and Windows Server 2019.
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Warnings:
(jump to TOC)

Be sure to check the revision history of this document to ensure you have the most recent version, and to see what updates, additions, and
corrections have been made.

This is an incredibly long document with a few hundred screenshots! | included all of these screenshots so that you could see many of the different areas where
PKI is configured, and you could also see the changes as they happened. However, if you just pay attention to the yellow and red highlighted headings from the
table of contents you can move through this document pretty quickly.

Grey highlights in the TOC are low priority, usually informational topics
Yellow highlights in the TOC are medium priority, usually special information or things to verify
] highlights in the TOC are high priority, usually steps to perform

Note also that because the CAPolicy.inf and Certutil.exe files have been updated since initial publication of this document, the values in the screenshots (such as
registry settings, publication intervals, etc.) might not always reflect the values from those files.

Other Helpful Info:

(jump to TOC)
servers:
DLBT-ADDS1 Domain Controller 1
DLBT-ADDS2 Domain Controller 2
DLBT-PKI1 Root CA, offline workgroup member
DLBT-PKI2 Sub/Policy/Issuing CA, online Domain member

nomenclature:
RC = right click
RCC = right double click
RD =right drag

LC = left click
LCC = left double click
LD = left drag
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PKI Terminology:
(jump to TOC)

e Asymmetric Key Cryptography - a.k.a. public-key cryptography - an encryption system which uses two separate keys, one made public and the other kept
private, either of which can be used to encrypt data while only the other one can be used to decrypt it. Oftentimes asymmetric key cryptography is used to
secretly share a totally different single key (a session key) amongst communication partners who will then use that different single key to encrypt all
further communication using symmetric key cryptography. Asymmetric key cryptography is slower than symmetric key cryptography.

e AlA - Authority Information Access - a URL (local file path, remote file share, LDAP, or HTTP) which specifies where a specific CA’s certificate is available for
use in certificate chaining.

o The AlA extension on a CA specifies the AlA information that will be put into the certificates that said CA issues. Said AIA information points to
where said CA’s certificate is published.
o The AlA information within a certificate points to where the signer of said certificate has its CA certificate published.

e Auto-Enroliment - the mechanism by which a subject automatically requests and is issued certificates from a CA.

e CDP - CRL Distribution Point - a URL (local file path, remote file share, LDAP, or HTTP) which specifies where a certificate's CRL is available.

o The CDP extension on a CA specifies the CDP information that will be put into the certificates that said CA issues. Said CDP information points to
where said CA will publish CRLs for the certificates it issues.
o The CDP information within a certificate points to where the signer of said certificate will publish that certificate’s CRL.

e CA - Certification Authority - a trusted computer and/or organization that issues certificates to subjects.

e Certificate - a file that is signed by a CA, and contains descriptive and identifying information about a person or computer (the subject), and contains that
person’s or computer’s public key.

e Certificate Chaining - using AIA, CDPs, and CRLs to verify each certificate between a given certificate and its root to ensure each certificate in the chain to
the root is current and true. Only the root CA (the trust anchor) is trusted whereas every intermediate CA and certificate is chained to verify veracity. A
certificate contains the CDP URLs and AIA URLs which point to that certificate’s CRL (which is published by the certificate’s signing CA) and that certificate’s
issuing CA’s certificate respectively.

e CP - Certificate Policy - see RFC 3647 - a higher-level document describing what levels of assurance the certificates from a PKI adhere to. A Certificate
Policy is represented in a certificate by a unique number called an "Object Identifier" (OID), which is specified in the CAPolicy.inf file on the policy CA which
governed the certificate’s issuance (which in a 2-tier PKI are the subordinate/policy/issuing CAs). Refer to the sub/policy/issuing CA’s CAPolicy.inf file in
this document for an example.

e CPS - Certification Practice Statement - see RFC 3647 - a lower-level document describing how the CAs of a PKI are managed.

e CRL - Certificate Revocation List - a file, managed by a particular CA, which contains the revocation status of all certificates issued by that particular CA (so
CRLs are per CA, not per certificate).

e Cross-signing / cross certification - a certificate can only be signed by exactly one CA. In a 2-tier PKI, cross signing is where a sub/policy/issuing CA holds
multiple CA certificates for itself (all with the same public key) each signed by a different root CA. This way there are multiple certification paths between
an end certificate and a trusted root. This accomplishes two things: it expands the PKI to include multiple trust anchors (from, say, different organizations),
and it also provides root redundancy in case a root is compromised.

e CSR - Certificate Signing Request - a request from a subject to a CA for a certificate. A CSR contains the subject’s descriptive and identifying information,
and also contains the subject’s public key. See ‘Enroliment’.
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e Digest - see ‘Hash Function’.

o Digital Signing - the following steps explain digital signing by example:

A subject hashes data (or a file) to create a digest.

The subject encrypts the digest using the subject’s own private key (the private key encrypted digest is the signature).

The subject includes the signature with the data and sends it all to the recipient.

The recipient of the data and signature decrypts the signature using the subject’s public key.

The recipient hashes the received data.

The recipient compares the digest it generated against the digest the subject provided.

If the two digests match, the recipient knows that the data came from the subject, and its contents have not been altered.

(Note that some people sloppily refer to just the asymmetric encryption of the digest as ‘signing’ and thus refer to asymmetric encryption algorithms as
‘signing algorithms’.)

e DRA - Data Recovery Agent - an account that can decrypt EFS or BitLocker encrypted data

e Enrollment - the process by which a subject generates its own public/private key pair, then sends a CSR to a CA which then creates, signs, and issues to the
subject a certificate which contains the subject’s descriptive and identifying information, and also the subject’s public key.

e Enterprise CA - a CA that is a domain member of a Microsoft Active Directory

e Fingerprint - the digest of a public key

e Hash Function - a one-way mathematical function that processes information of arbitrary length to produce a different, fixed-length result (called a digest)
that is almost always unique to the original input information.

e Install - to take a certificate for which you or your machine is not the subject and save it into your local certificate store for fast access in the future.

e Issue:

o With reference to a certificate, issuing is when a CA signs a CSR from a subject and gives a certificate to the requesting subject. See ‘Enrollment’.
o With reference to a template, issue means to enable the template for usage on a CA.
e from my test lab it looks like templates are issued from a particular CA, and the issuance only affects that particular CA (i.e. a template issued
on an enterprise sub CA doesn't show up as issued on the enterprise root CA)

e Issuing CA - although every CA issues certificates, an ‘issuing CA’ is generally considered to be one that issues certificates to the end entities (like users,
workstations, web servers, etc.).

¢ KRA - Key Recovery Agent - an account that can recover private keys for certificates issued by a CA

e OID - Object Identifier - a hierarchical, numerical designator that is used to specifically name an item (such as a policy in your PKI, or an attribute in your
Active Directory).

e Overlap - the amount of time a base or delta CRL can be used after it has expired.

e Policy CA - a policy CA contains legal documents and statements about the PKI, and it contains configuration settings that control the PKI (by controlling
itself and its subordinate CAs, if any). In a single-tier PKI, the root CA is the policy CA, but in a multi-tier PKI, the policy CA(s) is(are) immediately
underneath the root CA.

e Public Key Cryptography - a.k.a. Asymmetric Key Cryptography

e Rainbow Table - tables of common data and their corresponding digests, used to ascertain original data given its digest

e Reissue - the process by which a subject enrolls for a new certificate to replace a revoked one, with a new private/public key pair. This term is sometimes
confused with ‘renewal’.

O O O O O O O
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e Renewal - the process by which a subject enrolls for a new certificate to replace an expiring one, oftentimes with the same private/public key pair. This
term is sometimes confused with ‘reissue’.

e Revoke - to make a certificate invalid by rescinding its authority (by publishing its deprecated status in a Certificate Revocation List, or by using Online
Certificate Status Protocol (OCSP).

e Root CA-aroot CAis the trust anchor of a PKI, its certificate is self-signed, and the CA is considered a trusted root certification authority by the entities
that use the PKI.

e Sign - the act of adding a digital signature to a file. See ‘Digital Signing’.

e Stand-alone CA - a CA that is a workgroup member, not a domain member of a Microsoft Active Directory domain

e Subject - a person or computer to which a certificate is associated, whose identity the certificate proves, and to which the certificate’s public key belongs
(which corresponds to the private key that the subject holds confidential).

e Subordinate CA - a subordinate CA is one which has a parent (a CA immediately above it) in the PKI hierarchy which has signed the subordinate CA’s CA
certificate.

e Symmetric Key Cryptography - a.k.a. secret-key encryption - an encryption system which uses a single key, which is kept private amongst communication
partners, to both encrypt and decrypt data. Symmetric key cryptography is faster than asymmetric key cryptography.

e Template - different certificates are based on different templates, just like different databases are based on different schemas. Only Enterprise CAs use
templates, stand-alone CAs configure the certificates they issue by using the data in their own registries and the data contained in the associated CSR.

e  Thumbprint - see ‘fingerprint’

e Trust-aroot CAis trusted, and its CA certificate is thus in your local trusted store. Everything below it is AIA chained to establish veracity.
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https://technet.microsoft.com/en-us/library/cc753754.aspx

Certification authorities (CAs). A CA accepts a certificate request, verifies the requester’s information according to the policy of the CA, and
then uses its private key to sign the certificate. The CA then issues the certificate to the subject of the certificate for use as a security
credential within a PKI. A CA is also responsible for revoking certificates and publishing a certificate revocation list (CRL).

CA certificates. A CA certificate is a certificate issued by a CA to itself or to a second CA for the purpose of creating a defined relationship
between the two CAs. A certificate that is issued by a CA to itself is referred to as a trusted root certificate. CA certificates are critical to
defining the certificate path and usage restrictions for all end-entity certificates issued for use in the PKI.

Authority information access locations. Authority information access locations are URLs that are added to a certificate in its authority
information access extension. These URLs can be used by an application or service to retrieve the issuing CA certificate. These CA certificates
are then used to validate the certificate signature and to build a path to a trusted certificate.

CRLs. CRLs are complete, digitally signed lists of unexpired certificates that have been revoked. This CRL is retrieved by clients who can then
cache the CRL (based on the configured lifetime of the CRL) and use it to verify certificates presented for use.

CRL distribution points. CRL distribution points are locations, typically URLs, that are added to a certificate in its CRL distribution point
extension. CRL distribution points can be used by an application or service to retrieve a CRL. CRL distribution points are contacted when an
application or service must determine whether a certificate has been revoked before its validity period has expired.
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PKI Concepts:

(jump to TOC)
Buying from Amazon
2. Amazon sendsits
. public key to VeriSign
1. Amazon needs a certificate to prove to the (in a certificate signing
world that it is who it claims to be, and to request)
encrypt its communication with its customers G
(these are the two critical purposes of a a
certlflcate). F!rst, Amazon generétes a private/
public key pair (this is asymmetric key j Sion
cryptography). Crioign
AmazonPub@&=> 3. After performing appropriate investigations and
AmazonPvt e=® verifications of Amazon (and charging a veritable
boatload of money), VeriSign creates and digitally
Certificare signs a certificate containing Amazon’s public key,
6. Amazon receives the symmetric a@_a/;on‘v‘ and sends this certificate to Amazon. This certificate
key (encrypted with Amazon’s public E 25 proves to the world that VeriSign vouches for
key) from the customer’s browser, amazon Amazon. Amazon will use this certificate for months
decrypts it using Amazon’s private S— or years.
key, then uses that symmetric key to
encrypt all further communication Cortificars
between Amazon and the customer amazon
(this is symmetric key cryptography). QQ& 4. A customer wants to buy a book from Amazon.

The customer’s browser downloads Amazon’s
certificate (from Amazon) which contains Amazon’s
public key. (The customer can verify the certificate is
both unaltered and also signed by VeriSign by using
VeriSign’s public key to decrypt VeriSign’s digital
signature on said certificate.)

Amazon and the customer will use
this symmetric key for the duration
of their shared browser session.

=0

O o

5. The customer’s browser generates a
short-term, per-session, symmetric key,
encrypts it with Amazon’s public key, and

sends it to Amazon. ( \

Customer
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Digital Signing

P4 writes hashes encrypts using
/ \) Arnold’s private key

digest

digest encrypted by
document Arnold’s private key
(a.k.a. ‘digital signature’)

Arnold

hashes > @

digest

e If these two clear-text digests match then

document ;
Jamie Lee knows the document was
signed with Arnold’s private key, and its

. - contents have not been altered.
Jamie Lee decrypts using
Arnold’s public key

digest

digest encrypted by
Arnold’s private key
(a.k.a. ‘digital signature’)
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oot A Certificate Chaining in a 2-Tier PKI

-contains this CA’s private key

-CDP extensions point to where this CA will publish its CRL for all of the certificates itissues (except its own, self-signed certificate), the location is written into said certificates
-AlA extensions point to where this CA’s certificate is published, the location is written into the certificates this CA issues

root CA’s CA certificate
-signed by root CA (i.e. self-signed)
-contains root CA’s public key (key length set in ADCS wizard)
-validity period setin ADCS wizard
-renewal parameters setin CAPolicy.inf
-CDP information
. contains no CDP information
. configured from root CA’s CAPolicy.inf
. there’s no higher CA that would publish a CRL which would control this certificate
m . root CA’s certificate is normally not revocation checked
-AlA information
. contains no AIA information
. configured from root CA’s CAPolicy.inf
. there’s no higher CA whose certificate and signature would be checked

sub/policy/issuing CA

-contains this CA’s private key

-CDP extensions point to where this CA will publish its CRL for all of the certificates itissues, the location is written into said certificates
-AlA extensions point to where this CA’s certificate is published, the location is written into the certificates this CA issues

sub/policy/issuing CA’s CA certificate
-signed by root CA
-contains sub/policy/issuing CA’s public key (key length set in ADCS wizard)
-validity period setin ADCS wizard
-renewal parameters setin CAPolicy.inf
-CDP information
. configured from root CA’s extensions
= . points to where the root CA publishes its CRL
-AlAinformation
. configured from root CA’s extensions
. points to where root CA’s certificate is published

workstation
-contains this workstation’s private key
-no CDP extensions
-no AlA extensions
- if

-signed by sub/policy/issuing CA
-contains workstation’s public key
-CDP information
. configured from sub/policy/issuing CA’s extensions
. points to where the sub/policy/issuing CA publishes its CRL
-AlAinformation

. configured from sub/policy/issuing CA’s extensions
. points to where sub/policy/issuing CA’s certificate is published
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PKI Algorithms:
(jump to TOC)

Note: This is not a complete list.

hash algorithms:

e Tiger

e MD24,5

e SHAO,1,2(and 256), 3
e HAVAL3, 4

e HMAC

e  Whirlpool

symmetric (1 key) encryption algorithms:
e DES, 2DES, 3DES, DESX
e RC2,4,5,6
e Blowfish, TwoFish, Skipjack

e Serpent

e CAST

e Rijndael (currently the algorithm specified as AES)
e MARS

e SAFER

e |IDEA

asymmetric (2 different keys) encryption algorithms (sometimes sloppily called 'signing algorithms', sloppy because signing uses a hash followed by an
asymmetric encryption algorithm, not just an asymmetric encryption algorithm):

e LUC

e XTR

e ElGamal

e Diffe-Hellman
e RSA

e ECC (elliptical curve)
e Knapsack
e MQV
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signature formats/standards (specify the acceptable parameters and combinations of hash and encryption algorithms used in digital signatures):
e PKCS #1 (Public Key Cryptography Standard #1) - v 2.1 and later are not compatible with XP and 2003

certificate formats/standards:
e X.509v1,v2,v3,v4
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ADSIEdit and PKI:
(jump to TOC)

This is where AD stores PKI information:

4 || CN=Configuration,DC=DLBTest,DC=priv Komar p.171
| CN=DisplaySpecifiers
| CN=Extended-Rights

| CN=ForestUpdates e AlA - all CA certificates in the PKI (roots and subs)

| CN=LostAndFoundConfig e CDP -the CDPs in the PKI
| CN=NTDS Quotas o Certificate Templates - certificate templates that have been issued into AD
| CN=Partitions e Certification Authorities - root CAs only
| CN=Physical Locations e Enrollment Services - enterprise CA certificates
4 | CN=Services

e KRA - Key Recovery Agent certificates
e OID - object identifier definitions for PKI objects (like policies and templates)
¢ NTAuthCertificates - all CAs that can issue certificates for smart cards and RADIUS

| CN=AuthN Policy Configuration
| CN=Claims Configuration
| CN=Group Key Distribution Service
. CN=Microsoft SPP
| CN=MsmqServices
CN=NetServices
4 | CN=Public Key Services
| CN=AIA
p 1 CN=CDP
_ CN=Certificate Templates
~ CN=Certification Authorities
. CN=Enroliment Services
| CN=KRA
p ] CN=OID
| CN=RRAS
1 CN=Windows NT
| CN=Sites
| CN=WellKnown Security Principals
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CDP Setup:
(jump to TOC)

This heading is just a TOC placeholder.
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(jump to TOC)

In this lab, the CDP will be put on the sub/policy/issuing CA. On the CDP, setup the directories for AIA, CDP, and CPS in IS (these are on C: because this is a simple
lab environment):

$t3i§ g EE:E;&PKI Normally it’s poor practice to put a CDP on a CA because it exposes the CA on http. In our case it’s OK
mkDir C:\InetPub\PKI\ATA because this is a small, internal PKI, and because our CNAME will allow us to easily move the CDP to
mkDir C:\InetPub\PKI\CDP wherever we want if the need arises in the future.

mkDir C:\InetPub\PKI\CP

File Action Medis View balp
S0P NIriDH «

DLBT-PKI2

DLBTEST \ DL Bermway
Hame  Fhan  Wiew

- Lov ThaBC ¢ Locsl Dk () + inetPul & PO ) C.-] femrch PR

Hara Dute maodefod S
bR ANIZTNS 524 AM
& 0P ANZNG 2 AN
ko ANEION i AN
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Install the IIS role on the CDP (in this lab the sub/policy/issuing CA is also the CDP):

Y

File Action Media View Help
S O@OO NP MED %

=] Server Manager

View

Local Server
ii All Servers
=% ADCS

DESTINATION SERVER

Select server roles DLAT-PKI2 DLBTestpriv

iﬁ File and Storage Services P Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles Description
Server Selection [ et ~ Web Server (IIS) provides a reliable,
[] DHCP Server manageable, and scalable Web
[] DNS Server application infrastructure. Hide
Features
., [] Fax Server
VeSS p [®] File and Storage Services (1 of 12 installed)
i?:—:g?"s Role Services [] Hyperv
T Canfirmation [[] Network Policy and Access Services
* AD [] Pprint and Document Services
® Ma [[] Remote Access
Evel [] Remote Desktop Services =
Sen) [ volume Activation Services
Per{ |
BPA [] Windows Deployment Services
[ Windows Server Essentials Experience
[] Windows Server Update Services ™
<[ [T BE
< Previous | | Next > | ‘ Install | ‘ Cancel

Status: Running
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Open IIS Manager:

File Action Media WView Help

EO0O@OO NP MBS M=

WELCOME TO SERVER MANAGER.

Dashboard

B Local Server

- o Configure this local server

All Servers
¥§ File and Storage Services B
ie s

ROLES AND SERVER GROUPS

Add roles and featras
Add other servers 1o manage
Create a server group

Connect this server to cloud services

Roless2 | Servergroups:1 | Servers totak 1

[ n File and Storage
Services

1 .hns

Local Server

1 Bi Al Servers

| F Manage Tools View
Component Services

Computer Management

Defragment and Optimize Drives
Event Viewer

Internet Information Services (11S) Manager

(1) Managesbility
Events.
Performance

BPA results

Status: Running

www.DanielLBenway.net

(*) Manageability
Events
Services
Performance

BPA resufts

Manageability
Evenis
Services
Performance

BPA results

(T Manageability
Events
Services
Performance

BPA results

iSCSI Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
QDBC Data Sources (64-bit)
Performance Monitor
Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
Windows Server Backup
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Create a virtual directory named ‘AIA’ with a physical path of ‘C:\InetPub\PKI\AIA’:

File Action Media View Help

0O NP MED =

& » DLBT-PKI2Z » Sites » Default Web Site »

O Default Web Site Home

E Start Page

j Filter: + % Go - G Show All | G .
-9 DLET-PKI2 (DLBTEST\Admini: e ¥ Go - [l Show All | Group by: Area

@ Application Pocls 15

4.8 Sites n&_ @ |—a @

E Default Wel !a Explore
P .. Compression  Default Directory  Error Pages Handler

Edit Permissions... Document  Browsing Mappings

@  Add Application... a=h ﬁ

o=
Lm Add Virtual Directory...
Request 551 Settings

Edit Bindings... Filtering

Manage Website

Refresh

Remove

Rename

Switch te Content View

Legging

MIME Types

&

Modules

Features View El Content View

N

Status: Running

www.DanielLBenway.net

Edit Permissions...

Edit Site
Bindings...
Basic Settings...

View Applications
View Virtual Directories

)| Browse *:80 (http)
Advanced Settings...
Configure

Limits...

o Help
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Create a virtual directory, cont’d:

File Action Media View Help

B O@OO NP S %
A

Internet Information Services (IIS) Manager

- x

BEhe-

(CRE) |O » DLBT-PKI2 » Sites » Default Web Site »

File View Help

0 Default Web Site Home

@--H\|& |8

5 Start P:
S5 2g¢ - Filter:

- ¥ Go - (g Show All |Glouph}r. Area

4 q DLBT-PKI2 (DLBTEST A
@ Application Pools [

Pl @ Sites F
L0 Default Web Site L]

Authentic.. Compression  Default Directory

Error Pages Handler

OQutput Requ = .

Caching Filterin Site name:  Default Web Site
Path: /

Management

Alias:

[a1a

Example: images

Physical path:

[Cilnetpub\PRIAIA

Configurat...
Editor

Pass-through authentication

| Connect as... | | Test Settings... |

Legging

MIME Types

&

Modules

ﬂ Explore

Edit Permissions...

Edit Site
Bindings...
Basic Settings...

View Applications
View Virtual Directories

)] Browse *:80 (http)
Advanced Settings...
Configure

Limits...

o Help

[ reorsvew | Comen e

=B

Status: Running
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Create virtual directories for CDP, and CP as well (pointing to their respective folders in C:\InetPub\PKI):

Fle Action Media View Help :
2 0@O00 N YN

& » @ » DLET-PKLR » Stes » Defack WebSte »

Q- A8
€ StantPage
4% DUBT-PI2 (DIBTEST\Adeministrates)

www.DanielLBenway.net

o Default Web Site Home

Filter * ¥ Go - Gy Show Al |Groupby: Ares

-“a&ﬂ e B @ &

Authentic. Compeession  Default Directory  EmorPages  Mandier
o Browsi "

” Mappings
= & §

Output Fequest  SSL Sestings
Caching Fitering

Configurat..
Edtor
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For each of the three virtual directories, go to ‘Directory Browsing’:

Fle Action Meda View Help
S O0@O00 NI O N

. » DIET-PKR » Stes » Defact WebSte » AIA »

@1 I8, B Al Home

€ S Page
4% DUBT-PXR2 (DIBTEST\Administrater) o
3 Apphcation Pools L3
- 2 9
L]

Authentic.. Compression  Default
Document

* ¢ 8
Caching Fiitering
Management

=

Cerfigurat...
Edaor

« ¥ Go -G Showall |Groupby: Ares

Eﬂﬁ@"ifk&ﬂ

-~

ErmorPages  Mandler HTTP logging  MIME Types  Modules
Mappings  Respon..

www.DanielLBenway.net
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LC ‘enable’ on the right to enable directory browsing:

Fle Action Media View Help
S 0@O0O Nk BHSN

s v DUBT-PKR2 » Sites » Default WebSte » AL »

Q-1 18 CB—Q Directory Browsing
Sy SudPage

Use this feature to speciy the infeemation that displays i a deectery listing,

+ Time

v Sae

] Btensen
¥ Date

| Long date
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For the CDP virtual directory go into ‘Configuration Editor’:

Fle Acton Medw View Help
CO®OO NI Y N

- |2 18
) Satfage
%3 DLET-PKRQ (DLBTEST\D.L Berway)
O Agphcation Posls
4N St
+ & Oefous Web Ste
bl NA

b 5 COP.

el g
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Go into section ‘system.webServer/security/requestFiltering’ and change ‘allowDoubleEscaping’ to ‘True’, then LC ‘Apply’ on the right:

File Acion Medu View Help
OO0 N BH'S

bl b DUET-PER » Stes » Defasit WebSee » CDP »

! e | Section #ymt i rey

pu—
.

‘Double Escaping’ allows the IIS server to properly offer files whose names contain the plus sign, ‘+’, which delta CRLs do.
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(jump to TOC)

Create a CNAME in DNS which points the name ‘PKI’ to the CDP’s FQDN:

File Action Media View Help

LO0O@CO NIk ED M=

File Action View Help

e nE XE=HE= §86

£ DNS
4 7 DLBT-ADDS1
4[] Forward Lookup Zones
I @ _msdcs.DLBTest.priv
I 2] DLBTest.priv
b | Reverse Lookup Zones
b 7] Trust Points
I | Conditional Forwarders
b 5] Global Logs
p 5 DLBT-ADDS2

Name

_msdes

[ _sites

E _tcp

5] _udp

] DomainDnsZones

[ ForestDnsZones

g (same as parent folder)
g (same as parent folder)
g (same as parent folder)
g (same as parent folder)
g (same as parent folder)
] dibt-adds1

| DLBT-ADDS2

| DLBT-PKI2

Start of Authority (SOA)
MName Server (MS)
Mame Server (N5)

Host (4)

Host (4)

Host (4)

Host (4)

Host (4)

Alias (CNAME)

[94], dibt-adds1.dIbtest.priv,, hostmaster.dlbtest.priv.
dlbt-adds1.dlbtest.priv.
dlbt-adds2.dibtest.priv.

172.16.1.100
10.0.1.100
10.0.1.100
172.16.1.100
172.16.1.101

DLBET-PKI2.DLBTest.priv

static
static
static
4/12/2015 8:00:00 AM
4/12/2015 8:00:00 AM
static
static
4/12/2015 8:00:00 AM

Status: Running |

@Ba
Note: the name ‘PKI’ was chosen to match that specified in the sub/policy/issuing CA’s CAPolicy.inf, and the CertUtil.exe commands run on the root CA and on
the sub/policy/issuing CA.
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(jump to TOC)

Write the CP (Certificate Policy) and save it in C:\InetPub\PKI\CP, and make its filename match that specified in the sub/policy/issuing CA’s CAPolicy.inf.

LB

2 O0@O0O NI A

CAINETPUB\PKACP: DLBT-PKI2

Windows 2012 R2

- 1'5..Yﬂ-’(oi«dbﬁiﬂ(:)}h@»o"ﬁ‘nb» vy X
i . sl s £F DUBTEST \D L Benway
it § Dete modfied Type
A0S RMAM  Test Document
201580 A COMNPG Fie

fie [dn Format View Help

This Is a simple CP (Certificate Policy) for DLBTest.
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(jump to TOC)

Verify AIA, CDP, and CP URLs:

Fle Acin Meda. Vier e ) |
12 0@O@O NI DA

= DLBT-PKI2
@{9 hitp//phidibtestpav/AA. 0 = C 1 E5 phi.dibtest pov - FAIAY ¢ 7 ' Windows 2012 R2

pki.dlbtest.priv - /AIA/ DLBTEST D L Benway

{Te Parenc Dizeccory]

4/12/2015 9130 AM 270 web.config

e@{e hotp//ple dibtest pen/ (0P O = O][-é;h;uuw /(D;;_

pki.dlbtest.priv - /CDP/

To Parent Directory]

47323/3015  9:30 MM 270 web.config

G_{S hetpc// phi dibtest pen P/ D~ c,r{ D pladbtest peiv - /CPY

pki.dlbtest.priv - /CP/

|Toc Parent Directory)

471272018 9:34 AXM 68 DLBTeasCP.txs
471272038 9:30 AM 270 web.config
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Root CA:
(jump to TOC)

This heading is just a TOC placeholder.
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(jump to TOC)

WARNING: This CAPolicy.inf file has a lot of important comments that need to be read and understood, or problems will arise.
Note: Because the CAPolicy.inf and Certutil.exe files in this document have been updated since initial publication, the values in this document’s screenshots
(such as registry settings, publication intervals, etc.) might not always reflect the values from these files.

To build the root CA, first write (in %SystemRoot%) the CAPolicy.inf file:

; CAPolicy.inf Root

Save it in %systemRoot% in ANSI format.
; Remember to never install a CA on a DC (it's a violation of best practice, but since this CA is offline that isn't even possible).

; CAPolicy.inf is used during ADCS installation of the local CA, and renewal of the local CA's certificate.

PR i i
[Version]
Signature="$Windows NTS$"

ER i
[CertSrv_server]

; This root CA's certificate will be self-signed, as is normal for a root CA.

; This root CA's certificate has a key length, and a certificate validity period which is specified during its local ADCS installation GUI wizard.

; The key length and validity period of the certificates this root CA issues is specified in its registry (standalone CAs configure validity periods for the
; certificates they issue in their registry, enterprise CAs do it in the enterprise templates (and if not there then it defaults to their registry)).

; These renewal settings affect renewal of this root CA's certificate (because there is no enterprise template which defines them and standalone CAs don't

; even use enterprise templates, and because the local ADCS installation GUI would have already been run at the time of renewal).

; During renewal these settings will default to match the existing certificate. They have been explicitly set here for completeness and clarity.

; Key length 2048 is chosen for compatibility.

; The lowest certificates should have up to 5 years, so sub/policy/issuing CA's certificate is 10, so root CA's certificate is 20.

RenewalKeyLength=2048

RenewalValidityPeriodUnits=20

RenewalValidityPeriod=years

; We want to support Windows OSs earlier than Vista, as well as Apple, Cisco, Java, etc., so disable alternate signatures for the certificates this
; root CA issues.
; Note: 'Discrete' has been deprecated and replaced by 'Alternate'.

; Do not load default certificate templates onto this root CA from the AD.
; This setting does not apply to stand-alone root CAs, much less stand-alone offline root CAs, and is just included for completeness and clarity.

LoadDefaultTemplates=0

R R R R R
CRLDistributionPoint]

; These settings cause this root CA's certificate to contain no CDP information, which is current best practice for a root CA's certificate (the root CA
; certificate is normally not revocation checked) .
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; Windows Server 2003 and newer by default do not put CDP information into a root CA's certificate, so this is explicitly set here for completeness
; and clarity.

empty=TRUE

JHEHHE AR A R R R R R R R R R
[AuthorityInformationAccess]

; These settings cause this root CA's certificate to contain no AIA information, which is current best practice for a root CA's certificate (there is no
; higher CA whose certificate and signature would be checked).

; Windows Server 2003 and newer by default do not put AIA information into a root CA's certificate, so this is explicitly set here for completeness

; and clarity.

empty=TRUE

REEEEEEEEEEEEEEEEEEEEEE R
[BasicConstraintsExtension]

; The subject type in this root CA's certificate is 'CA'.

; PathLength should be set on the policy CA, not the root CA, to provide the greatest future flexibility for change.

; This section may not be skipped.

;
Critical=true
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(jump to TOC)

Install ADCS onto a workgroup-member, non-network-attached server, which will become the root CA:

b DLBT-PKI1 on DBENWAY-QSI-LAP - Virtual Machine Connection

File Action Media View Help
2/0@@O D ES =

Server Manager

Server Manager * Dashboard

WELCOME TO SERVER MANAGER
Dashboard

= = Add Roles and Features Wizard - o[
B Local Server
B All Servers - DESTINATION SERVER
8§ File and Storage Services b Select server roles biar.cn
Before You Begin Select one or more roles to install on the selected server.
W o
Installation Type Roles Description
Server Selection = i i i
Active Directory Certificate Service ~ Active D_lrecmry Certificate Services
erver Roles = s - - (AD CS} is used to create
LEAF| [ Active Directory Domain Services certification authorities and related
Features [] Active Directory Federation Services role services that allow you to issue
ROLH ADCS [] Active Directory Lightweight Directory Services S::jientl'a;:g;;liec:::\l:s scdlia
Rolas: Role Services [[] Active Directory Rights Management Services
-ﬂ Confirmation [l Application Server s
o | [] DHCP Server
@ [] DNS Server
[] Fax Server
b [W] File and Storage Services (1 of 12 installed)
[ Hyper-v

[[] Network Policy and Access Services
[] erint and Document Services

[] Remote Access

[[] Remote Desktop Services

< Previous Next = Install Cancel

Hide

Ea|ayﬂ

Status: Running |

SLEE
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Being that this is the root CA, we only need it to be a Certification Authority:

File Action Media View Help

S OO0 NPk MED =

= Server Manager

| I.' Manage

Dashboard
Local Server
All Servers DESTINATION SERVER

Select role services ST

File and Storage Services P

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description

Server Selection i i i

Certification Authority Cel.'hﬁcatlnn Authority (CA) is used
to issue and manage certificates.

[[] Certificate Enrollment Policy Web Service Multiple CAs can be linked to form a

Features [ Certificate Enrollment Web Service public key infrastructure.

ADCS [] Certification Authority Web Enrollment

[[] Metwork Device Enrollment Service

[ Cnline Responder

Server Roles

Confirmation

< Previous | | Next > | | Install | | Cancel

Status: Running @ g a e

www.DanielLBenway.net 2-Tier, Offline-Root, Internal PKI with 1IS CDP on 2012 R2 Page 38 of 264



After installation of ADCS, we need to configure the root CA:

File Action Media View Help

O@OO NIk MESH %

WELCOME TO SERVER MANAGER A Post-deployment Configuration
Dashboard  —]
. Configuration required for Active Directory
- 0 Configure this local server S =S
B All Servers Configure Active Directory Certificate Services on th...

B® ADCS

B Local Server

Add roles and features e e
Mg File and Storage Services P I
Add other servers to manage
Configuration required. Installation succeeded on
Craate 3 server group DLET-PKI1.

- B N - Add Reles and Features.
Connect this server to cloud services

Task Details

ROLES AND SERVER GROUPS
Role2 | Servergroups:1 | Servers totak 1

[ File and Storage -
E® ADCS 1 L § Local Server B Al servers

(® Manageabiity (¥ Manageability (T Manageability (® Manageabiity
Events Events Events Events
Services Performance Services Services
Performance BPA results Performance Performance
BPA results BPA results BPA results

Status: Running @ g a e
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We’ll do this configuration using the local Administrator account (this is a workgroup-member, non-network-attached server):

o DLBT-PKIT on DBENWAY-QSI-LAP - Virtual Machine Connection = B
File Action Media View Help

@O0 Nk kS =

Server Manager

Server Manager * Dashboard

AD CS Configuration

Local Server

) DESTINATION SERVER
AllCemer Credentials DLBT-PKI1
ADCS

BlelandiStomgetsetcesgy Specify credentials to configure role services

WHATS Role Services

I
0

-5.

To install the following role services you must beleng to the local Administrators group:
* Standalone certification authority
* Certification Authority Web Enrollment

LEARN M * Online Responder

Hide

To install the following role services you must belong to the Enterprise Admins group:
ROLES A * Enterprise certification authority

* Certificate Enrollment Policy Web Service

* Certificate Enrollment Web Service

* Network Device Enrollment Service

&
=
@l S0

Credentials: DLBT-PKI1\Administrator

More about AD CS Server Roles

== =

-
Status: Running | QB&
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As the root CA this is just a Certification Authority:

File Action Media View Help
S 0@O@O NI S %

=] Server Manager

C

Server Manager * Dash ) | f:\ Manage

2% Dashboard

i Local Server

=0 . DESTINATION SERVER
W& All Servers L Role Services DLBT-PKI1
E® ADCS o

Hg File and Storage Services » Credentials Select Role Services to configure

Setup Type Certification Authority

[ Certification Authority Web Enrollment
[] Online Responder

[[] Network Device Enrcllment Service

CA Type

Private Ky
Cryptography [] Certificate Enrollment Web Service
CA Name [[] Certificate Enrollment Policy Web Service
Validity Period

Certificate Database

Confirmation

More about AD CS Server Roles

< Previous || Next > | | Configure || Cancel

Status: Running
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This is a workgroup-member, non-network-attached server, so of course it’s a standalone CA:

File Action Media View Help

S O@OO NP MBS M=

=) Server Manager

Server Man ' i | FA i View

Dashboard

i Local Server
DESTINATION SERVER

i All Servers o Setup Type DLBT-PKI1
% ADCs ==

5 File and Storage Services b Credentials Specify the setup type of the CA

Role Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
) - simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
CAType certificates.
Private Ky .
& () Enterprise CA

Cryptography Enterprise CAs must be domain members and are typically online to issue certificates or

CA Name certificate policies.

Validity Peried
4 @ Standalone CA
Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD

Confirmation D5 and can be used without a network connection (offling).

More about Setup Type

< Previous || MNext > | | Configure || Cancel

Status: Running
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This is the root CA:

File Action Media View Help
Z/O@OO NP B M=

=) Server Manager

Ir M ana g er ¢ DL S [ \ Manage View

Dashboard

B Local Server
- DESTINATION SERVER
BE All Servers DLET-PKIT

E® ADCS
HE File and Storage Services P Credentials Specify the type of the CA

Role Services
Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
Private Key hierarchy.
Cryprography ® Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

Validity Peried
Yy O Subordinate CA
Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.

More about CA Type

< Previous || MNext > | | Configure || Cancel

Status: Running
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This is a new PKI, so we’ll create a new private key for the root CA:

File Action Media View Help
2 O@OO (NI MEDME

= Server Manager

View

Dashboard
B Local Server
=_ . DESTINATION SERVER
BE All Servers Private Key DLBT-PKI
E® ADCS

ez smEE sae Credentizls Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.

CA Type (® Create a new private key
Use this option if you do not have a private key or want to create a new private key.
Cryptograph
HAHEERL () Use existing private key
ROLES A
Roles- 2 CANams Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Period () Select a certificate and use its associated private key

" Certificate Database Select this option if you have an existing certificate on this computer or if you want to

X import a certificate and use its associated private key.
Confirmation . o . .
() Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

< Previous || Next > | | Configure || Cancel

Status: Running g 8 a e
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e Microsoft’s software Key Storage Provider (MS KSP) will be the Cryptographic Storage Provider (CSP) used by this root CA.
e Key length 2048 is just for this root CA’s certificate. 2048 was chosen because it’s highly compatible. Remember that a root CA’s certificate is self-signed.
e SHA256 is the hash algorithm used by this root CA (SHA1 is no longer secure, so don’t use it).

o DLET-PKIT on DBENWAY-OSI-LAP - Virtual Machine Connection = =
File Action Media View Help
OO NIk %
Server Manager
Server Manager * Dashboard
AD CS Configuration
i Local Server
= DESTINATION SERVER
i All Servers Cryptography for CA DLET-PKN
B ADCs
WE File and Storage Services b Credentizls Specify the cryptographic options
WHATS Role Services
Setup Ty Select a cryptographic provider: Key length:
| R5A#Microsoft Software Key Storage Provider |' | ‘ 2048 ‘ '|
Hide
Loy Select the hash algorithm for signing certificates issued by this CA:
SHA256 -
ROLES A
Roles: 2 SHA3S4 =
Validity Pericd SHAS12
= Certificate Database SHA1
KNS ~
Confirmation
®
[] Allow administrator interaction when the private key is accessed by the CA.
More about Cryptography
e a0 S .
Status: Running g ’:! g
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Give the CA a meaningful name (not identical to its hostname) like IntRootCA. | like to keep the name to 15 or fewer characters in case there’s a NetBIOS

compatibility issue.

The distinguished name suffix is usually the system’s AD distinguished name minus its hostname, but this is a standalone server so let’s do this:

i DLBT-PKI1 on DBENWAY-QSI-LAP - Virtual Machine Connection

- o N

File Action Media View Help
@O0 Nk kS =

= Server Manager

Server Manager * Dashboard

= (E‘) | r Manage Tools View Help
7, A

Dashboard & AD CS Configuration = || = -
i Local Server
= DESTINATION SERVER
& All Servers CA Name DLBT-PKI1
B} ADCS
HR File and Storage Services b Credentials Specify the name of the CA
WHATS Role Services
Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
be modified. )
Hide
LEARN M
Common name for this CA:
Cryptography
Roles 2
Validity Period Distinguished name suffix:
2 Certificate Database O=DLBTest C=US
® 1 CETITET Preview of distinguished name:
g
d CM=IntRootCA O=DLBTest, C=US
A
g
More about CA Name
N = [PEes 2
Status: Running Q ’3 %
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Set the validity period for the root CA’s certificate (the root certificate):
i DLBT-PKI1 on DBENWAY-QSI-LAP - Virtual Machine Connection = B

File Action Media View Help

@O0 |nIkMkS | ®

(=] Server Manager
Server Manager * Dashboard @ | FA Manage Tools  View  Help
WELCOME TO SERVER MANAGER
i Local Server o .
- [ mintinurg thic lv-al carvor
i All Servers AD CS Configuration -[ax]
B2 ADCS
= DESTINATION SERVER
BE File and Storage Services P o 1 2
. 2 Valid ity Per od DLET-PKI1
WHATS Y
Credentials Specify the validity period
Role Services Hide
LG 2 setup Ty| Select the validity period for the certificate generated for this certification authority {CA):
o Nes 7
;Rg:Eg A Privata Key CA expiration Date: 4/12/2035 9:44:00 AM
C c The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue.
(O Validity Period
By
S Certificate Database
o Confirmation
Bl
More about Validity Period
N = [P 2
Status: Running Q Lu! g

For a 2-tier PKI, the rule of thumb is: if the issuing CAs need to issue certificates with a 5 year validity period, then the sub/policy/issuing CA’s certificate should

have double that, a 10 year validity period, and the root CA’s certificate should have double that, a 20 year validity period (Komar p.88).
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Set the desired location for the local ADCS database and logs:

File Action Media View Help

S OO0 NPk MED =
=

Local Server

i All Servers CA Database
Eﬂ ADCS

&% File and Storage Services P Credentials

Role Services

Setup Type

CA Type

Private Ky
Cryptography
CA Name
Validity Pericd

Certificate Database

Confirmation

Status: Running

Server Manager

I"ﬂ Manage  Tools
a

DESTINATION SERVER
DLBT-PKI

Specify the database locations

Certificate database location:
CAWindows'system32\CertLog

Certificate database log location:
CAWindows'system32\CertLog

More about CA Database

< Previous || Next > | | Configure || Cancel

=84 .

www.DanielLBenway.net

2-Tier, Offline-Root, Internal PKI with 1IS CDP on 2012 R2

Page 48 of 264



Review the configuration:

File Action Media WView Help

L/O@OO NDED =
[

WELCOME TO SERVER MANAGER
Dashboard
B Local Server
ii All Servers
B% ADCS

BE File and Storage Services [ Confirmation

Credentials

Role Services

Setup Type

CA Type

Private Key
Cryptography
CA Name
validity Period

Certificate Databaze

www.DanielLBenway.net

Server Manager

DESTINATION SERVER
DLBT-PKIl

To configure the following roles, role services, or features, click Configure.

» Active Directory Certificate Services

Certification Authority

CA Type: Standalone Root

Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Hash Algorithm: SHAZ256

Key Length: 2048

Allow Administrator Interaction: Disabled

Certificate Validity Period: 4/12/2035 9:44:00 AM

Distinguished Name: CN=IntRootCA O=DLBTest,C=US

Certificate Database Location:  C\Windows\system32\Certlog

Certificate Database Log C:\Windows'system32\Certlog
Location:

< Previous. | | MNext > | | Configure | | Cancel

2-Tier, Offline-Root, Internal PKI with 1IS CDP on 2012 R2
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Configuration was successful:

File Action Media View Help

S O@OO NP MBS M=

=) Server Manager

Qa fd R Manage  Tools View

i Local Server
DESTINATION SERVER

BE All Servers DLBT-PKI

B® ADCsS

iﬁ File and Storage Services P The following roles, role services, or features were configured:

Active Directory Certificate Services

Certification Authority ° Configuration succeeded
More about CA Configuration

< Previous | | Next > |

Status: Running
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ADCS has been installed and configured:

File Action Media

2 0@O0|

View Help

rver Manager * Da

WELCOME TO SERVER MANAGER o Feature installation
Dashboard ) |

Configuration required. Installation succeeded on

o Configure this local server DLBT-PKI1.
Add Roles and Features.

B Local Server
ii All Servers
B2 ADCs

¥§ File and Storage Services P

2 Add roles and features o Post-deployment Configuration

- |
3 Add other servers to manage
Configuration completed for Active Directory
4 Create 3 server group Certificate Services at DLBT-PKI1
5 Connect this server to cloud services
Hidh
Task Details >
ROLES AND SERVER GROUPS
Roles:2 | Servergroups: 1 | Servers totak 1
[ | File and Storage I [ = |
" apcs LN s 1 i Local Server 1| | EE Al Servers 1
@ Manageability @ Manageability @ Manageability @ Manageability
Events Events Events Events
Services Performance Services Services
Performance BPA resulis Performance Performance

BPA results

BPA resuits BPA results
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Root CA’s Logs (Before CertUtil.exe):

(jump to TOC)

You can view the log files, but they so carelessly use the words ‘error’ and ‘fail’ that | found them to be of limited value:

File Action Media View Help

£ 0@@0|
oy

desktop.ini

desktop.ini

Status: Running

2 items

Home Share

View

4 |j.| v ThisPC » Local Disk (C:) » windows »

v c-| | Search windows

ﬁ Favorites
B Desktop

j Downloads
"El Recent places

8 This PC

ej Metwork

a
Name

| tracing
M Vss
U Web

J Winss

577 bfsve.exe
D bootstat.dat
& CAPalicy.inf

Date modified

8/22/201311:38 AM
8/22/201311:38 AM
8/22/2013 11:33 AM
4/12/2015 942 AM
8/22/2013 7:21 AM
4/12/2015 8:46 AM
4/12/2015 %41 AM

Type

File folder
File folder
File folder
File folder
Application
DAT File

Setup Infermation

D certenrolllog

4/12/2015 G44 AM

Text Document

D certocm.log

4/12/2015 943 AM

Text Document

D Dtclnstall.leg
| explorer.exe
[7] HelpPane.exe

EQ hh.exe

D mib.bin

|| PFRO.log

Q regedit.exe

@ ServerDataCenterxml
@ ServerWebxml

D setupact.log

D setuperr.log

@ splwowbd.exe
[ [

2itemns selected 272 bytes

2/19/2015 11:30 AM
10/28/2014 11:57 ...
10/28/2014 9:46 PM
10/28/2014 10:43 ...
8/22/2013 3:01 AM
4/12/2015 8:44 AM
10/28/2014 1012 ...
8/22/2013 2:51 AM
8/22/2013 2:51 AM
2/24/2015 7:30 PM
8/22/2013 10048 AM
11/4/2014 1:27 AM

01743013 (IS ARA

Text Document
Application
Application
Application
BIN File

Text Document
Application
XML Document
XML Document
Text Document
Text Document
Application

[ P S

DLBT-PKI1

Windows 2012 R2

DLBT-PKI1 \ Adminis

=88 .
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Root CA’s PKI MMC (Before CertUtil.exe):
(jump to TOC)

Now let’s set up the PKI MMC on the root CA:

File Action Media View Help
{/O@OOND B =
=
-
DLBT-PKI1

Recycle Bin
Windows 2012 R2
DLBT-PKI1 \ Administrator

desktop.ini

@ Type the name of a program, folder, document, or Internet
- resource, and Windows will open it for you.

Open: I mmcl v

@‘ This task will be created with administrative privileges.

| OK || Cancel || Browse...

Status: Running | @ B a v
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Add the snap-ins:

File Action Media View Help

S0@OO NPIBY %

LB -
A
File | Action View Favorites Window Help - |8 %
s New Ctrl+MN
E Open.. Ctrl+0 | Acti
Save Ctrl+S
There are no iterns to show in this view.
Save As.. X
More Actions 3
Add/Remove Snap-in... Ctrl+M
Options...

1 C\Windows'...\compmgmt.msc
2 C\Windows\system32\gpedit.msc
3 C\Windows'..\taskschd.msc

Exit

Enables you te add snap-ins to or remove them from the snap-in console,

= =

Status: Running @ Ba
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Add Certificate Templates, Certificates (for Current User and Local Computer), Certification Authority, and Enterprise PKI:

File Action Media View Help
L O0O@OO (NI MBS ®
Fr
Windows 2012 R2
DLBT-PKI1 \ Administrator

desktop.ini Consolel - [Console Root] HE“

[@ File Action View Favorites Window Help [=I=]x]

=[x = BE=

desktop.ini ] Console Root

You can select snap-ing for this console from those available on your computer and configure the selected set of snap-ins. For
extensible enap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-n Vendor o~ [ console Root Edit Extensions...
:jActivaX Contral Microsoft Cor... E Certificate Templates
[Tdauthorization Manager Microsoft Cor. .. L5l Certificates - Current User Remave
H certificate Templates  Microsoft Cor... Iﬁ Certificates (Local Computer)
@ Certificates Microsoft Cor... @Cerﬁﬁaﬁon Authority (Local)
@Cemﬁmhnn Authority  Microsaft Cor... ﬁ Enterprise PKI

. Component Services Microsoft Cor... Mowve Down
@Ccmputer Managem... Microsoft Cor...
ﬁDEVicE Manager Microsoft Cor...
=¥ Disk Management Microsoft and...
ﬁ Enterprize PKI Microsaft Cor...
gEvent Viewer Microsoft Cor...
[IFolder Microsoft Cor...
EJGraup Policy Object... Micosoft Cor...
3, 1P Securitv Monitor Microsoft Cor...

Maowve Up

Description:
The Enterprise PKI snap-in assists in the health monitoring and maintenance of an Enterprise PKI hierarchy.

Lo ]

Status: Running

This is a standalone CA so we don’t need to add ‘Certificate Templates’ or ‘Enterprise PKI’ to the snap-in, but it’s just a good habit to get into.
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Save the MMC to the desktop, and name it something simple like ‘PKI’:

File Action Media View Help

2 0@OO NS N
DLBT-PKI1

Windows 2012 R2

DLBT-PKI1 \ Administrator

desktop.ini Consolel - [Console Root]

& File Action View Favorites Window Help
=== B
desktop.ini [ ] Console Root Name
p & Certificate Templates H Certificate Templates
I+ Eﬁl Certificates - Current User @ Certificates - Current User More Acti
I @ Certificates (Local Compute Iﬁ Certificates (Local Computer) ore Actions
b il Certification Authority (Loc|| 25 certification Authority (Local)
b &3 Enterprise PKI 5 Enterprise PKI

Savein: |! Desktop

&‘} h Administrator
Recent places

@ Libraries
=

Libraries

File name: | PKI| w |

Save as type: |M|cmsoﬁ Management Console Files (*msc) v|

=88 .

Status: Running
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Root CA’s Enterprise PKI Snap-In (Before CertUtil.exe):
(jump to TOC)

The root CA can’t use this because it’s not an Enterprise CA, nor can it see templates.
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Root CA’s Certificate (Before CertUtil.exe):
(jump to TOC)

View the root CA’s certificate (the root certificate):

File Action Media View Help

G 0@OO NS =

= PKI - [Console Root\Certification Authority (Local)\IntRootCA]
% File Action View Favorites Window Help

| =z Hm » =

] Console Root
b & Certificate Ter

b (50 Certificates - IntRootCA Properties (7] x |

I Iﬁ Certificates (L
4 L) Cetification | | Baensons | Soomge | Cemficats Managers

4 g IntRootCA | Enrolment Agents | Audting | Recovery Agents | Securiy
= Revoks General | PoicyModue | Exit Modde

lssued P .
Certification authority (CA)
Pendin

[ Failed Name: IntFoofCA I
General | Details | Certification Path

} H3 Enterprise PKI CA cerifficates

This certificate is i for the
= Allissuance policies
= All application polices

Cryptographic settings Issued to: IntRootCA
Provider: Microsoft Software Key Storage Provider
Hash algorithm- SHAZ56 Issued by: IntRootCA

Valid from 4/12/2015 to 4/12/2035

Issuer Statement

[ o |

Status: Running
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View the root CA’s certificate (the root certificate), cont’d:

File Action Media View Help

S 0@OO NP kS %
@ PKI - [Console Root\Certification Authority (Local\IntRootCA]

ﬁ File Action View Favorites Window Help
ez B
] Console Root
b & Certificate Ter
b G Certificates - IntRootCA Properties 0%
I @ Certificates (L
4 ﬁi Certification Al i Storage: | Certfficate Managers
4 gl IntRootCA ing | RecoveryAgents | Securty
| Revokd Policy Module [ Exit Module

(7] Issued Certfication authorty {CA)

| Pendin
[ Failed MName: It RoctCA

&5 Enterprise PKl CA ceriificates:

| General | Detais | certification Path

Show: | <All>

Value

V3

6539e49a 48 2cc09c4633... =
Sgnamre algorithm sha25eRSA B
S»gnamre hash algorithm sha256

IntRootCA, DLETest, US

Sunday, April 12, 2015 9:36:0...
@ [=]valid to Thursday, April 12, 2035 3:46...

Subl'ect IntRootCA, DLETest, US

Cryptographic settings
Pravider: Microsoft Software Key Storage Provider

Hash algorithm SHAZ256

Edit Properties. .. ‘ | Copy toFile... |

[ oc ]

=84 .

Status: Running
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View the root CA’s certificate (the root certificate), cont’d:

File Action Media View Help

S 0@OO NP kS %

[& File Action View

PKI - [Console Root\Certification Authority (Local)\IntRootCA]

Favorites  Window Help

I EEEEN B

] Console Root

b & Certificate Terpal
I @ Certificates - (

IntRootCA Properties

I @ Certificates (L
4 ﬂi Certification Al
4 d IntRootCA
1 Revoks

7 lssued

| Pendin

7] Failed R

&5 Enterprise PKl

Storage | Cedificate Managers

I Recovery Agents | Securty

Policy Module [ Exit Module

Certification authority (CA)

MName: It RoctCA

CA cerlificates:

View Certificate

Cryptographic settings

Pravider: Microsoft Software Key Storage Provider

Hash algorithm SHAZ256

IntRootCA

e x

| General | Detais | certification Path

Show: | <All>

v]

Field
Subject
Pub\ic key
&

—3] Key Usage

Subject Key Identifier
CA Version
Baslc Constraints
Thumbprint algorithm
Thumbprint

Value

IntRootCA, DLBTest, US

R5A (2043 Bits)

Digital Signature, Certificate Si...
ibfelfs599281995d7...
V0.0

Subject Type=CA, Path Lengt... |~
shal

5694a3 26 2b 37 579 e3 55...

Edit Properties. .. ‘ | Copy toFile... |

[ oc ]

I ELLY

The yellow exclamation point means the Basic Constraints are critical, as specified in the CAPolicy.inf.

Status: Running
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View the root CA’s certificate (the root certificate), cont’d:

File Action Media View Help
LO@CO N IkED=E
=

ﬁ File Action View Favorites Window Help

e nE B2 Bm v =
) ConsoleRoot

I ,‘E Certificate Ter
IntRootCA Properties | x

I Iﬁ Certificates -
I Iﬁ Certificates (L

4 ﬁ] Certification 4| |
a é IntRootCA
1 Revokd]
g ':5“:" Cartfication authorty (CA)
endin

7 Failed Name IntRoctCA
aile Certficaten Path

| 55 Enterprise PKI CA certificates:

PKI - [Console Root\Certification Authority (Local)\IntRootCA]

Certificate Managers
I Recovery Agents I Security
Policy Module | Bxit Module

Certification path

lootCA

Cryptographic settings
Provider: Microsoft Software Key Storage Provider

Hash algorithm: SHAZ56

Certificate status:

’Tnis certificate is OK.

= A

Status: Running
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Root CA’s Extensions (Before CertUtil.exe):

(jump to TOC)

These extensions are properties of the root CA, and we’ll change these later with CertUtil.exe:

L

File Action Media View Help
LO0OCOO NP MBS %
@

ﬁ File Action View Favorites Window Help

PKI - [Console Root\Certification Authority (Local\IntRootCA]

&= g Gz HE » =

| Console Root
I E Certificate Templates
I @ Certificates - Curren
I @ Certificates (Local C{
4 i:ﬂ Certification Author
4 j IntRootCA
1 Revoked Cert|
1 Issued Certifi
] Pending Req
| 7] Failed Requeg
b E5 Enterprise PKI

Errolmert Agerts | Audiing | Recovery Agents | Securty

General I Policy Module [ Exit Module

Extensions ‘ Storage | Certficate Managers

Select extension:

| CRL Distrbution Point (CDF) v

Specify locations from which users can obtain a certificate revocation list
{CRL).

( N,
Idap:///CN=<CATuncatedMame><CRLMNameSuffic: CHN=<5
http://<ServerDM 5 Name»/Cert Enroll/<CaName > <CRLName Suffec=<Delta
file://<ServerDNSName:>/Cert Enroll /<CaMame><CRLMName Suffoc- < DeltaC

[<] [ [

[#] Publish CRLs to this location

[1Include in all CRLs. Specifies where to publish in the Active Directory
when publishing manually.

[]include in CRLs. Clients use this ta find Delta CRL locations:
[[1include in the CDP extension of issued cetficates

[w] Publish Defta CRLs to this location

[1Include in the IDP extension of issued CRLs

| ok J[ Cancel || ooy [[ Hep

Status: Running
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View CA extensions, cont’d:

=

File Action Media View Help
£LO0O@OO NIk DK

PKI - [Console Root\Certification Authority (Local)\IntRootCA]
E File  Acti View Favorites Window Help

I EEEEL E L

) Consale foot
b H Certificate Templates

I @ Certificates - Curren
3 @ Certificates (Local C{
4 ﬁ] Certification Authori ‘ Enrollment Agents | Auditing I Recovery Agents I Security
4 g IntRootCA \ General I Policy Module | Exit Module
[ Revoked Cerf Extensions | Storage | Cerfficate Managers
1 lssued Certifi
= Pending Req Select extension:
1 Failed Requed ‘N.rthori‘ry Information Access (ALA)
| 55 Enterprise PKI

Specify locations from which users can obtain the cedfficate for this CA.

Idap ///CN=<CATruncatedMame> CN=AlA CN=Public Key Services . CN=5
http://<ServerDNSMName =/Cert Enroll /< ServerDNSName >_<«CaName><Ce
file://<ServerDNSName:/Cert Enroll /< ServerDNSName»_<CaMame=<Cer

[<] m | [2]

[ Include in the AlA extension of issued certificates
[} Include in the online certificate status protocol (OCSP) extension

Ok | [ Concel || ey |[ Hep |

=B

Status: Running
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Root CA’s CRLs (Before CertUtil.exe):
(jump to TOC)

These CRL parameters are properties of the root CA, and we’ll change these later with CertUtil.exe.

L

File Action Media View Help

LO@OO NS M=
=3 PKI - [Console Root\Certification Authority (Local)\IntRootCA\Revoked Certificates]
ﬁ File Action View Favorites Window Help |_ g%

= HEEG-R B

| Console Root Revoked Certificates

I E Certificate Templates
I @ Certificates - Current User
b @ Certificates (Local Compute There are no items to show in this view.
4 i:ﬂ Certification Autherity (Loca
4 j IntRootCA
[] Revoked Certificates [ | CRL Publishing Parameters | View CRLs |
1 lssued Certificates
] Pending Requests
| 7] Failed Requests

b Enterprise K CRL publcationrienal

Mext update: 4/18/201511:22 AM

Request ID Revocation Date Effective Revocation Date Revocation Reason Requester Name Binary Certificate Certificate Template Serial Number Certificate Effective

A Certificate Revocation List {CRL) describes cedificates that clients should
consider invalid.

[] Publish Defta CRLs

Mext update

Status: Running

Note: by default, the standalone root CA does not publish delta CRLs (this was not set in the root CA’s CAPolicy.inf, and we have not yet run the certUtil.exe
commands).
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View the root CA’s CRL properties, cont’d:

File Action Media View Help

S O@O@O NI ESD E

PKI - [Console Root\Certification Authority (Local)\IntRootCA\Revoked Certificates]

E File Action View Favorites Window Help

@ 5

EEEICE

] Console Root
P | Certificate Templates
I @ Certificates - Current User
3 @ Certificates (Local Compute

Request ID Revocation Date

Effective Revocation Date

4 ﬁ] Certification Authority (Locg
4 é IntRootCA
| Revoked Certificates
1 lssued Certificates
7] Pending Requests
1 Failed Requests
| 55 Enterprise PKI

Revoked Certificates Properties

B x

CRL Publishing Parameters | View CRLs

Below are listed all CRLs and Delta CRLs cumrently generated by this CA.
If the CA key iz re-used during a renew, the ald index is re-used and you

may see some skipped indexes

CRLs

Revocation Reason

Requester Name Binary Certificate

There are ne items to show in this view.

General | Revocation List

Certificate Template

Key Index Effective Date Expiration Date
0 412/20159:36 .. 4/19/2015956 ... OK

Pubish Status [
|
&

Certificate Revocation List Information

Deka CRLs

Key Index Effective Date Expiration Date

Fublish Status

Value

V2

IntRootCA, DLETest, US

Sunday, April 12, 2015 9:36:06 AM
Sunday, April 19, 2015 9:56:06 PM
sha256RSA

sha256

KeylD=c0 bfelfs 599281f955...

V0.0

(35| CRL Number o1
i .

View Detta CRL Value:

Serial Number

Revoked Certificates

Certificate Effective Dz

Status: Running
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View the root CA’s CRL properties, cont’d:

File Action Media View Help

T O@OO NI MG %

File Action View Favorites

PKI - [Console Root\Certification Authority (Local)\IntRootCA\Revoked Certificates]

Window Help

@ 7

| Console Root

1 & Certificate Templates

I If%}‘ Certificates - Current User

I Iﬁ Certificates (Local Compute

Request ID Revocation Date

Effective Revocation Date

4 ﬁ Certification Authority (Locg
4 g IntRootCA
| Revoked Certificates
71 lssued Certificates
] Pending Requests
[ Failed Requests
I B3 Enterprise PKI

Revoked Certificates Properties

CRL Publishing Parameters | View CRLs

Below are listed all CHLs and Delta CRLs cumently generated by this CA.
If the CA key iz re-used during a renew, the old index is re-used and you

may eee some skipped indexes.

CRLs

Revocation Reason

? x

Requester Name Binary Certificate

There are no items to show in this view.

General | Revocation List

Certificate Template

Key Index Effective Date Expiration Date
0 412/20159:36 ..  4/19/2015956... OK

Publish Status

Certificate Revocation List Information

Delta CRLs

Key Index Effective Date Expiration Date

Publish Status

Publ\shed CRL Loca. ..

Value

Sunday, April 12, 2015 9:36:06 AM
Sunday, April 19, 2015 9:56:06 PM
sha256R5A

sha256

KeylD=cObfelf6 599281f395...

V0.0
01
Sunday, April 19, 2015 9:46:06 AM

[1]Locations: Distribution Paint Na...

iew Delta CRL Value:

Serial Number

Revoked Certificates

Certificate Effective Di

Status: Running |
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View the root CA’s CRL properties, cont’d:

File Action Media View Help
LO0O@OO NI ES =
=

ﬁ File Action View Favorites Window Help

PKI - [Console Root\Certification Authority (Local)\IntRootCA\Revoked Certificates]

Certificate Effective D:

@ x = H=
= Console Roat
Requester Mame Binary Certificate

Revocation Date Effective Revocation Date Revocation Reason

I @ Certificate Templates Request D
I @l Certificates - Current User

There are no items to show in this view.

I @l Certificates (Local Computel
4 ﬁ] Certification Authority (Loca

Revoked Certificates Properties | 7 | ¥

4 j IntRootCA

[ Revoked Certificates| [ CRL Publishing Parameters | View CRLs |

1 lssued Certificates
. Below are listed
7] Pending Requests Fthe CAkey is

all CRLs and Delta CRLs cumently genersted by this CA.
re-used during a renew, the old index is re-used and you

[ Failed Requests may see some skipped indexes.

| &5 Enterprise PKI CRLs

Key Index  Effective Date Expiration Date Publish Status
0 412/20159:36 .. 41972015956 .. 0K

Detta CRLs

Key Index

Effective Date Expiration Date Publish Status

View Delta CRL

Revocation List

Revoked certificates:

Serial number Revocation date

Revocation entry

Field

Status: Running |

ELEE
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Root CA’s Registry (Before CertUtil.exe):
(jump to TOC)

View the root CA’s Registry:

File Action Media View Help

L @0 b s B

File Edit View Favorites Help
|.> - 1. bfadfcoei Z Mame Type Data
b bfadi abf(Defaut) } REG_SZ fvalue not set)
b BFE ab) CACertHash REG_MULTISZ 569423 262037579355 c1f8e345 ce 02851336 db
-4 BITS ab| CACertPublicationURLs REG_MULTI_SZ  1:C:\Windowshsystem32\CertSna\ CertEnroll\361_%3%4.crt Cldap:///CN= %7, CN=AlA, CN=Public Key Services, Ch=5ervices, %:6%11 O:http:
j} bowser ab| CAServerName REG_SZ DLBT-PKI1
3 - | Brokerinfrastructure i‘!'ﬂ CAType REG_DWORD  0x00000003 (3)
b J-' Browser ab] CAXchgCertHash REG_MULTI_SZ
b J" bifcoe 3] CAXchgOverlapPeriod REG_SZ Days
'> t gﬁs ) CAXchgOverlapPeriodUnits REG.DWORD  0x00000001 (1)
3,":] CAXchgValidityPeriod REG_SZ Weeks

|.> -1 cdrom . o .
b )} CertPropSve gﬂCAXchg\l’alldrtyPenodUnﬂs REG_DWORD  0x00000001 (1)

4. Certsve f;'_{]CertEnroIICompatible REG_DWORD (00000000 (0]

4 i Configuration %] ClockSkewMinutes REG_DWORD  0x0000000a (10)
A || IntRootCA ab|CommonMName REG_SZ IntRootCA
L CsP E_PI]CRLDe?taDver\apPenod REG_SZ Minutes
..} EncryptionCSP 4 CRLDeltaOverlapUnits REG_DWORD  0x000DDOO0O (0]
b ExitModules ab| CRLDeltaPeriod REG_SZ Days
I h PolicyModules 5| CRLDeltaPeriodUnits REG_DWORD  (x0D0000000 (0)
b Performance f;'_cg CRLEditFlags REG_DWORD  (xDDO0O100 (256)
1l Security 5] CRLFlags REG_DWORD  (x00000002 (2)
-1 chtdvhd %) CRLNextPublish REG_BINARY 061 1c2fa7 7ad0 0l
Ji CLFs ab] CRLOverlapPeriod REG_SZ Hours
-l clr_optimization_v4.030319% || i cRI OverlapUnits REG_DWORD 000000000 (0)
| clr_optimization_v4.0.30319_ EE]CRLPEriod REG 57 Weeks
b CmbBatt 24 CRLPeriodUnits REG_DWORD  0:00000001 (1)
ﬁ g::HwAssist 3_‘_’] CRLPublicationURLs REG_MULTI_SZ  65:C\Windows\system32\CertSna CertEnroll\ %63%:8%8.crl &:ldap:///CN=%7%8, CN=%2,CN=CDP,CN=Public Key Services, CN=S5ervices, %6
)i CompositeBus E_:_'JEKUDIDsForPublishE)(piredCer‘tInCRL REG_MULTISZ 1.3.6.1.5.5.73.3 1.3.6.1.41.311.61.1.1
)} COMSysApp : Enabled REG_DWORD 000000001 (1)
)} condrv gﬂEnforce)(SmNameLeng'ths REG_DWORD  (xDDODO0OT (1)
1 erypt32 W2 ForceTeletex REG_DWORD  0xD0000012 (18)
bl Cryptsuc 4 HighSerial REG_DWORD  (x000D0DZa (42)
b » DCLocator f;'_cglnterfaceFlags REG_DWORD 000000641 (1601)
b-J. DeomLaunch 84 KRACertCount REG_DWORD 000000000 (0)
bl defragsve ab] KRACertHash REG_MULTI_SZ
|.> - |, DeviceAssociztionService 4"5'_0ﬂ KRAFlags REG_DWORD (00000000 (0)
’_brg Devicelnstall hd j';'ﬂLogLeveI REG_DWORD (000000003 (3)
< I m [ [>] [ m

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet!Services\CertSvc\Configuration\IntRootCA
=E

Status: Running
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View the root CA’s Registry, cont’d:

File Action Media View Help

Z/O@OO NIKIBESD

File Edit View Favorites Help
b | bfadfcoei Z MName Type Data
I+ L bfadi i‘_‘]CRLDeI‘taDverlapPeriod REG_SZ Minutes
1~ L BFE 4| CRLDeltaOverlapUnits REG_DWORD  0x00000000 (0)
b BITS 2b| CRLDeltaPeriod REG_SZ Days
-} bowser 2% CRLDeltaPeriodUnits REG_DWORD 000000000 (0)
b~ Brokerlnfrastructure 24| CRLEditFlags REG_DWORD 000000100 (256)
4 J" Browser 24| CRLFlags REG_DWORD (00000002 (2)
b J" bufeoe 4 CRLNextPublish REG_BINARY  c0611c2fa77ad0 0l
bt :ﬁs :‘_‘_’jCRL[}verlapPeriod REG_SZ Hours
% CRLOverlapUnits REG_DWORD 000000000 (0)

- . cdrom
Dt CentPropsue ab] CRLPeriod REG_SZ Weeks

4. Certdve %) CRLPeriodUnits REG_DWORD  xD0OD000O0T (1)
4. || Configuration ab| CRLPublicationURLs REG_MULTI_SZ  65:C:\Windows\system32\CertSnA\ CertEnroll\3:3%8%9.crl &:ldap:///CN=2:7%8, CN="%2, CN=CDP, CN=Public Key Services, CN=5ervices, %6
4] IntRootCA 2b|EKUOIDsForPublishExpiredCertinCRL REG_MULTISZ 1.3.6.1.55.7.3.3 13.6.1.4.1.311.61.1.1

e 4| Enabled REG_DWORD  0x0000D001 (1)

|, EncryptionCSP i’;'_oﬂEnforceXS[lJNameLeng‘ths REG_DWORD 000000001 (1)

b BxitModules | ForceTeletex REG_DWORD  (=0D000012 (18)

b || PolicyModules %) HighSerial REG_DWORD  0xD000002a (42)

- |, Perfarmance %) InterfaceFlags REG_DWORD  0xD0000641 (1601)
- Security 4| KRACertCount REG_DWORD  0xD00000CO ()
| chidvbd ab| KRACertHash REG_MULTI_SZ
- CLFS o %) KRAFlags REG_DWORD 000000000 (0)
i clr_optimization v4.030319 7| ‘g1 ogl evel REG_DWORD  0xDDDODDOZ (3)
o droptimization v4.030319.¢ | g4 MaxincomingAllocSize REG_DWORD  0x00010000 (65336)
L.l CmBatt i’;'_oﬂMaJ(IncomingMasage’Size REG_DWORD 000010000 (65536)
- EN GH it 3| PolicyFlags REG_DWORD  0x00000000 (0)
t C:rgn ‘:si‘te:?»us f;'_ogSecuri‘ty REG_BINARY 0100 14 8490 00 00 00 a0 00 00 00 14 00 00 00 44 00 00 00 02 00 30 00 02 00 00 00 02 <0 14 00 £f ff 00 00 01 01 00 00 00 OO 00 01 00 0O OO 00 02!
& & COMpi o 24 SetupStatus REG_DWORD 00000001 (1)
)} condrv EﬂS\gnedAttribu‘ts REG_MULTI_SZ RequesterMame
Ll crypt32 EﬂSubjectTemplate REG_MULTI_SZ EMail CommaonMame OrganizationalUnit Organization Locality State DomainComponent Country
boll Cryptove 2] UseDs REG_DWORD 000000000 (0)
}- |, DClecator S?JVal?d?‘tyPer?od . REG_SZ Years
b-1J4 DeomLaunch 24 ValidityPeriodUnits REG_DWORD  0x0000000T (1)
b ). defragsve f_l'g']'u"iewﬁgeMinu‘tﬁ REG_DWORD 000000010 (16)
I~ | DeviceAssociationService || f_l'g"]ViewIdIeMmu‘tﬁ REG_DWORD (00000008 (8)

I: - . Devicelnstall hd
< [ m [ [>] <] [

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ CertSvc\ Configuration\IntRoctCA

Status: Running
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ADSIEdit.msc (Before CertUtil.exe):

(jump to TOC)

All ‘Public Key Services’ folders in ADSIEdit.msc are empty because the root is neither on the network nor a Domain member:

File Action Media

File Action View Help

e« mEXB e H

2 ADSI Edit
ﬂ Default naming context [DLET-ADDST.DLBTest.priv]
4 i Configuration [DLBT-ADDS1.DLBTest.priv]
e | CM=Cenfiguration, DC=DLBTest, DC=priv
[ CN=DisplaySpecifiers
B CN=Extended-Rights
[ 7] CMN=ForestUpdates
7] CN=LestAndFoundCenfig
] CN=NTDS Quotas
1 CM=Partitions
= CMN=Physical Locations
4 [ CM=Services
[ CN=AuthN Policy Configuration
7] CM=Claims Configuration
[ CM=Group Key Distribution Service
[ CMN=Microsoft SPP
7] CN=MsmgServices
7] CN=MetServices
.
[ Ch=AIA
[ CN=CDP
[ 7] CMN=Certificate Templates
] CM=Certification Authorities
1 CN=Enrollment Services
5] Ch=KRA
[7] CN=0ID
7] CN=RRAS
] CN=Windows NT
7] CN=Sites
7] CN=WellKnown Security Principals
5 RootDSE [DLBT-ADDS1.DLBTest.priv]
5 Schema [DLBT-ADDS1.DLBTest.priv]
i DornainDNSZones [DLET-ADDST.DLBTest priv]
i ForestDM5Zones [DLBT-ADDS1.DLBTest. priv]

CN=FPublic Key Services

Name

[ CN=AIA

[ CN=CDP

[] CN=Certificate Templates
[] CN=Certification Authorities
] CN=Enrallment Services

] CN=KRA

[ CN=0ID

Class

container
container
container
container
container
container

Distinguished Name

CMN=AlA, CN=Public Key Services, CN=S5ervices, CN=Configuration, DC=DLBTest, DC=priv
CN=CDP,CN=Public Key Services,CN=5ervices, CN=Configuration, DC=DLBTest, DC=priv

CN=Certificate Templates, CN=Public Key Services, CM=>5ervices, CM=Configuration, DC=DLBTest, DC=priv
CMN=Certification Authorities, CN=Public Key Services, CN="5ervices, CN=Configuration, DC=DLBTest, DC=priv
CN=Enrollment Services, CN=Public Key Services, CN="5ervices, CN=Configuration, DC=DLETest DC=priv
CN=KRA,CN=Public Key Services, CM=5ervices, CN=Configuration, DC=DLETest, DC=priv

msPKl-Enterprise-Oid  CN=0ID,CM=Public Key Services, CN=>5ervices, CM=Configuration, DC=DLBTest, DC=priv

Windows PowerShell

Status: Running
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View ADSIEdit.msc, cont’d:

File Action View Help
e

? ADS| Edit CN=AIA 0
i Default naming context [DLBT-ADDS1.DLBT est.priv]
4 i Configuration [DLET-ADDST.DLBTest.priv]
4 [ CN=Configuration,DC=DLBTest,DC=priv There are no items to show in this view.,
7] CN=DisplaySpecifiers
7] CN=Extended-Rights
7] CN=ForestUpdates
=] CN=LostAndFoundConfig
7] CN=NTDS Quotas
] CN=Partitions
=] CN=Physical Locations
4 | CN=Services
[ CN=AuthN Policy Configuration
1 CN=Claims Configuration
[ 7] CN=Group Key Distribution Service
[ CM=Microsoft SPP
= CN=MsmgServices
[ CM=MetServices
4[] CN=Public Key Services
[ CN=CDP
7] CM=Certificate Templates
[ CN=Certification Authorities
1 CMN=Enrollment Services
7] CN=KRA
7] CN=0ID
7] CN=RRAS
7 CN=Windows NT
7] CN=Sites
7] CN=WellKnown Security Principals
5 RootDSE [DLBT-ADDS1.DLBTest.priv]
5 Schema [DLBT-ADDS1.DLBTest.priv]
i DomainDM5Zones [DLET-ADDS1.DLBTest. priv]
S ForestDNSZones [DLBT-ADDS].DLETest.priv]

Distinguished Name

DN

Status: Running
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View ADSIEdit.msc, cont’d:

File Action Media Vi Help

EO0O@OO | NbED %
L
File Action View Help

e HEXE R BHE

2 ADSI Edit
i Default naming context [DLBT-ADDS1.DLBTest.priv] Distinguished Name
pl ﬂ Configuration [DLET-ADDS1.DLBTest.priv]
40 CN=Configuration,DC=DLBTest,DC=priv There are no items to show in this view.
7] CN=DisplaySpecifiers
B CMN=Extended-Rights
[ 7] CN=ForestUpdates
[ CN=LostAndFoundConfig
] CN=NTDS Quotas
] CM=Partitions
= CM=Physical Locations
a4 [ ] CM=Services
7] CM=AuthM Policy Configuration
1 CN=Claims Configuration
[ 7] CN=Group Key Distribution Service
71 CN=Mlicrosoft SPP
7] CN=MsmgServices
] CN=NetServices
a4 [ CN=Public Key Services
[T CN=AlA
7] CN=Certificate Templates
7] CN=Certification Authorities
1 CN=Enrellment Services
] CN=KRA
7 CcN=OID
71 CN=RRAS
[ CN=Windows NT
] CN=Sites
[ CN=WellKnown Security Principals
Z RootDSE [DLET-ADDS1.DLBTest.priv]
ﬂ Schema [DLET-ADDST.DLETest.priv]
E
g

DomainDN5Zones [DLET-ADDS1.DLBTest. priv]
ForestDMN5Zones [DLET-ADDS1.DLETest.priv]

N

Status: Running
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View ADSIEdit.msc, cont’d:

File Action View Help

5 2

2 ADSI Edit CN=Certificate Templates
i Default naming context [DLBT-ADDS1.DLBTest.priv]
A ﬁ Configuration [DLET-ADDS1.DLBTest.priv]
4 [ CN=Configuration,DC=DLETest, DC=priv There are no items to show in this view.
7] CM=DisplaySpecifiers
] CM=Extended-Rights
7] CN=ForestUpdates
[ 7] CN=LostAndFoundConfig
7] CN=NTDS Quotas
[ CN=Partitions
] CM=Physical Locations
4[] CN=Services
% CN=AuthN Policy Configuration
[ CN=Claims Configuration
[ CN=Group Key Distribution Service
7 CN=Microsoft SPP
] CN=MsmgServices
7 CN=MetServices
4 ] CN=Public Key Services
5 CN=AIA
] CN=CDP
|5 CN=Certificate Templates
| CN=Certification Authorities
| CN=Enrollment Services
7] CN=KRA
7 cn=0ID
7] CN=RRAS
[0 CN=Windows NT
] CN=Sites
[ CN=WellKnown Security Principals
= RootDSE [DLBT-ADDS1.DLBTest.priv]
S Schema [DLBT-ADDS1.DLBTest.priv]
i DomainDMN5Zones [DLBT-ADDS1.DLBTest.priv]
ﬁ ForestDMNSZones [DLBT-ADDS1.DLBTest.priv]

Distinguished Name
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View ADSIEdit.msc, cont’d:

File Action Media View Help

File Action View Help

e @ XE = HE

2 ADSI Edit
H Default naming context [DLBT-ADDS1.DLBTest. priv]
Pl ﬁ Configuration [DLET-ADDS1.DLETest.priv]
4 [ ] CN=Configuration,DC=DLBTest,DC=priv
7] CM=DisplaySpecifiers
7] CMN=Extended-Rights
7] CM=ForestUpdates
] CM=LostAndFoundConfig
[ 7] CN=NTDS Quotas
] CM=Partitions
7] CN=Physical Locations
a4 [ 7] CM=Services
[ 7] CN=AuthN Policy Configuration
[ 7] CN=Claims Configuration
7] CN=Group Key Distribution Service
7] CMN=Microsoft SPP

7] CN=MsmgqServices
7] CM=MetServices
4[] CN=Public Key Services
[ CN=AIA
7] CN=CDP
] CN=Certificate Templates

|- CN=Certification A
] CN=Enrollment Services
7] CN=KRA
7] CN=0ID
[ CN=RRAS
[ CN=Windows NT
[ CN=Sites
[ CMN=WellKnown Security Principals
H RootDSE [DLBT-ADDS1.DLBTest.priv]
H Schema [DLET-ADDS1.DLETest.priv]
H DomainDN5Zones [DLBT-ADDS1.DLBTest.priv]
H ForestDM5Zones [DLBT-ADDS1.DLETest.priv]

CN=Certification Authorities

Distinguished Name

There are no items to show in this view.

Status: Running

Sl
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View ADSIEdit.msc, cont’d:

.’.‘ X

File Action Media View Help

S O0O@OO NP MBS M=

1z
File Action View Help
| 7= X EY

2 ADSI Edit CN=Enrollment Services
ﬁ De{alflt na|?1ing context [DLET-ADDS1 .D!.BTsl.pliv] Name Class Distinguished Name
4 ﬁ Configuration [DLET-ADDS1.DLBTest.priv]
4[] CN=Configuration,DC=DLBTest,DC=priv There are no items to show in this view.
[ CN=DisplaySpecifiers
B CMN=Extended-Rights
] CN=ForestUpdates
[ 7] CN=LostAndFoundConfig
] CN=NTDS Quotas
] CN=Partitions
[ CN=Physical Locations
a4 [ CM=Services
] CN=AuthM Policy Configuration
| 7] CN=Claims Cenfiguration
[ CN=Group Key Distribution Service
] CN=Microsoft SPP
[ CN=MsmgqServices
[ CN=NetServices
4[] CN=Public Key Services
[ CN=AIA
7] CN=CDP
7] CN=Certificate Templates
] CN=Certification Authorities
7] CN=KRA
[ CN=0ID
7] CN=RRAS
[ CN=Windows NT
7] CN=Sites
[ CN=WellKnown Security Principals
5 RootDSE [DLBT-ADDS1.DLBTest.priv]
5 Schema [DLBT-ADDS1.DLBTest.priv]
g
E

DomainDMNSZones [DLBT-ADDS1.DLBTest.priv]
ForestDN5Zones [DLET-ADDS1.DLETest.priv]

= iEE = E B

Status: Running | @ B'

&l
&
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View ADSIEdit.msc, cont’d:

Action  Media View Help

S| ®

File Action View Help
e n[E X EY

2 ADsI Edit
ﬂ Default naming context [DLET-ADDS1.DLBTest.priv]
A i Configuration [DLBT-ADDS1.DLBTest. priv]
4[] CN=Configuration,DC=DLBTest, DC=priv There are no items to show in this view.
[ 7] CN=DisplaySpecifiers
7] CN=Extended-Rights
7] CM=ForestUpdates
=] CM=LostAndFoundConfig
7] CN=NTDS Quotas
7] CM=Partitions
] CM=Physical Locations
4 [ CN=Services
[ CN=AuthN Pelicy Configuration
7] CN=Claims Configuration
[ CN=Group Key Distribution Service
] CN=Microsoft SPP
[ CN=MsmgServices
[ CN=MetServices
4 [ 7] CN=Public Key Services
7] CN=AIA
7] CN=CDP
=] CN=Certificate Templates
1 CN=Certification Authorities
] CM=Enrollment Services
7] CN=0ID
7] CN=RRAS
7] CN=Windows NT
7] CN=Sites
7] CN=WellKnown Security Principals
ﬂ RootDSE [DLET-ADDS1.DLBTest.priv]
ﬂ Schema [DLET-ADDS1.DLBTest.priv]
|
g

Distinguished Name

DomainDNSZones [DLBT-ADDST.DLBTest.priv]
ForestDMSZones [DLBT-ADDS1.DLBTest.priv]

Status: Running E B a e
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View ADSIEdit.msc, cont’d:

1 X

File Action Media View Help

S O0O@OO NP MBS M=

1z

File Action View Help

| 7= X EY
2 ADSI Edit

i Default naming context [DLBT-ADDS1.DLBTest.priv]
4 i Configuration [DLET-ADDS1.DLBTest.priv]
4[] CN=Configuration,DC=DLBTest,DC=priv There are no items to show in this view.
[ CN=DisplaySpecifiers
B CMN=Extended-Rights
] CN=ForestUpdates
[ 7] CN=LostAndFoundConfig
] CN=NTDS Quotas
] CN=Partitions
[ CN=Physical Locations
a4 [ CN=Services
] CN=AuthM Policy Configuration
[ 7] CN=Claims Cenfiguration
[ CN=Group Key Distribution Service
] CN=Microsoft SPP
[ CN=MsmgqServices
[ CN=NetServices
4[] CN=Public Key Services
[ CN=AIA
7] CN=CDP
] CN=Certificate Templates
] CN=Certification Authorities
7] CN=Enroliment Services
7] CN=KRA
7] CN=RRAS
[ CN=Windows NT
7] CN=Sites
[ CN=WellKnown Security Principals
5 RootDSE [DLBT-ADDS1.DLBTest.priv]
5 Schema [DLBT-ADDS1.DLBTest.priv]
i DomainDMNSZones [DLBT-ADDS1.DLBTest.priv]
5 ForestDNSZones [DLBT-ADDS1.DLBTest.priv]

Name Class Distinguished Name

S Bl =2 = B B

Status: Running | E 8'

&l
&
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DC’s Local Certificate Store (Before CertUtil.exe):
(jump to TOC)

View the DC’s local certificate store (the root CA’s certificate appears nowhere in the DC’s local store):

& File Action View
e H

| Console Root

Favorites Window Help

EIEEL)

Certificates

a Eﬁ Certificates - Current User

] Personal

4 [ Trusted Root Certification Authorities

» [ Enterprise Trust

4 || Intermediate Certification Authorities
| 7] Certificate Revocation List
7] Certificates

b | Active Directory User Object

b ] Trusted Publishers

b ] Untrusted Certificates

[ Third-Party Root Certification Authorities

b ] Trusted Pecple

» ] Client Authentication lssuers

& ] Smart Card Trusted Roots

Fl @ Certificates (Local Computer)

] Personal

a4 [ Trusted Root Certification Authorities
[ Certificates

[ 1 Enterprise Trust

4 [ Intermediate Certification Authorities
] Certificate Revocation List
7] Certificates

b ] Trusted Publishers

b ] Untrusted Certificates

| Third-Party Root Certification Authorities

b ] Trusted Pecple

b ] Client Authentication lssuers

b | Remote Desktop

b [ ] Certificate Enrollment Requests

& -] Smart Card Trusted Roots

b ] Trusted Devices

lssued To -

[/ Baltimore CyberTrust Root

53] Class 3 Public Primary Certificat...
5 Class 3 Public Primary Certificat...
5 Copyright (c) 1997 Microsoft C...
SDigiCert High Assurance EV Ro...
SlEntrust Root Certification Auth...
SlEquifax Secure Certificate Auth...

5] GTE CyberTrust Global Root

@ Microsoft Authenticode(tm) Ro...

[SIMicrosoft Root Authority

il Microsoft Root Certificate Auth...
il Microsoft Root Certificate Auth...
SIMicrosoft Root Certificate Auth...
[ZINO LIABILITY ACCEPTED, ()97 ...

Sl Thawte Timestamping CA

Issued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatio...
Copyright (c) 1997 Microsoft Corp.
DigiCert High Assurance EV Root ...
Entrust Root Certification Authority
Equifax Secure Certificate Authority
GTE CyberTrust Global Root
Microsoft Authenticode(tm) Root...
Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
MO LIABILITY ACCEPTED, ()37 V...
Thawte Timestamping CA

Expiration Date

5/12/2025
8/1/2028
1/7/2004
12/30/1999
11/9/2031
11/27/2026
8/22/2018
8/13/2018
12/31/1999
12/31/2020
5/9/2021
6/23/2035
3/22/2036
1/7/2004
12/31/2020

Intended Purposes

Server Authenticati...
Secure Email, Client...
Secure Email, Client..,

Time Stamping

Server Authenticati..,
Server Authenticati..,
Secure Email, Serve...
Secure Email, Client...
Secure Email, Code ...

<All=
<Al
<Al
<All>
Time Stamping
Time Stamping

Friendly Name
Baltimore CyberTru...
VeriSign Class 3 Pu...
VeriSign

Microsoft Timesta...
DigiCert

Entrust

GeaTrust

GTE CyberTrust Glo...
Microsoft Authenti...
Microsoft Root Aut...
Microsoft Root Cert...
Microsoft Root Cert...
Micresoft Root Cert...
VeriSign Time Stam...
Thawte Timestamp...

Trusted Root Certification Authorities store contains 15 certificates,

Status: Running
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View the DC’s local certificate store (the root CA’s certificate appears nowhere in the DC’s local store), cont’d:

File Action Media View Help

2|0O@®O0 |5

=
ﬁ File Action View Favorites Window Help
€= 2m 8] 6B

] Console Root Certificate Revocation List

a 50 Certificates - Current User Issued By - Effective Date Next Update

] Personal E . .
VeriSign Commercial Software ...  3/23/2001 14772004
4 [ Trusted Root Certification Authorities . g

[ Certificates

» [ Enterprise Trust

4 || Intermediate Certification Authorities
|ﬁ Certificate Revocation Listl
7] Certificates

b | Active Directory User Object

b ] Trusted Publishers

b ] Untrusted Certificates

[ Third-Party Root Certification Authorities

b ] Trusted Pecple

» ] Client Authentication lssuers

& ] Smart Card Trusted Roots

Fl @l Certificates (Local Computer)

] Personal

a4 [ Trusted Root Certification Authorities
[ Certificates

[ 1 Enterprise Trust

4 [ Intermediate Certification Authorities
] Certificate Revocation List
7] Certificates

b ] Trusted Publishers

b ] Untrusted Certificates

| Third-Party Root Certification Authorities

b ] Trusted Pecple

b ] Client Authentication lssuers

b | Remote Desktop

b [ ] Certificate Enrollment Requests

& -] Smart Card Trusted Roots

b ] Trusted Devices

Status: Running
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View the DC’s local certificate store (the root CA’s certificate appears nowhere in the DC’s local store), cont’d:

File Action Media View Help

% File Action View Favorites Window Help
L | 63
7] Console Root
4 Iﬁ Certificates - Current User
b 1 Personal
4[] Trusted Root Certification Authorities
] Certificates

lssued To “

Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Te...
S Microsoft Windows Hardware .. Microsoft Root Authority 1273172002 Code Signing, Win...  <None>

SlRoot Agency Root Agency 1273172039 <All= <MNonex»

B Enterprise Trust @mﬂm.verisign.comlCPS Incorp....  Class 3 Public Primary Certificatio...  10/24/2016 Server Authenticati.. <MNone»

4 [ ] Intermediate Certification Authorities
| Certificate Revocation List

b || Active Directory User Object

I ] Trusted Publishers

b 1 Untrusted Certificates

| Third-Party Root Certification Authorities

b [ ] Trusted People

b ] Client Authentication Issuers

b 1 Smart Card Trusted Roots

A Iﬁ Certificates (Local Computer)

b 1 Personal

4 | 7] Trusted Root Certification Authorities
] Certificates

p [ ] Enterprise Trust

4 [ Intermediate Certification Authorities
| 7| Certificate Revocation List
7] Certificates

b 1 Trusted Publishers

b 1 Untrusted Certificates

I [7] Third-Party Root Certification Authorities

b 1 Trusted People

b ] Client Authentication Issuers

b ] Remote Desktop

b ] Certificate Enrollment Requests

b [ Smart Card Trusted Roots

b ] Trusted Devices

Intermediate Certification Authorities store contains 3 certificates,

Status: Running
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View the DC’s local certificate store (the root CA’s certificate appears nowhere in the DC’s local store), cont’d:

File Action Media View Help

2|0O@®O0 i S|

ﬁ File Action View Favorites Window Help

g| @z H

e H

| Console Root
a Eﬁ Certificates - Current User
] Personal
4 [ Trusted Root Certification Authorities
[ Certificates
» [ Enterprise Trust
4 || Intermediate Certification Authorities
| 7] Certificate Revocation List
7] Certificates
b | Active Directory User Object
b ] Trusted Publishers
b ] Untrusted Certificates

[ Third-Party Root Certification Authorities

b ] Trusted Pecple

» ] Client Authentication lssuers

& ] Smart Card Trusted Roots

Fl @ Certificates (Local Computer)

] Personal

a4 [ Trusted Root Certification Authorities

[ 1 Enterprise Trust

4 [ Intermediate Certification Authorities
] Certificate Revocation List
7] Certificates

b ] Trusted Publishers

b ] Untrusted Certificates

| Third-Party Root Certification Authorities

b ] Trusted Pecple

b ] Client Authentication lssuers

b | Remote Desktop

b [ ] Certificate Enrollment Requests
& -] Smart Card Trusted Roots

b ] Trusted Devices

Certificates

lssued To -

[/ Baltimore CyberTrust Root

5] GTE CyberTrust Global Root

[SIMicrosoft Root Authority

Sl Thawte Timestamping CA

53] Class 3 Public Primary Certificat...
5 Class 3 Public Primary Certificat...
5 Copyright (c) 1997 Microsoft C...
SDigiCert High Assurance EV Ro...
SlEntrust Root Certification Auth...
SlEquifax Secure Certificate Auth...

@ Microsoft Authenticode(tm) Ro...

il Microsoft Root Certificate Auth...
il Microsoft Root Certificate Auth...
SIMicrosoft Root Certificate Auth...
[ZINO LIABILITY ACCEPTED, ()97 ...

Issued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatio...
Copyright (c) 1997 Microsoft Corp.
DigiCert High Assurance EV Root ...
Entrust Root Certification Authority
Equifax Secure Certificate Authority
GTE CyberTrust Global Root
Microsoft Authenticode(tm) Root...
Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...

MO LIABILITY ACCEPTED, (c)97 V...
Thawte Timestamping CA

Expiration Date
5/12/2025
8/1/2028
1/7/2004
12/30/1999
11/9/2031
11/27/2026
g/a2/2m8
8/13/2018
12/31/1999
12/31/2020
5/9/2021
6/23/2035
3/22/2036
1/7/2004
12/31/2020

Intended Purposes
Server Authenticati...
Secure Email, Client...
Secure Email, Client..,
Time Stamping
Server Authenticati..,
Server Authenticati..,
Secure Email, Serve...
Secure Email, Client...
Secure Email, Code ...
<All>

<Al

<Al

<All>

Time Stamping

Time Stamping

Friendly Name

Baltimore CyberTru...
VeriSign Class 3 Pu...

VeriSign

Microsoft Timesta...
DigiCert

Entrust

GeaTrust

GTE CyberTrust Glo...
Microsoft Authenti..,

Microsoft Root Aut...

Microsoft Root Cert...
Microsoft Root Cert...
Micresoft Root Cert...
VeriSign Time Stam...
Thawte Timestamp...

Status

Certificate Te...

Trusted Root Certification Authorities store contains 15 certificates,

Status: Running
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View the DC’s local certificate store (the root CA’s certificate appears nowhere in the DC’s local store), cont’d:

File Action Media View Help

% File Action View Favorites Window Help
L EY

4 Iﬁ Certificates - Current User ssued By o Effective Date Next Update

b 1 Personal ] Verisi :
VeriSign Commercial Software ... 3/23/2001 1/7/2004
4[] Trusted Root Certification Authorities . g

] Certificates

[ Enterprise Trust

4 [ ] Intermediate Certification Authorities
| Certificate Revocation List
] Certificates

b || Active Directory User Object

I ] Trusted Publishers

b 1 Untrusted Certificates

| Third-Party Root Certification Authorities

b [ ] Trusted People

b ] Client Authentication Issuers

b 1 Smart Card Trusted Roots

A Iﬁ Certificates (Local Computer)

b 1 Personal

4 | 7] Trusted Root Certification Authorities
] Certificates

p [ ] Enterprise Trust

4 [ Intermediate Certification Authorities
‘ﬁ Certificate Revocation Listl
7] Certificates

b 1 Trusted Publishers

b 1 Untrusted Certificates

I [7] Third-Party Root Certification Authorities

b 1 Trusted People

b ] Client Authentication Issuers

b ] Remote Desktop

b ] Certificate Enrollment Requests

b [ Smart Card Trusted Roots

b ] Trusted Devices

=B

Status: Running
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View the DC’s local certificate store (the root CA’s certificate appears nowhere in the DC’s local store), cont’d:

File Action Media View Help

% File Action View Favorites Window Help
L | 63
7] Console Root
4 Iﬁ Certificates - Current User
b 1 Personal
4[] Trusted Root Certification Authorities
] Certificates

lssued To “

Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Te...
S Microsoft Windows Hardware .. Microsoft Root Authority 1273172002 Code Signing, Win...  <None>

SlRoot Agency Root Agency 1273172039 <All= <MNonex»

B Enterprise Trust @mﬂm.verisign.comlCPS Incorp....  Class 3 Public Primary Certificatio...  10/24/2016 Server Authenticati.. <MNone»

4 [ ] Intermediate Certification Authorities
| Certificate Revocation List
] Certificates

b || Active Directory User Object

I ] Trusted Publishers

b 1 Untrusted Certificates

| Third-Party Root Certification Authorities

b [ ] Trusted People

b ] Client Authentication Issuers

b 1 Smart Card Trusted Roots

A Iﬁ Certificates (Local Computer)

b 1 Personal

4 | 7] Trusted Root Certification Authorities
] Certificates

p [ ] Enterprise Trust

4 [ Intermediate Certification Authorities
| 7| Certificate Revocation List

b 1 Trusted Publishers

b 1 Untrusted Certificates

I [7] Third-Party Root Certification Authorities

b 1 Trusted People

b ] Client Authentication Issuers

b ] Remote Desktop

b ] Certificate Enrollment Requests

b [ Smart Card Trusted Roots

b ] Trusted Devices

Intermediate Certification Authorities store contains 3 certificates,

Status: Running
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Root CA’s Local Certificate Store (Before CertUtil.exe):
(jump to TOC)

View the root CA’s local certificate store:

View Favorites Window Help

SAIEEL

| 7

] Console Root

Certificates

| Certificate Templates
4 @ Certificates - Current User
b ] Perscnal

4 [ Trusted Root Certification At

» B Enterprise Trust

4 [ Intermediate Certification Au
7 Certificate Revocation Lis

7 Certificates

| [ ] Active Directory User Object

b [ Trusted Publishers
b [ Untrusted Certificates

» B Third-Party Root Certificatio

b 1 Trusted People

Issued To -

|5/ Baltimore CyberTrust Root

S IntRootCA

Sl Microsoft Root Authority

53] Thawte Timestamping CA

|5l Class 3 Public Primary Certificat...
[l Copyright () 1997 Microsoft C...
(Sl Equifax Secure Certificate Auth...

|§] Microsoft Authenticode(tm) Ro...

Sl Microsoft Root Certificate Auth...
Sl Microsoft Root Certificate Auth...
Sl Microsoft Root Certificate Auth...
[ NO LIABILITY ACCEPTED, (c)97 ..

Issued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Copyright () 1997 Microsoft Corp.
Equifax Secure Certificate Authority
IntRootCA

Microsoft Authenticode(tm) Root...
Microsoft Root Autherity

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...

Microsoft Root Certificate Authori...

NO LIABILITY ACCEPTED, (c)97 V...
Thawte Timestamping CA

Expiration Date
5/12/2025
8172028
12/30/1999
8/22/2018
471272035
1273171999
1273172020
5/9/2021
6/23/2035
3/22/2036
1/7/2004
12/31/2020

Intended Purposes

Server Authenticati...

Secure Email, Client...

Time Stamping

Secure Email, Serve...

<All=

Secure Email, Code...

<All=
<All=
<All=
<All>
Time Stamping
Time Stamping

Friendly Name

Baltimore CyberTru...
VeriSign Class 3 Pu...

Microsoft Timesta..,
GeoTrust
<MNone>

Microsoft Authenti...

Microsoft Root Aut...

Microsoft Root Cert...
Microsoft Root Cert...
Microsoft Root Cert...
VeriSign Time Stam...
Thawte Timestamp...

Status

Certificate Te...

b [ Client Authentication lssuers
b [ Smart Card Trusted Roots
4 @ Certificates (Local Computer)
b | Perscnal
4 [ Trusted Root Certification Al
] Certificates
b B Enterprise Trust
4 [ Intermediate Certification AL
7 Certificate Revecation Lis
7 Certificates
b [ Trusted Publishers
b | Untrusted Certificates
[ Third-Party Reot Certificatio
b ] Trusted People
b [ Client Authentication lssuers
b [ Remote Desktop
b [ Smart Card Trusted Roots
b ] Trusted Devices
I ﬁ] Certification Authority (Local)
| 5 Enterprise PKI

<]

A& .

Status: Running |
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View the root CA’s local certificate store, cont’d:

File Action Media WView Help

#L/O@O@O|N k| B

ﬁ File Action View Favorites Window Help
CEAE T ETRETEY

» & ger‘f:fcate TESP"“BU Issued By - Effective Date  Next Update
4 Iﬁ ertificates - Current User IntRootCA, DLBTest, US 471272015 4/19/2015

b 1 Personal - .
VeriSign Ci | Software ... 3/23/2001 1/7/2004
a4 [ Trusted Root Certification A sraign Lemmercial software /23/ v,

[ Certificates
b || Enterprise Trust
4 [ Intermediate Certification AL
| Certificate Revocation Lig
] Certificates
b ] Active Directory User Object
b 1 Trusted Publishers
b |1 Untrusted Certificates
[ Third-Party Root Certificatio
b 1 Trusted Pecple
b 1 Client Authentication |ssuers
b 1 Smart Card Trusted Roots
4 @ Certificates (Local Computer)
b [l Persenal
4[] Trusted Root Certification A
] Certificates
(] Enterprise Trust
4 [ Intermediate Certification AL
[ Certificate Revocation Lig
7] Certificates
b 1 Trusted Publishers
b ] Untrusted Certificates
1 (] Third-Party Root Certificatio
b 1 Trusted Pecple
b (1 Client Authentication |ssuers
b [ ] Remote Desktop
b [ Smart Card Trusted Roots
b ] Trusted Devices
b ) Certification Authority (Local)
I &5 Enterprise PKI

<l

N

Status: Running
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View the root CA’s local certificate store, cont’d:

ion  Media View Help

#|0O@OO b | s

ﬁ File Action View Favorites Window Help
OB EEEE
B8 Conscle Roct

b & Cer‘t!f!cate Templates lssued Te Issued By Expiration Date  Intended Purposes Friendly Mame Status  Certificate Te..
4 () Certficates - Current User lIntRootCA IntRootCA 4/12/2035 <All> <None>

l: g :'rel:ss‘t)::lRoot Certification Al S Microsoft Windows Hardware .. Microsoft Root Authority 12/31/2002 Code Signing, Win...  <MNone>

[ Certificates SlRoot Agency Root Agency 12/31/2039 <All> <Mone>

Sl www.verisign.com/CPS Incorp... Class 3 Public Primary Certificatio...  10/24/2016 Server Authenticati..  <Mone»

b || Enterprise Trust
4 [ Intermediate Certification AL
] Certificate Revocation Lig
b ] Active Directory User Object
b 1 Trusted Publishers
b |1 Untrusted Certificates
[ Third-Party Root Certificatio
b 1 Trusted Pecple
b 1 Client Authentication |ssuers
b 1 Smart Card Trusted Roots
4 @ Certificates (Local Computer)
b [l Persenal
4[] Trusted Root Certification A
] Certificates
(] Enterprise Trust
4 [ Intermediate Certification AL
[ Certificate Revocation Lig
7] Certificates
b 1 Trusted Publishers
b ] Untrusted Certificates
1 (] Third-Party Root Certificatio
b 1 Trusted Pecple
b (1 Client Authentication |ssuers
b [ ] Remote Desktop
b [ Smart Card Trusted Roots
b ] Trusted Devices
b ) Certification Authority (Local)
I &5 Enterprise PKI

<]

N

Status: Running
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View the root CA’s local certificate store, cont’d:

File Action Media View Help

S O@OO NI ES E

=

E File Action View Favorites Window Help

R

a5

| Console Root

Certificates

P | Certificate Templates
4 @ Certificates - Current User
b [ Perscnal
4 [~ Trusted Root Certification Al
7 Certificates
[ Enterprise Trust
4 [ Intermediate Certification A1
7 Certificate Revocation Lis
7 Certificates
b ] Active Directory User Object
b [ Trusted Publishers
b [ Untrusted Certificates
I || Third-Party Root Certificatio!
b ] Trusted People
b [ Client Authentication lssuers
b [ Smart Card Trusted Roots
Fl @ Certificates (Local Computer)
b ] Perscnal
4 [ Trusted Root Certification A1
| [~ Enterprise Trust
4 [ Intermediate Certification Al
| Certificate Revocation Lis
] Certificates
b [ Trusted Publishers
I [ Untrusted Certificates
» B Third-Party Reot Certificatio
b [ Trusted People
I | Client Authentication Issuers
I || Remote Desktop
b [ Smart Card Trusted Roots
b ] Trusted Devices
I ﬁ] Certification Authority (Local)
| 85 Enterprise PKI

lssued To -

[53/ Baltimore CyberTrust Root

5l IntRootCA

S Microsoft Root Authority

S Thawte Timestamping CA

[53] Class 3 Public Primary Certificat...
53] Copyright (c) 1997 Microsoft C...
5] Equifax Secure Certificate Auth...

|§] Microsoft Authenticode(tm) Ro...

Sl Microsoft Root Certificate Auth...
Sl Microsoft Root Certificate Auth...
Sl Microsoft Root Certificate Auth...
[ZINO LIABILITY ACCEPTED, (c)97 ...

lssued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Copyright (c) 1997 Microsoft Corp.
Equifax Secure Certificate Authority
IntRootCA

Microsoft Authenticode(tm) Root...
Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
NO LIABILITY ACCEPTED, (c)87 V...
Thawte Timestamping CA

Expiration Date
5/12/2025
&/1/2028
12/30/1999
8/22/2018
4/12/2035
12/317/1999
12/31/2020
5/9/2021
6/23/2033
3/22/2036
1/7/2004
12/31/2020

Intended Purposes

Server Authenticati...

Secure Email, Client...

Time Stamping

Secure Email, Serve...

<Al

Secure Email, Code ...

<All>
<All>
<All>
<All>
Time Stamping
Time Stamping

Friendly Mame

Baltirmore CyberTru...
VeriSign Class 3 Pu...

Microsoft Tirmesta...
GeoTrust
<None>

Microsoft Authenti...
Microsoft Root Aut...
Microsoft Root Cert...
Microsoft Root Cert...
Microsoft Root Cert...
VeriSign Time Stam...
Thawte Timestamp...

Status

Certificate Te...

(<]

Status: Running
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View the root CA’s local certificate store, cont’d:

File Action Media View Help

bz S|®

Action  View Favorites Window Help
EIEIEY

] Console Root Certificate Revocation List

b & Certficate Templates Issued By = Effective Date  Next Update
yl If%}‘ Certificates - Current User IntRootCA, DLETest, US 471272015 441972015

b [ Personal . .
VeriSign C | Software ... 3/23/2001 1/7/2004
4 [ 7] Trusted Root Certification Ay Srign Lommercial Settware /23 i

] Certificates
| Enterprise Trust
4 [ ] Intermediate Certification Al
] Certificate Revocation Lis
] Certificates
b ] Active Directory User Object
I |1 Trusted Publishers
b ] Untrusted Certificates
p [ ] Third-Party Root Certificatio
p [] Trusted People
b ] Client Authentication Issuers
b ] Smart Card Trusted Roots
A Iﬁ Certificates (Local Computer)
I ] Personal
4 [ ] Trusted Root Certification A
] Certificates
p [ ] Enterprise Trust
4 [ 7] Intermediate Certification Al
| Certificate Revocation Lis
] Certificates
I (1 Trusted Publishers
b ] Untrusted Certificates
[ | Third-Party Root Certificatio
b 1 Trusted People
b 1 Client Authentication Issuers
b ] Remote Desktop
b 1 Smart Card Trusted Roots
b ] Trusted Devices
I ﬁ Certification Authority (Local)
b H3 Enterprise PKI

<]

Status: Running
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View the root CA’s local certificate store, cont’d:

File Action Media View Help

LO@OO NP EBDE

=
E File Action View Favorites Window Help

= 55 8| 6B

» 2 Cert!f!mte TPl Esuedjlo Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Te...
a ¥ Sﬁpﬁlmts( Current User 55 IntRootCA InRo0tCA 21035 B ey
’ B Terss::)n:R + Certification A Sl Microsoft Windows Hardware ... Microsoft Root Authority 12/31/2002 Code Signing, Win...  <None>
4 rusted Root Certification Al
[ Certificates ExlRoot Agency Root Agency 12/31/2039 <All> <None>

Slwww.verisign.com/CPS Incorp....  Class 3 Public Primary Certificatio...  10/24/2016 Server Authenticati.. <MNone>

[ Enterprise Trust
4 [ Intermediate Certification A1
7 Certificate Revocation Lis
7 Certificates
b ] Active Directory User Object
b [ Trusted Publishers
b [ Untrusted Certificates
I || Third-Party Root Certificatio!
b ] Trusted People
b [ Client Authentication lssuers
b [ Smart Card Trusted Roots
Fl @ Certificates (Local Computer)
b ] Perscnal
4 [ Trusted Root Certification A1
7 Certificates
| [~ Enterprise Trust
4 [ Intermediate Certification Al
| Certificate Revocation Lis
b [ Trusted Publishers
I [ Untrusted Certificates
» B Third-Party Reot Certificatio
b [ Trusted People
I | Client Authentication Issuers
I || Remote Desktop
b [ Smart Card Trusted Roots
b ] Trusted Devices
I ﬁ] Certification Authority (Local)
| 85 Enterprise PKI

(<]

Status: Running
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(jump to TOC)

WARNING: This file of CertUtil.exe commands has a lot of important comments that need to be read and understood, or problems will arise.
Note: Because the CAPolicy.inf and Certutil.exe files in this document have been updated since initial publication, the values in this document’s screenshots
(such as registry settings, publication intervals, etc.) might not always reflect the values from these files.

Now we’ll run CertUtil.exe commands from an Administrator command prompt on the root CA to configure the root CA (be sure to read and follow the steps in
the REM comments):

REM | m oo o oo oo o
REM CertUtil Root

REM

REM Run these commands interactively from an administrative command prompt.

REM Note: Although this file is written in batch form it is not intended to be run as a batch file, but to have its chunks of code individually copied

|
|
|
|
REM | and pasted into a command line.
|
|
|
|

REM Note: If you run this as a batch you'll need to replace $ with %%, and maybe create a 'wait' when restarting services.

REM Note: If you run this as a batch you'll still need to manually copy this root CA's certificate to a thumb drive and publish it to AD.

REM Note: If you run this as a batch you'll still need to manually copy this root CA's certificate, and the base and the delta CRL this root CA generates
REM to a thumb drive and publish them to the CDP.

REM | mm e e e e e e e oo e
REM | mmm e e e e o e o e
REM Enable all auditing events for this root CA.

REM Note: This can also be done from the 'Auditing' tab of this root CA's properties sheet in PKI.mmc, but better to turn it on early right after ADCS

|
|
REM | installation.
|
|

REM Also be sure to use SecPol.msc to track Success and Failure in 'Advanced Audit Policy Configuration' > 'System Audit Policies' >
REM 'Object Access' > Audit Certification Services.
REM | oo oo o

certUtil.exe -setReg CA\AuditFilter 127

REM | —m—m o oo o
REM | Specify the Forest's configuration partition.

REM | This is only needed if the root is online, and if citing LDAP URLs for AIA and/or CDP (which is no longer best practice!) but include it just in case.
REM | —m—m o oo oo
certUtil.exe -setReg CA\DSConfigDN CN=Configuration,DC=DLBTest,DC=priv

REM | = e e e e e e e e
REM Set the validity period for the certificates this root CA issues (not for this root CA's certificate).

REM Note: Standalone CAs configure validity periods for the certificates they issue in their registry, enterprise CAs do it in their templates (and

REM if not there then it defaults to their registry).

REM Note: The lowest certificates should have up to 5 years, so the sub/policy/issuing CA is 10, so this root CA is 20.

|
|
|
|
REM | Note: the validity period for this root CA's certificate is set during its ADCS installation wizard, and also in its CAPolicy.inf file's 'renewal'
|
|
|

REM parameters

REM Note: the validity period of the sub/policy/issuing CA's certificate is set during its ADCS installation wizard, and also in its CAPolicy.inf file's
REM 'renewal' parameters

REM | —m—m oo oo

certUtil.exe -setReg CA\ValidityPeriodUnits 10
certUtil.exe -setReg CA\ValidityPeriod "years"

REM | — = —mm o o
REM | Define the publication intervals for the base and the delta CRL this root CA generates.

REM | Note: CRLOverlap parameters in CAPolicy.inf are ignored.

REM | Note: CRLOverlap cannot be greater than CRLPeriod.
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REM | Note: This is a lab environment which is offline for extended periods, so these values are unusually large, and a delta CRL is not used.
REM | http://blogs.technet.com/b/xdot509/archive/2012/11/26/pki-design-considerations-certificate-revocation-and-crl-publishing-strategies.aspx
REM | PKI Design Considerations: Certificate Revocation and CRL Publishing Strategies

REM | m oo o oo o oo o
certUtil.exe -setReg CA\CRLPeriodUnits 24

certUtil.exe -setReg CA\CRLPeriod "months"

certUtil.exe -setReg CA\CRLOverlapUnits 1

certUtil.exe -setReg CA\CRLOverlapPeriod "months"

REM |[-—————————— o

certUtil.exe -setReg CA\CRLDeltaPeriodUnits 0

certUtil.exe -setReg CA\CRLDeltaPeriod "days"

certUtil.exe -setReg CA\CRLDeltaOverlapUnits 0

certUtil.exe -setReg CA\CRLDeltaOverlapPeriod "days"

REM | ———mmmm oo m oo
REM Set the CDP extension URLs for the certificates this root CA issues (not for this root CA's certificate).

REM This root CA is issuing a certificate for only the sub/policy/issuing CA.

REM This root CA is offline, so no need to publish to anything but the local file system.

REM You can use certUtil.exe or the GUI to set these URLs. Komar p. 115 describes the numeric codes used, but they should be (top to bottom) :

|
I
|
|
REM | '1,8,4,2,64,128".
|
|
|

REM 65 means lst and 5th checkboxes in this root CA's CRL extensions GUI, 134 means 3rd, 4th, and 6th checkboxes in this root CA's CRL extensions GUI.

REM \n means new line (see Appendix A).

REM %$3 = CAName, %8 = CRLNameSuffix, %9 = DeltaCRLAllowed

REM | = —— oo o o o

certUtil.exe -setReg CA\CRLPublicationURLs "65:%windir$\system32\CertSrv\CertEnroll\%3%8%9.crl\nl34:http://PKI.DLBTest.priv/CDP/%$3%8%9.crl"

REM | m o oo o oo o o o
REM Set the AIA extension URLs for the certificates this root CA issues (not for this root CA's certificate).

REM This root CA is issuing a certificate for only the sub/policy/issuing CA.

REM This root CA is offline, so no need to publish to anything but the local file system.

|
|
|
REM | You can use certUtil.exe or the GUI to set these URLs. Komar p. 116 describes the numeric codes used, but 'l' doesn't seem valid?
|
|
|
|

REM 0 means no checkboxes in this root CA's AIA extensions GUI, 2 means the 1lst checkbox in this root CA's AIA extensions GUI.

REM \n means new line (see Appendix A).

REM %1 = ServerDNSName, %3 = CAName, %4 = CertificateName

REM Note: most sources recommend not using the '$1 ' in the AIA extension URLs to create security through obscurity (see Appendix B).

REM | == mm o o

certUtil.exe -setReg CA\CACertPublicationURLs "O:%windir%\system32\CertSrv\CertEnroll\%3%4.crt\n2:http://PKI.DLBTest.priv/AIA/%$3%4.crt"

REM | —m—mm o o
REM |Restart Certificate Services so the above changes take effect

REM | = mmmm o o
net stop CertSvc & net start CertSvc

REM | === o m o o o
REM | Publish this root CA's base CRL and delta CRL (to whatever this CA's CDP extensions specify).

REM | —m—m o oo oo
certUtil.exe -CRL

REM | —m—m o oo o
REM | Publish this root CA's certificate to AD for automatic distribution to Domain members (this is not the same as auto-enrollment) :

REM | Copy this root CA's certificate (%windir%\system32\certsrv\certenroll\*.crt) to a thumb drive.

REM | From a Domain member system (with or without ADCS installed) run this command interactively from an administrative command prompt as an
REM | Enterprise Admin:certUtil.exe -dspublish -f RootCACertFileName.crt RootCA

REM | === o o o o
REM | == o m o o
REM Publish to the CDP this root CA's certificate:

REM Copy this root CA's %$windir%\system32\CertSrv\CertEnroll\*.crt to the CDP's C:\IntePub\PKI\AIA

|
|
REM | Publish to the CDP this root CA's base CRL and delta CRL:
REM | Copy this root CA's $windir%\system32\CertSrv\CertEnroll\*.crl to the CDP's C:\IntePub\PKI\CDP
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REM |
REM | Note: publish to the CDP this root CA's base and delta CRL again after this root CA issues a certificate to the sub/policy/issuing CA.
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(jump to TOC)

In addition to the ‘certUtil.exe -setReg CA\AuditFilter 127 command, finish enabling auditing on the root CA using SecPol.msc as follows:

File Action View Help

«° HE = HE

i Security Settings

[+ 3 Account Policies

[+ 3 Local Policies

B [ Windows Firewall with Advanced Security
7] Metwork List Manager Policies

B ] Public Key Policies

B | Software Restriction Policies

[ | Application Control Policies

[+ -,‘3, IP Security Policies on Local Computer

4 [7] Advanced Audit Policy Configuration

4 18y Systemn Audit Policies - Local Group Pelicy Object
[ Account Logoen

[ gﬁ Account Management
[ gﬁ Detailed Tracking
[+ éﬂ D5 Access

= Policy Change
=5 Privilege Use

=5 System

Global Object Access Auditing

T

F

Subcategory Audit Events

4 Audit Application Generated Mot Configured
| Audit Central Access Policy Staging Mot Configured
lows| Audit Detailed File Share Mot Configured
54 Audit File Share Mot Configured
54 Audit File System Mot Configured
4 Audit Filtering Platform Cennection Mot Configured
5] Audit Filtering Platform Packet Drop Mot Configured
54 Audit Handle Manipulation Mot Configured
5 Audit Kernel Ohbject Mot Configured
| Audit Other Object Access Events Mot Cenfigured
4 Audit Registry Mot Configured
54 Audit Removable Storage Mot Configured
6] Audit SAM Mot Configured
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(jump to TOC)

Be sure to follow the steps at the bottom of the root CA’s CertUtil commands file.

The root CA’s certificate should be published to AD as soon as practical so that it can get distributed quickly.

(jump to TOC)

Be sure to follow the steps at the bottom of the root CA’s CertUtil commands file.
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(jump to TOC)

< G DLBT-PKI2

5) ik dbtetpi AN 0 > Gl 8 plidibtestpiv-
GQ{@ —— — © pladibtestpriv - /AL Windows 2012 R2

pki.dlbtest.priv - /AIA/ DLBTEST\D L Benway

4/12/201% 9:46 AM 837 DLBT-PKI1 IntRoosCA.crt
4/13/301%  9:30 AM 270 web.config

(< [ e o [ ee—s

pki.dlbtest.priv - /CDP/

{Te Pazent Dizectory]

473272015 10:21 MM 545 IntRostCA,.crl
4/12/2015 9:30 M 270 veb.canfl

O[5 woiamenpacs - 0] 8 pomesson-rc3

pki.dibtest.priv - /CP/

{To Pazent Directory]

4/12/2055 9:34 MM €8 DLETestrCP.Txt
4/12/2015 $:30 AM 270 veb.config

Note: this lab was built using %1_in the CertUtil.exe commands for clarity, so the CA’s certificate filename contains the CA’s server name. This is not best
practice in the enterprise. The %1_ has been removed from the CertUtil.exe commands in this document to avoid accidental usage of that variable in non-lab
environments.
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Root CA’s Enterprise PKI Snap-In (After CertUtil.exe):
(jump to TOC)

The root CA can’t use this, nor can it see templates, because it’s not an Enterprise CA.
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Root CA’s Extensions (After CertUtil.exe):

(jump to TOC)

We see now that the root CA’s CDP and AIA extensions have been updated by the CertUtil.exe commands:

e

File Action Media View Help

Z/O@OO NI D=

[& File Action View

PKI - [Console Root\Certification Authority (Local)\IntRootCA]

Favorites Window Help

| 7

G HmE v =

| Console Root

I @ Certificate Templates Name

I Iﬁ Certificates - Current User
I @ Certificates (Local Computer)
4 fﬁ] Certification Authority (Local) -

4 gi IntRootCA
1 Revokeq
1 lssued (
] Pending
1 Failed R
I 85 Enterprise PKI

] Revoked Certificates
[ Issued Certificates

Pending Requects

Errolmert Agerts | Audiing | Recovery Agents | Security

General | Palicy Module | Exit Module

Extensions | Storage I Certificate Managers

Select extension

[CRL Distribution Point [CDP)

W

Specify locations from which users can obtain a certificate revocation list
{CRL).

[<]

[#] Publish CRLs to this location

[1Include in all CRLs. Specifies where to publish in the Active Directory
when publishing manually

[]Include in CRLs. Clients use this to find Delta CRL locations
[ Include in the COP extension of issued certificates

[+] Publish Delta CRLs to this location

["]Include in the IDF extension of issued CRLs

ok |[ Cemcel || iy [[ Hep

IntRootCA

Status: Running
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View the root CA’s extensions, cont’d:

e

File Action Media View Help

T O@OO NI MG %

= PKI - [Console Root\Certification Authority (Local)\IntRootCA]
File Action View Favorites Window Help

| B v
5 Console Root

1 & Certificate Templates Name

I If%}‘ Certificates - Current User | Revoked Certificates
I Iﬁ Certificates (Local Computer) EI lesued Certificates
4 5] Certification Authority (Local) || — _
i d IntRootCA
1 Revokeq

lssued
g::::m [ Ervolmert Agents | Audiing | Recovery Agerls | Securly

[ Failed R | General | Policy Module | Ext Module
I &5 Enterprise PKI Bdensions | Storage I Certificate Managers

ending Beauests

Select extension:
[CRL Distrbution Foint (CDF)

Specify locations from which users can obtain a certificate revocation list
RL).

stem 32\Cert Srv\Cert Enroll'\<CaMName > <CRLName Suffoc:<|
] Na

|
[] Publish CRLs to this location

["] Include in 2l CRLs. Specifies where to publish in the Active Dirsctory
when publishing manually.

[#] Include in CRLs. Clients uss this to find Detta CRL locations.
[#] Include inthe CDP extension of issued cerificates

[] Publish Detta CRLs to this location

[#] Include inthe IDP extension of issued CRLs

ok [ Cancsl || ooy [[ Hep

Status: Running @ Ba
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View the root CA’s extensions, cont’d:

LY

File Action Media View Help

S O0O@OO NI kS =
= PKI - [Console Root\Certification Authority (Local)\IntRootCA]
File Action View Favorites Window Help

I EEEEI R
7] Console Root IntR(_-(_-t(A

1 & Certificate Templates Name

I If%}‘ Certificates - Current User | Revoked Certificates
I Iﬁ Certificates (Local Computer) EI lesued Certificates
4 5] Certification Authority (Local) || — _
i j IntRootCA
1 Revokeq

Issued
g ::::m [ Ervolmert Agents | Audiing | Recovery Agerls | Securly
| Geneml | Policy Module | Ext Module

[ Failed R
Extensions Sty e M
I &5 Enterprise PKI | 1ED I Certificate Managers

ending Beauests

Select extension:
| Authority Information Access (AlA)

Specify locations from which users can obtain the cedificate for this CA.

C\Windows"\system
hitp://PKI.DLBTest p

<]

[ Include inthe AlA extension of issued certificates
[[] Include in the online cetficate status protocol (OCSP) extension

ok |[ Caned [[ oy |[ heb ]

Status: Running | - . @ Ba

Note: this lab was built using %1_in the CertUtil.exe commands for clarity, so the CA’s certificate filename contains the CA’s server name. This is not best
practice in the enterprise. The %1_ has been removed from the CertUtil.exe commands in this document to avoid accidental usage of that variable in non-lab
environments.
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View the root CA’s extensions, cont’d:

e

File Action Media View Help

LO@OO N IP[ESME
PKI - [Console Root\Certification Authority (Local)\IntRootCA]
E File Action View Favorites Window Help

I EEEELE L
7] Console Root IntRcr_-tCA

P | Certificate Templates
I @ Certificates - Current User [ Revoked Certificates
3 @ Certificates (Local Computer) = Issued Certificates
4 &] Certification Authority (Local) -
4 é IntRootCA
1 Revokeq

Issued
g;:::in [ Ervolmert Agerts | Audting | Recovery Agents | Securty
| Geneml [ Palicy Module | Exit Module

[ Failed R f
Extensions 5t E T
| 55 Enterprise PKI | LELE I Certificate Managers

MName

Pendinn Reauests

Select extension
|Mhonty Information Access (AIA)

Specify locations from which users can obtain the certficate forthis CA.

5rvCert Enroll\<ServerDNSName>_<CaName |
verDNSName: <CaName><Cerficate

[#] Include in the AlA extension of issued certficates
[[]Include in the online certiiicate status protocol (OCSP) extension

Ok | [ Goned || ek [ e

Status: Running

Note: this lab was built using %1_in the CertUtil.exe commands for clarity, so the CA’s certificate filename contains the CA’s server name. This is not best
practice in the enterprise. The %1_ has been removed from the CertUtil.exe commands in this document to avoid accidental usage of that variable in non-lab
environments.
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Root CA’s CRLs (After CertUtil.exe):
(jump to TOC)

We also see that the root CA’s CRL parameters have been updated by the CertUtil.exe commands:

e

File Action Media View Help
S 0@CO|NPMEBH %

= PKI - [Console Root\Certification Authority (Local)\IntRootCA\Revoked Certificates]
E File Action View Favorites Window Help |_ g%

= 2= B
8 Console Roo

b & Certificate Templates Request ID Revocation Date Effective Revocation Date Revocation Reason Requester Name Binary Certificate Certificate Template Serial Number Certificate Effective Dz
I @ Certificates - Current User

[ Iﬁ Certificates (Local Computer) There are no items to show in this view.
4 T3 Certification Authority (Local)
4 j IntRootCA
| Revoked Certificates|
71 lssued Certificates

7] Pending Requests —|—|
CRL Publishing Paramet
[ Failed Requests ublishing Parameters | View CRLs

b 5 Enterprise PKI A Certficate Revocation List (CRL) describes certficates that clients should
consider invalid

CRL publication interval

Mext update: 4/12/2017 10:21 AM

[] Publish Delta CRLs

Mext update:

Status: Running

Note: the CertUtil.exe command specified that delta CRLs not be used (0 days) and we see that above (the checkbox is cleared).
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We see that the root CA’s CRL has been updated by the CertUtil.exe commands:

File Action Media WView Help

L/O@OO NPEDME

PKI - [Console Root\Certification Authority (Local)\IntRootCA\Revoked Certificates]

ﬁ File Action View Favorites Window Help

@ #

7] Console Root

I ,‘E Certificate Templates

I Iﬁ Certificates - Current User

I @ Certificates (Local Computer)

4 T Certification Authority (Local)
4 gi IntRootCA

B2 HE

Request ID Revocation Date Effective Revocation Date

Revocation Reason Requester Mame Binary Certificate

There are no items to show in this view.

|| Revoked Certificates|
] lssued Certificates

Revoked Certificates Properties

& X

7] Pending Requests
7] Failed Requests
I &5 Enterprise PKI

Below are listed all CRLs and Delta CRLs cumently generated by this CA.
If the CA key is re-used during a renew, the old index is re-used and you
may see some skipped indexes.

CRLs

General | Revocation List

Certificate Template

Key Index Effective Date Expiration Date Publish Status
0 412/201510:11.. 10102007 10:3..  OK

x| Certificate Revocation List Information
&
i

Value
V2
IntRootCA, DLETest, US

[ oo |

Detta CRLs

Sunday, April 12, 2015 10:11:05 AM
Tuesday, October 10, 2017 10:31...
sha256RSA

Key Index Effective Date Expiration Date Publish Status

sha256

KeylD=cD bf el f6 539281395 ...
& vo.0
[ CRL Number 02
=, P . .

Value:

View Delta CRL

| [ Cancel || ook | [ Heb

Serial Mumber

Certificate Effective Dz
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View root CA’s CRL, cont’d:

File Action Media WView Help
SOOI NP ED M=

= PKI - [Console Root\Certification Authority (Local)\IntRootCA\Revoked Certificates]
ﬁ File Action View Favorites Window Help

@ #
7] Console Root Revoked Certificates

b & Certificate Templates Request ID Revocation Date Effective Revocation Date Revocation Reason Requester Mame Binary Certificate Certificate Template  Serial Mumber Certificate Effective Dz
I Iﬁ Certificates - Current User

I @ Certificates (Local Computer) There are no items to show in this view.
4 T Certification Authority (Local)
4 gi IntRootCA

| 7| Revoked Certificates] N B

] Issued Certificates Revoked Certificates Properties | ? | X
[ Pending Requests
7] Failed Requests

[ ﬁ Enterprise PKI Below are listed all CRLs and Delta CRLs cumently generated by this CA.
If the CA key is re-used during a renew, the old index is re-used and you

may see some skipped indexes. General | Revocation List

CRLs

Key Index Effective Date Expiration Date Publish Status
0 412/201510:11.. 10102007 10:3..  OK

I | Certificate Revocation List Information
I
it

Value A
sunday, April 12, 2015 10:11:05 AM
Tuesday, October 10, 2017 10:31...
Signature algorithm  sha256RSA

View CRL Signature hash alg... sha2sa
Delta CRLs Authority Key Iden... KeyID=cObfeif65592811955...
Key Index  Effective Date Expiration Date Publish Status CA Version vo.o
CRL Mumber 0z
Mext CRL Publish ‘Wednesday, April 12, 2017 10:21:...
Issuing Distribution ... Distribution Point Mame:Full Name:...

View Delta CRL
[ Goned |1 ey [ e

Status: Running
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View root CA’s CRL, cont’d:

File Action Media WView Help

ZO0O@OO NP MBS M=

PKI - [Console Root\Certification Authority (Local)\IntRootCA\Revoked Certificates]

& File Action View Favorites Window

@ #

d= Hee

7] Console Root
I ,‘E Certificate Templates
I Iﬁ Certificates - Current User
I @ Certificates (Local Computer)
4 T Certification Authority (Local)
4 gi IntRootCA

Request ID Revocation Date Effective Revocation Date

|| Revoked Certificates|
] lssued Certificates

Revoked Certificates Properties | 2 | %

7] Pending Requests
7] Failed Requests
I &5 Enterprise PKI

Below are listed all CRLs and Delta CRLs cumently generated by this CA.
If the CA key is re-used during a renew, the old index is re-used and you
may see some skipped indexes.

CRLs

Revocation List

There are no items to show in this view.

ked certificates:

Key Index = Effective Date Expiration Date Publish Status
0 412/201510:11.. 10102007 10:3..  OK

[ vewcr|

Detta CRLs

Serial number Revocation date

Revocation entry

Key Index Effective Date Expiration Date Publish Status

View Delta CRL

| [ camcel || ey |[ Hep

Field

Status: Running

www.DanielLBenway.net
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Root CA’s Registry (After CertUtil.exe):
(jump to TOC)

We see that the Registry of the root CA has been updated:

File Action Media View Help

SO0O@OO NP S =

File Edit View Favorites Help
-~ | Beep z MName Type Data
I | bfadfcoei jj'j(DefauH:] REG_SZ (value not set)
B bfadi 24| AuditFilter REG_DWORD  (x0000007f (127)
bl BFE 2b|CACertHash REG MULTI SZ 5694 a3262b3757e9e355c18¢e345c202851336db
bl BITS 28| CACertPublicationURLs REG MULTI SZ  65:C:\Windows\system32\CertSnA CertEnrall\%1_%3%4.crt Z:http://PKI DLB Test.priv/AlA/%1_%3%4.crt
i bowser ab] CAServerName REG 57 DLBT-PKI1
b . BrokerInfrastructure i’ﬁ{]CAType REG DWORD  (x00000003 (3)
';ﬁ :;:‘::’ 3B) CAXchgCertHash REG_MULTI_S5Z
I>JJ bxois EﬂCAXcth}ver\apPeriod REG_SZ Days
_]J cdfe i’;'_tﬂCAXcthver\apPeriodUni‘ts REG_DWORD (00000001 (1)
b cdrom f_l':lCAXchg'u’alidi‘tyPenod REG_SZ Weeks
bl CerPropsve 24| CAXchgValidityPeriodUnits REG_DWORD  (x00000001 (1)
u- )y CertSve 94| CertEnrollCompatible REG_DWORD  (x00000000 (0)
4]} Configuration %% ClockSkewMinutes REG_DWORD  (x0000000a (10)
g ab] CommanName REG_SZ IntRootCA
| csp Q_ﬂCRLDeI‘taO\rerlapPenod REG_SZ Minutes
. EncryptionCSP i’;'_tﬂCRLDeltaOverlapUni‘ts REG_DWORD (00000000 (0)
[ | ExitModules QE]CRLDEI‘taPeriDd REG_SZ days
bl PolicyModules 24| CRLDekaPeriodUnits REG_DWORD (00000000 (0)
| Performance %%| CRLEditFlags REG_DWORD  (x00000T00 (256)
U Security 24| CRLFlags REG_DWORD (00000002 [2)
- chtdvbd 7% CRLNextPublish REG_BINARY 20 1d b10598 b3 d201
bl CLFS 28| CRLOverlapPeriod REG_SZ months
- clr_optimization vA.030318_ | ‘e cp) GverlapUnits REG_DWORD  0x00000006 (5)
| clr_optimization_v4.0.30319_ 28| CRLPeriod REG 57 years
i E:gm 23| CRLPeriodUnits REG DWORD  0x00000002 (2)
)l CngHwhssist ab| CRLPublicationURLs REG_MULTI_SZ  65:CAWindows\systemn32\CertSna\ CertEnroll %:3%8%:0.crl 134:http://PKI.DLBTest.priv/CDP/%:3%:8%0.crl
b CompositeBus {?jDSConfigDN REG_SZ CN=Cenfiguration,DC=DLBTest,DC=priv
). COMSyshpp 2| EKUOIDsForPublishExpiredCertinCRL REG_MULTI_SZ  1.3.6.1.5.5.7.3.3 1.3.6.1.4.1311.61.1.1
& condrv 4| Enabled REG_DWORD  (x00000001 (1)
1 crypt32 i’;'_{]EnforceXSDDNameLeng‘ths REG_DWORD (00000007 (1)
bl CryptSuc 4| ForceTeletex REG_DWORD  (x00000012 (18)
b DCLocator 2| HighSerial REG_DWORD  (x0000002a (42)
b Deomlaunch 24| InterfaceFlags REG_DWORD  (x00000647 [1601)
[-- | defragsve We|KRACertCount REG_DWORD (00000000 (0)
I:- | DeviceAssociationService ab|KRACertHash REG_MULTI_SZ
<] | [ [ [>] <] [T
Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSethServices\ CertSve\ ConfigurationtIntRootCA

N

Status: Running

Note: this lab was built using %1_ in the CertUtil.exe commands for clarity, so the CA’s certificate filename contains the CA’s server name. This is not best
practice in the enterprise. The %1_ has been removed from the CertUtil.exe commands in this document to avoid accidental usage of that variable in non-lab
environments.
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View root CA’s Registry, cont’d:

File Action Media View Help

OO0 NP

le Edit View Favorites Help

S Besp A
pj bfadfcoei
b)) bfadi
3
3

Data

(00000000 ()

days

(00000000 (0)

0x00000100 (236)

0x00000002 (2)

201db10598 b3 d201

months

0x0D0DD0DS (6)

years

000000002 (2)
B5:C\Windows'system32\CertSnA\CertEnroll\ %63%:8%0.crl 134:http://PK].DLETest. priv/ CDOP/%3%8%0.crl
CN=Configuration,DC=DLBTest, DC=priv
136155733 1361413116111
000000001 (1)

0x00000001 (1)

o~ | Name

24| CRLDeltaOverlapUnits
ab| CRLDeltaPeriod

24| CRLDeltaPeriodUnits
4| CRLEditFlags

74| CRLFlags

4| CRLNextPublish

k) CRLOverlapPeriod

%) CRLOverlapUnits

ab| CRLPeriod

4| CRLPeriodUnits

38| CRLPublicationURLs REG_MULTI_SZ
2b| DSConfigDN REG_SZ

ab) EKUOIDsForPublishExpiredCertinCRL REG_MULTI_SZ
4| Enabled REG_DWORD
i’;'gﬂ EnforceX300Namelengths REG_DWORD

Type
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_BINARY
REG_SZ
REG_DWORD
REG_SZ
REG_DWORD

b BFE
L BITS
i | bowser
- | Brokerlnfrastructure
e 1. Browser
e | bxfeoe

b -}y CertPropSvec

. -}y CertSve

4 | Configuration

"2 nfootca)
1 Csp

|, EncryptionCSP
b Lo ExitModules
b L. PolicyMedules

Wa| ForceTeletex
%) HighSerial
i’;'gﬂ InterfaceFlags

REG_DWORD
REG_DWORD
REG_DWORD

00000012 (18)
0x0000002a (42)
0x00000641 (1607)

|, Performance
- 1L Security
- | chtdvhd
b- L CLFS
- | dr_optimization_+4.0.30319_
- | clr_optimization_v4.0.30319_
h CrmBatt
.|, CNG
- | CngHwAssist
[+ . CompositeBus
.|, COMSysApp
| condrv
Ju crypt32
4y CryptSve
b - |, DClocator
b - 1. Deomlaunch
- | defragsve
- | DevicehssociationService
[ n [ [>] <] [
Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\CertSvc\ Configuration\IntRootCA

)

Status: Running

W KRACertCount

ab| KRACertHash

24| KRAFlags

fg'gﬂ LogLevel

f_l'ﬂ MaxlncomingAllocSize
f_l'ﬂ MaxlncomingMessageSize
i’;'gﬂ PolicyFlags
i’;'_-ﬂﬁecuri‘ty

i’;'_-ﬂSetu pStatus

3}_’3 SignedAttributes

3}_’3 SubjectTemplate

i';'gtl UseDS

3] ValidityPeriod

24| ValidityPeriodUnits
ﬁ'ﬂV\ewAgeMinu‘ts

74| ViewldleMinutes

REG_DWORD
REG_MULTI_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_BINARY
REG_DWORD
REG_MULTI_SZ
REG_MULTI_SZ
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD

000000000 (0)

(00000000 (0)

(00000003 (3)

(x00010000 (65336)

(x00010000 (65336)

000000000 (0)

0700 14 8490 00 00 00 a0 00 00 00 14 00 00 00 44 00 00 00 02 00 30 00 02 00 00 00 02 0 14 0O ff ff 00 00 01 07 00 00 00 00 00 01 0O 00 0000 02
000000001 (1)

RequesterMame

EMail CommonMame Organizationallnit Organization Locality State DomainComponent Country
(00000000 (0)

years

(»0000000a (10)

000000010 (16)

(%00000008 (8)
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ADSIEdit.msc (After CertUtil.exe):

(jump to TOC)

We see the root CA’s information has been published to the Active Directory:

File Action View Help

e %

27 ADs| Edit
ﬂ Default naming context [DLBT-ADDS1.DLBTest. priv]
4 i Configuration [DLET-ADDS1.DLBTest.priv]
4 R CN=Cenfiguration, DC=DLBTest, DC=priv
7] CN=DisplaySpecifiers
B CN=Extended-Rights
[ 7] CM=ForestUpdates
7] CN=LostAndFoundConfig
] CN=NTDS Quotas
] CN=Partitions
[ 7] CM=Physical Locations
4 [ ] CN=Services
[ CN=AuthN Policy Configuration
1 CN=Claims Configuration
[ 7] CN=Group Key Distribution Service
1 CN=Mlicrosoft SPP
[ CN=MsmgServices
[ CN=NetServices
4 [ 7] CN=Public Key Services
[ CN=AIA
[ CN=CDP
[ CN=Certificate Templates
[ CN=Certification Authorities
1 CN=Enrcliment Services
[ CN=KRA
71 CN=0ID
] CN=RRAS
[ CN=Windows NT
7] CN=Sites
7] CN=WellKnown Security Principals
5 RootDSE [DLBT-ADDS1.DLBTest.priv]
i Schemna [DLBT-ADDS1.DLETest.priv]
i DormainDN5Zones [DLBT-ADDS1.DLBTest. priv]
ﬂ ForestDMSZones [DLBT-ADDS1.DLETest.priv]

CN=Fublic Key Services
MName

[ cN=AA

[ cN=CDP

] CM=Certificate Templates

Class

container
container
container

(] CM=Certification Authorities container

] CN=Enroliment Services
[ CN=KRA
[Fcn=0ID

container
container

Distinguished Name

CMN=AlA, CM=Public Key Services, CN=5ervices, CN=Configuration, DC=DLBTest, DC=priv
CMN=CDP,CN=Public Key Services,CN=5ervices, CN=Configuration, DC=DLBTest,DC=priv

CM=Certificate Templates, CN=Public Key Services, CN=>5ervices, CM=Configuration, DC=DLBTest, DC=priv
CM=Certification Authorities, CN=Public Key Services, CM="5ervices, CM=Configuration, DC=DLBTest, DC=priv
CM=Enrollment Services, CN=Public Key Services, CN=5ervices, CN=Cenfiguration, DC=DLET est, DC=priv
CMN=KRA, CN=Public Key Services, CN=S5ervices, CN=Configuration, DC=DLETest, DC=priv

msPKl-Enterprise-Oid - CN=0ID,CN=Public Key Services, CN="5ervices, CN=Configuration, DC=DLBTest, DC=priv

Status: Running

=84.

www.DanielLBenway.net

2-Tier, Offline-Root, Internal PKI with 1IS CDP on 2012 R2

Page 107 of 264



View ADSIEdit.msc, cont’d:

File Action Media View Help

LOEPOO NP =

File Action View Help
s 5 EIEY

2 ADSI Edit
i Default naming context [DLBT-ADDS1.DLBTest.priv]
A ﬁ Configuration [DLET-ADDS1.DLBTest.priv]
4[] CN=Configuration,DC=DLBTest, DC=priv
7] CM=DisplaySpecifiers
] CM=Extended-Rights
7] CN=ForestUpdates
[ 7] CN=LostAndFoundConfig
7] CN=NTDS Quotas
[ CN=Partitions
] CM=Physical Locations
4[] CN=Services
% CN=AuthN Policy Configuration
[ CN=Claims Configuration
[ CN=Group Key Distribution Service
7 CN=Microsoft SPP
] CN=MsmgServices
7 CN=MetServices
4 ] CN=Public Key Services
5] CN=AIA
] CN=CDP
7] CN=Certificate Templates
| CN=Certification Authorities
| CN=Enrollment Services
7] CN=KRA
7 cn=0ID
7] CN=RRAS
[0 CN=Windows NT
7] CM=Sites
[ CN=WellKnown Security Principals
= RootDSE [DLBT-ADDS1.DLBTest.priv]
S Schema [DLBT-ADDS1.DLBTest.priv]
i DomainDMN5Zones [DLBT-ADDS1.DLBTest.priv]
ﬁ ForestDMNSZones [DLBT-ADDS1.DLBTest.priv]

MNare Class Distinguished Name
g CN=IntRootCa4 certificationAuthority  CN=IntRootCA CN=AlA CN=Public Key Services, CN=5ervices, CN=Configuration, DC=DLBTest, DC=priv

B

Status: Running
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View ADSIEdit.msc, cont’d:

File Action View Help
s 5 EIEY

2 ADSI Edit CN=CDP
i Default naming context [DLBT-ADDS1.DLBTest.priv]
A ﬁ Configuration [DLET-ADDS1.DLBTest.priv]
4 [ CN=Configuration,DC=DLETest, DC=priv There are no items to show in this view.
7] CM=DisplaySpecifiers
] CM=Extended-Rights
7] CN=ForestUpdates
[ 7] CN=LostAndFoundConfig
] CN=NTDS Quotas
[ CN=Partitions
] CM=Physical Locations
4[] CN=Services
% CN=AuthN Policy Configuration
[ CN=Claims Configuration
[ CN=Group Key Distribution Service
[ CN=Microsoft SPP
] CN=MsmgServices
7 CN=MetServices
4 ] CN=Public Key Services
5 CN=AIA
] CN=CDP
7] CN=Certificate Templates
| CN=Certification Authorities
| CN=Enrollment Services
7] CN=KRA
[ CN=0ID
7] CN=RRAS
[0 CN=Windows NT
7] CM=Sites
[ CN=WellKnown Security Principals
= RootDSE [DLBT-ADDS1.DLBTest.priv]
S Schema [DLBT-ADDS1.DLBTest.priv]
i DomainDMN5Zones [DLBT-ADDS1.DLBTest.priv]
ﬁ ForestDMNSZones [DLBT-ADDS1.DLBTest.priv]

Distinguished Name

www.DanielLBenway.net 2-Tier, Offline-Root, Internal PKI with 1IS CDP on 2012 R2 Page 109 of 264



View ADSIEdit.msc, cont’d:

ile Action Media View Help

bliS| &

File Action View Help
e = =Y

3’ ADSI Edit CN=Certificate Templates
ﬁ De{alflt narf\ing context [DLBT-ADDS1 .DF_BTst.pliv] Distinguished Name
4 i Configuration [DLET-ADDS1.DLBTest.priv]
4[] CN=Configuration,DC=DLETest,DC=priv There are no items to show in this view.
7] CM=DisplaySpecifiers
7] CN=Extended-Rights
7] CN=ForestUpdates
7] CN=LostAndFoundConfig
71 CN=NTDS Quotas
[ CN=Partitions
[ 7] CN=Physical Locations
4 [ CN=Services
] CN=AuthN Policy Configuration
7] CN=Claims Configuration
[ 7] CN=Group Key Distribution Service
[ CMN=Microsoft SPP
] CN=MsmgServices
[ CN=NetServices
4 [ ] CN=Public Key Services
7] CN=AlA
[ CN=CDP
] CN=Certificate Templates
7] CN=Certification Authorities
1 CN=Enrcliment Services
[ CN=KRA
71 CN=0ID
7] CN=RRAS
7] CN=Windows NT
71 CN=Sites
[ CN=WellKnown Security Principals
5 RootDSE [DLBT-ADDS1.DLBTest.priv]
3 Schema [DLET-ADDS1.DLBTest.priv]
ﬁ DomainDN5Zones [DLBT-ADDS1.DLBTest. priv]
5 ForestDNSZones [DLBT-ADDS1.DLETest.priv]

n

Status: Running
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View ADSIEdit.msc, cont’d:

ile Action Media View Help

File Action View Help
e EY

E’ADSI Edit CN=Certification Authorities 1
i Defal_lll nar_ning context [DLET-ADDS1 .D_I.BTsl.| Name Class Distinguished Name
4 ?é‘l’“::'::'g::;;f:;:ggikfgmggm ] CN=IntRootCA certificationAuthority CN=IntRootCA, CN=Certification Authorities, CN=Public Key Services, CN=Services, CN=Configuration, DC=DLBTest, DC=priv
7] CN=DisplaySpecifiers
B CN=Extended-Rights
] CN=ForestUpdates
[ 7] CN=LostAndFoundCenfig
7] CN=MTDS Quotas
] CN=Partitions
=] CMN=Physical Locations
4[] CN=Services
[ CN=AuthN Pelicy Configuration
7] CN=Claims Configuration
[ CM=Group Key Distribution Service
] CN=Microsoft SPP
7] CN=MsmgServices
] CM=NetServices
4[] CN=Public Key Services
5] CN=AIA
7] CN=CDP
7] CM=Certificate Templates
| CN=Certification Authorities
1 CN=Enrollment Services
7] CN=KRA
7] CN=0ID
7] CM=RRAS
71 CN=Windows NT
7] CN=Sites
7] CN=WellKnown Security Principals
5 RootDSE [DLET-ADDS1.DLBTest.priv]
5 Schema [DLET-ADDS1.DLETest.priv]
g
E

DomainDMNSZones [DLBT-ADDST.DLBTest.priv]
ForestDNSZones [DLBT-ADDS1 . DLBTest.priv]

Status: Running . E 8“
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View ADSIEdit.msc, cont’d:

File Action View Help
s 5 EIEY

2 ADSI Edit CN=Enrollment Services
i Default naming context [DLBT-ADDS1.DLBTest.priv]
A ﬁ Configuration [DLET-ADDS1.DLBTest.priv]
4 [ CN=Configuration,DC=DLETest, DC=priv There are no items to show in this view.
7] CM=DisplaySpecifiers
] CM=Extended-Rights
7] CN=ForestUpdates
[ 7] CN=LostAndFoundConfig
] CN=NTDS Quotas
[ CN=Partitions
] CM=Physical Locations
4[] CN=Services
% CN=AuthN Policy Configuration
[ CN=Claims Configuration
[ CN=Group Key Distribution Service
[ CN=Microsoft SPP
] CN=MsmgServices
7 CN=MetServices
4 ] CN=Public Key Services
5 CN=AIA
] CN=CDP
7] CN=Certificate Templates
| CN=Certification Authorities
| CN=Enrollment Services
7] CN=KRA
[ CN=0ID
7] CN=RRAS
[0 CN=Windows NT
7] CM=Sites
[ CN=WellKnown Security Principals
= RootDSE [DLBT-ADDS1.DLBTest.priv]
S Schema [DLBT-ADDS1.DLBTest.priv]
i DomainDMN5Zones [DLBT-ADDS1.DLBTest.priv]
ﬁ ForestDMNSZones [DLBT-ADDS1.DLBTest.priv]

Distinguished Name
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View ADSIEdit.msc, cont’d:

File Action View Help
s 5 EIEY

2 ADSI Edit
i Default naming context [DLBT-ADDS1.DLBTest.priv]
A ﬁ Configuration [DLET-ADDS1.DLBTest.priv]
4 [ CN=Configuration,DC=DLETest, DC=priv There are no items to show in this view.
7] CM=DisplaySpecifiers
] CM=Extended-Rights
7] CN=ForestUpdates
[ 7] CN=LostAndFoundConfig
] CN=NTDS Quotas
[ CN=Partitions
] CM=Physical Locations
4[] CN=Services
% CN=AuthN Policy Configuration
[ CN=Claims Configuration
[ CN=Group Key Distribution Service
[ CN=Microsoft SPP
] CN=MsmgServices
7 CN=MetServices
4 ] CN=Public Key Services
5 CN=AIA
] CN=CDP
7] CN=Certificate Templates
| CN=Certification Authorities
| CN=Enrollment Services
[ CN=KRA
[ CN=0ID
7] CN=RRAS
[0 CN=Windows NT
7] CM=Sites
[ CN=WellKnown Security Principals
= RootDSE [DLBT-ADDS1.DLBTest.priv]
S Schema [DLBT-ADDS1.DLBTest.priv]
i DomainDMN5Zones [DLBT-ADDS1.DLBTest.priv]
ﬁ ForestDMNSZones [DLBT-ADDS1.DLBTest.priv]

Distinguished Name
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View ADSIEdit.msc, cont’d:

File Action View Help
s EY

& ADS| Edit CN=0ID
i Default naming context [DLBT-ADDS1.DLBT est.priv]
4 ﬂ Configuration [DLET-ADDS1.DLBTest.priv]
4 B CN=Configuration,DC=DLBTest,DC=priv There are no items to show in this view.
7] CM=DisplaySpecifiers
7] CM=Extended-Rights
] CM=ForestUpdates
71 CN=LostAndFoundConfig
7] CN=NTDS Quotas
7] CN=Partitions
7] CM=Physical Locations
a [ CN=Services
[ CM=AuthN Policy Configuration
7 CN=Claims Configuration
[ CM=Group Key Distribution Service
[ CM=Microsoft SPP
[ CM=MsmqServices
[ CMN=NetServices
4[] CN=Public Key Services
[T Ch=AIA
[ CN=CDP
7] CM=Certificate Templates
7] CMN=Certification Authorities
1 CM=Enrollment Services
7] CN=KRA
7] CN=0ID
[ CM=RRAS
[ CN=Windows NT
7] CM=Sites
[ 7] CN=WellKnown Security Principals
ﬂ RootDSE [DLBT-ADDS1.DLETest.priv]
5 Schema [DLBT-ADDS1.DLBTest.priv]
ﬂ DomainDM5Zones [DLBT-ADDST.DLBTest.priv]
5 ForestDNSZones [DLET-ADDS1.DLBTest.priv]

Distinguished MName

=B

Status: Running
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DC’s Local Certificate Store (After CertUtil.exe):
(jump to TOC)

View the DC'’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the root CA’s certificate from AD):

File Action Media

#0@O0

=

ew Help

([ )

ﬁ File Action View Favorites Window Help

Bl = Bm

e

] Console Root

4 Iﬁ Certificates - Current User

b [l Personal

4 [ ] Trusted Root Certification Authorities

I [] Enterprise Trust

4[] Intermediate Certification Authorities
| Certificate Revocation List
[ Certificates

b [ ] Active Directory User Object

I ] Trusted Publishers

b 1 Untrusted Certificates

p [] Third-Party Root Certification Authoriti

b ] Trusted People

b 1 Client Authentication Issuers

b 1 Smart Card Trusted Roots

4 Iﬁ Certificates (Local Computer)

I ] Personal

4[] Trusted Root Certification Authorities
[ Certificates

b || Enterprise Trust

4 [ ] Intermediate Certification Authorities
| Certificate Revocation List
[ Certificates

b ] Trusted Publishers

b 1 Untrusted Certificates

(| Third-Party Root Certification Authoriti

b [ ] Trusted People

b ] Client Authentication Issuers

b ] Remote Desktop

b [] Certificate Enrollment Requests

b ] Smart Card Trusted Roots

p 1 Trusted Devices

-

[ Baltimore CyberTrust Root

5] Class 2 Public Primary Certificat...
(5] Class 2 Public Primary Certificat...
5] Copyright (c) 1997 Microsoft C...
5,/ DigiCert High Assurance EV Ro...
[ Entrust Root Certification Auth...
[ Equifax Secure Certificate Auth...

[ GTE CyberTrust Global Root
ZlIntRootCA

S Microsoft Authenticode(tm) Ro...

S Microsoft Root Authority

S Microsoft Root Certificate Auth...
SpMicrosoft Root Certificate Auth...
S Microsoft Root Certificate Auth...
[SINO LIABILITY ACCEPTED, ()97 ...

[l Thawte Timestamping CA

Issued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatio...
Copyright {c) 1987 Microsoft Corp.
DigiCert High Assurance EV Root ...
Entrust Root Certification Authority
Equifax Secure Certificate Authority
GTE CyberTrust Global Root
IntRootCA

Microsoft Authenticode(tm) Root...
Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...

MO LIABILITY ACCEPTED, ()87 V...
Thawte Timestamping CA

Expiration Date
5/12/2025
8/1/2028
14772004
12/30/1999
117972031
1172772026
8/22/2018
8/13/2018
4/12/2035
12/31/1999
12/31/2020
5/9/2021
6/23/2035
3/22/2036
1/7/2004
12/3172020

Intended Purposes
Server Authenticati..,
Secure Email, Client...
Secure Email, Client...
Time Stamping
Server Authenticati...
Server Authenticati..
Secure Email, Serve...
Secure Email, Client...
<All>

Secure Email, Code ...
<All>

<All>

<All»

<All>

Time Stamping
Time Stamping

Friendly Mame

Baltimore CyberTru..,
VeriSign Class 3 Pu...

VeriSign

Microsoft Timesta...
DigiCert

Entrust

GeoTrust

GTE CyberTrust Glo...

<None=

Microsoft Authenti..,
Microsoft Root Aut...
Microsoft Root Cert...
Microsoft Root Cert...
Microsoft Reot Cert..,
VeriSign Time Stam...
Thawte Timestamp...

Status

Certificate Te...

Status: Running

www.DanielLBenway.net

2-Tier, Offline-Root, Internal PKI with 1IS CDP on 2012 R2

Page 115 of 264



View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the root CA’s certificate from AD), cont’d:

File Action Media View Help

L 0O@OO (N PMED M=

=
ﬁ File Action View Favorites Window Help

ANTEEIEE]

4 Iﬁ Certificates - Current User Issued By - Effective Date Next Update

b [l Personal . .
VeriSign C | Software ...  3/23/2001 1/7/2004
4 [ ] Trusted Root Certification Authorities eneign Jemmercial sothware /234 i

[ Certificates

I [] Enterprise Trust

4[] Intermediate Certification Authorities
| Certificate Revocation List
] Certificates

b [ ] Active Directory User Object

b ] Trusted Publishers

b 1 Untrusted Certificates

p [7] Third-Party Root Certification Authoriti

b ] Trusted People

b 1 Client Authentication Issuers

b 1 Smart Card Trusted Roots

4 Iﬁ Certificates (Local Computer)

I ] Personal

4[] Trusted Root Certification Authorities
[ Certificates

b || Enterprise Trust

4 [ ] Intermediate Certification Authorities
| Certificate Revocation List
[ Certificates

b ] Trusted Publishers

b 1 Untrusted Certificates

(| Third-Party Root Certification Authoriti

b [ ] Trusted People

b ] Client Authentication Issuers

b ] Remote Desktop

b [] Certificate Enrollment Requests

b ] Smart Card Trusted Roots

p 1 Trusted Devices

B

Status: Running
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View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the root CA’s certificate from AD), cont’d:

File Action Media View Help

/OGO NP BD =

=
ﬁ File Action View Favorites Window Help
N EEEE]

] Console Root Certificates

4 Iﬁ Certificates - Current User Issued To Issued By Expiration Date  Intended Purposes Friendly Mame Status  Certificate Te..
b (5 Personal o || Slintrootca IntReotCA 411272035 <Al> <None»
@3 %usé:i;n::::ertrﬂcatlon Authorities SMicrosoft Windows Hardware .. Microsoft Root Autherity 12/3172002 Code Signing, Win..  <Mones
SJRoot Agency Root Agency 12/31/2039 <All> <None>

I [] Enterprise Trust
4 ) Intermediate Certification Authorities [Slwww.verisign.com/CPS Incorp.... Class 3 Public Primary Certificatio... 10/24/2016 Server Authenticati.. <Monex

| Certificate Revocation List

b [ ] Active Directory User Object

b ] Trusted Publishers

b 1 Untrusted Certificates

p [7] Third-Party Root Certification Authoriti

b ] Trusted People

b 1 Client Authentication Issuers

b 1 Smart Card Trusted Roots

4 Iﬁ Certificates (Local Computer)

I ] Personal

4[] Trusted Root Certification Authorities
[ Certificates

b || Enterprise Trust

4 [ ] Intermediate Certification Authorities
| Certificate Revocation List
[ Certificates

b ] Trusted Publishers

b 1 Untrusted Certificates

| Third-Party Root Certification Authoriti

b [ ] Trusted People

b ] Client Authentication Issuers

b ] Remote Desktop

b [] Certificate Enrollment Requests

b ] Smart Card Trusted Roots

p 1 Trusted Devices

I

Status: Running
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View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the root CA’s certificate from AD), cont’d:

File Action Media View Help

2|0O@®O0 |

[& File Action View Favorites Window

Help

FIEEICE

e H

| Console Root
a Eﬁ Certificates - Current User
] Personal
4 [ Trusted Root Certification Authorities
[ Certificates
» [ Enterprise Trust
4 || Intermediate Certification Authorities
| 7] Certificate Revocation List
7] Certificates
b | Active Directory User Object
b ] Trusted Publishers
b ] Untrusted Certificates

b Third-Party Root Certification Authoriti

B[] Trusted Pecple

» ] Client Authentication lssuers

& ] Smart Card Trusted Roots

Fl @ Certificates (Local Computer)

] Personal

a4 [ Trusted Root Certification Authorities
] Certificates

[ 1 Enterprise Trust

4 [ Intermediate Certification Authorities
] Certificate Revocation List
7] Certificates

b ] Trusted Publishers

b ] Untrusted Certificates

B Third-Party Root Certification Authoriti

b ] Trusted Pecple

b ] Client Authentication lssuers

b | Remote Desktop

b [ ] Certificate Enrollment Requests
& -] Smart Card Trusted Roots

b ] Trusted Devices

Certificates

lssued To “

[ Baltimore CyberTrust Root

53] GTE CyberTrust Global Root
SlIntRootCA

3l Microsoft Root Authority

Sl Thawte Timestamping CA

53] Class 3 Public Primary Certificat...
[5Class 3 Public Primary Certificat...
5 Copyright (<) 1997 Microsoft C...
S DigiCert High Assurance EV Ro...
[l Entrust Root Certification Auth...
Sl Equifax Secure Certificate Auth...

@ Microsoft Authenticode(tm) Ro...

3l Microsoft Root Certificate Auth...
Sl Microsoft Root Certificate Auth...
S Microsoft Root Certificate Auth...
[ZINO LIABILITY ACCEPTED, (c)97 ...

Issued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatio...
Copyright (c) 1997 Microsoft Corp.
DigiCert High Assurance EV Root ...
Entrust Root Certification Authority
Equifax Secure Certificate Authority
GTE CyberTrust Global Root
IntRootCA

Microzoft Authenticode(tm) Root...
Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori..,

MO LIABILITY ACCEPTED, ()97 V...
Thawte Timestamping CA

Expiration Date
5/12/2025
8/1/2028
1/7/2004
12/30/1989
11/9/2021
11/27/2026
&/22/2m18
8/13/2018
4/12/2033
12/31/1959
12/31/2020
5/9/2021
/2372035
3/22/2036
1/7/2004
12/31/2020

Intended Purposes
Server Authenticati...
Secure Email, Client...
Secure Email, Client..,
Time Stamping
Server Authenticati..,
Server Authenticati..,
Secure Email, Serve...
Secure Email, Client...
<All>

Secure Email, Code ...
<Al

<Al

<All>

<All>

Time Stamping
Time Stamping

Friendly Mame

Baltimore CyberTru...
VeriSign Class 3 Pu...

VeriSign

Microsoft Timesta...
DigiCert

Entrust

GeoTrust

GTE CyberTrust Glo...

<MNone>

Microsoft Authenti...
Microsoft Root Aut...
Microsoft Root Cert...
Micresoft Root Cert...
Microsoft Root Cert...
VeriSign Time Stam...
Thawte Timestamp...

Status

Certificate Te...

Status: Running
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View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the root CA’s certificate from AD), cont’d:

File Action Media View Help

% 0@OO (NI D &

% File Action View Favorites Window Help
e sF 8] 6B

7] Console Root Certificate Revocation List

4 Iﬁ Certificates - Current User Issued By - Effective Date Next Update

b 1 Personal ] Verisi :
VeriSign Commercial Software ...  3/23/2001 1/7/2004
4[] Trusted Root Certification Authorities . g

] Certificates

[ Enterprise Trust

4 [ ] Intermediate Certification Authorities
| Certificate Revocation List
] Certificates

b || Active Directory User Object

I ] Trusted Publishers

b 1 Untrusted Certificates

| Third-Party Root Certification Authoriti

b [ ] Trusted People

b ] Client Authentication Issuers

b 1 Smart Card Trusted Roots

A Iﬁ Certificates (Local Computer)

b 1 Personal

4 | 7] Trusted Root Certification Authorities
] Certificates

p [ ] Enterprise Trust

4 [ Intermediate Certification Authorities
| 7| Certificate Revocation List
7] Certificates

b 1 Trusted Publishers

b 1 Untrusted Certificates

I [ 7] Third-Party Root Certification Authoriti

b 1 Trusted People

b ] Client Authentication Issuers

b ] Remote Desktop

b ] Certificate Enrollment Requests

b [ Smart Card Trusted Roots

b ] Trusted Devices

Status: Running
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View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the root CA’s certificate from AD), cont’d:

File Action Media View Help

/OGO NP BD =

=
ﬁ File Action View Favorites Window Help
N EEEE]

] Console Root Certificates

4 Iﬁ Certificates - Current User Issued To Issued By Expiration Date  Intended Purposes Friendly Mame Status  Certificate Te..
b (5 Personal o || Slintrootca IntReotCA 411272035 <Al> <None»
@3 %usé:i;n::::ertrﬂcatlon Authorities SMicrosoft Windows Hardware .. Microsoft Root Autherity 12/3172002 Code Signing, Win..  <Mones
SJRoot Agency Root Agency 12/31/2039 <All> <None>

I [] Enterprise Trust
4 ) Intermediate Certification Authorities [Slwww.verisign.com/CPS Incorp.... Class 3 Public Primary Certificatio... 10/24/2016 Server Authenticati.. <Monex

| Certificate Revocation List
[ Certificates

b [ ] Active Directory User Object

b ] Trusted Publishers

b 1 Untrusted Certificates

p [7] Third-Party Root Certification Authoriti

b ] Trusted People

b 1 Client Authentication Issuers

b 1 Smart Card Trusted Roots

4 Iﬁ Certificates (Local Computer)

I ] Personal

4[] Trusted Root Certification Authorities
[ Certificates

b || Enterprise Trust

4 [ ] Intermediate Certification Authorities
| Certificate Revocation List
] Certificates

b ] Trusted Publishers

b 1 Untrusted Certificates

| Third-Party Root Certification Authoriti

b [ ] Trusted People

b ] Client Authentication Issuers

b ] Remote Desktop

b [] Certificate Enrollment Requests

b ] Smart Card Trusted Roots

p 1 Trusted Devices

I

Status: Running
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Root CA’s Local Certificate Store (After CertUtil.exe):

(jump to TOC)

View root CA’s local certificate store:

Action  View Favorites Window Help

Bl o= Hm

7] Console Root

I @ Certificate Templates

4 [l Certificates - Current User
b ] Personal

4 [ 7] Trusted Root Certification Authorities

| Enterprise Trust

4 [ 7] Intermediate Certification Authorities

] Certificate Revocation List
] Certificates
b ] Active Directory User Object
b ] Trusted Publishers
b ] Untrusted Certificates

| Third-Party Root Certification Autheri

b [] Trusted People
b ] Client Authentication lssuers
b 1 Smart Card Trusted Roots
A Iﬁ Certificates (Local Computer)
I |1 Personal

4 [ ] Trusted Root Certification Authorities

] Certificates
p [] Enterprise Trust

4 [ 7] Intermediate Certification Authorities

| Certificate Revocation List
[ Certificates

I (1 Trusted Publishers

b ] Untrusted Certificates

| Third-Party Root Certification Autheri

b 1 Trusted People
b 7] Client Authentication lssuers
b ] Remote Desktop
b 1 Smart Card Trusted Roots
I ] Trusted Devices
I ﬁ Certification Authority (Local)
b E5 Enterprise PKI

<]

Certificates

lssued To “

(55l Baltimore CyberTrust Root

Sl IntRootCA

S Microsoft Root Authority

53] Thawte Timestamping CA

[55] Class 3 Public Primary Certificat...
|55l Copyright () 1997 Microsoft C...
[55) Equifax Secure Certificate Auth...

S Microsoft Authenticode(tm) Rou.

53 Microsoft Root Certificate Auth...
[Sal Microsoft Root Certificate Auth...
5 Microsoft Root Certificate Auth...
[SINO LIABILITY ACCEPTED, ()97 ...

Issued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Copyright (c) 1997 Micresoft Corp.

Equifax Secure Certificate Authority
IntRootCA

Microsoft Authenticode(tm) Root...
Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori..,

NO LIABILITY ACCEPTED, ()87 V...
Thawte Timestamping CA

Expiration Date
5/12/2025
8/1/2028
12/30/1999
g/az/2ms
4/12/2035
12/31/1999
12/31/2020
5/9/2021
6/23/2033
3/22/2036
1/7/2004
12/31/2020

Intended Purposes

Server Authenticati...

Secure Email, Client...

Time Stamping

Secure Email, Serve...

<All>

Secure Email, Code ...

<All>
<All=
<All>
<All>
Time Stamping
Time Stamping

Friendly Name

Baltimore CyberTru...
VeriSign Class 3 Pu...

Microsoft Timesta...
GeoTrust
<Nonex

Microsoft Authenti...

Microsoft Root Aut..,

Microsoft Root Cert...
Microsoft Root Cert...
Microsoft Root Cert...
VeriSign Time Stam...
Thawte Timestamp...

Status

Certificate Te...

Status: Running
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View root CA’s local certificate store, cont’d.

File Action Media View Help

£/0O@OO NI ED

E File Action View Favorites Window Help
«=| zE 8| 6=

b & Cetificate Templates Issued By S Effective Date  Mext Update
Fl @ Certificates - Current User IntRootCA, DLBTest, US 471272015 10/10/2017

b [ Perscnal o .
VeriSign C | Software ... 3/23/2001 1/7/2004
4 || Trusted Root Certification Authorities Srlgn Lommercial software /231 s

7 Certificates
[ Enterprise Trust
4 [ Intermediate Certification Authorities
|ﬁ Certificate Revocation List
7 Certificates
b ] Active Directory User Object
b [ Trusted Publishers
b [ Untrusted Certificates
I || Third-Party Root Certification Authori
b ] Trusted People
b [ Client Authentication lssuers
b [ Smart Card Trusted Roots
Fl @ Certificates (Local Computer)
b ] Perscnal
4 [ Trusted Root Certification Authorities
7 Certificates
| [~ Enterprise Trust
4 [ Intermediate Certification Authorities
7 Certificate Revecation List
] Certificates
b [ Trusted Publishers
I [ Untrusted Certificates
» B Third-Party Reot Certification Authori
b [ Trusted People
I | Client Authentication lssuers
I || Remote Desktop
b [ Smart Card Trusted Roots
b ] Trusted Devices
I ﬁ] Certification Authority (Local)
| 85 Enterprise PKI

Status: Running

Notice the dates on the root CA’s certificate CRL have changed:
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View root CA’s local certificate store, cont’d.

View Favorites Window Help
EINEIEY
B8 Consle oot

v E Eert:mate Teg‘ platsu Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Te...
4G ﬁe"‘p icates ; urrent User 5 IntRootCA IntRoctCA 471272035 <All> <None>

i = T:::: Root Certification Authorities S Microsoft Windows Hardware .. Microsoft Root Authority 1273172002 Code Signing, Win...  =None>

] Certificates =/ Root Agency Root Agency 1273172039 <All> <Mone>

Sl www.verisign.com/CPS Incorp....  Class 3 Public Primary Certificatio...  10/24/2016 Server Authenticati..  <None»

[ Enterprise Trust
4 [ Intermediate Certification Authorities
] Certificate Revocation List
b o] Active Directory User Object
] Trusted Publishers
| Untrusted Certificates
[ 1 Third-Party Root Certification Authori
b 1 Trusted People
b 7] Client Authentication lssuers
b 7| Smart Card Trusted Roots
4 @ Certificates (Local Computer)
b ] Personal
4 [ | Trusted Root Certification Autherities
] Certificates
[ Enterprise Trust
4 [ Intermediate Certification Authorities
| Certificate Revocation List
] Certificates
b ] Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Autheri
b ] Trusted Pecple
t | Client Authentication Issuers
b [ Remote Desktop
1 Smart Card Trusted Roots
b ] Trusted Devices
I Il Certification Authority (Local)
|- 53 Enterprise PKI

<[

)

Status: Running

www.DanielLBenway.net 2-Tier, Offline-Root, Internal PKI with 1IS CDP on 2012 R2 Page 123 of 264



View root CA’s local certificate store, cont’d.

File Action Media View Help

S O@OO NI ES E

=

E File Action View Favorites Window Help

a5

AIEEICE

| Console Root

P | Certificate Templates

4 @ Certificates - Current User
b [ Perscnal

4 || Trusted Root Certification Authorities

7 Certificates
[ Enterprise Trust

4 [ Intermediate Certification Authorities

7 Certificate Revocation List
7 Certificates
b ] Active Directory User Object
b [ Trusted Publishers
b [ Untrusted Certificates

I || Third-Party Root Certification Authori

b ] Trusted People
b [ Client Authentication lssuers
b [ Smart Card Trusted Roots
Fl @ Certificates (Local Computer)
b ] Perscnal

4 [ Trusted Root Certification Authorities

| [~ Enterprise Trust

4 [ Intermediate Certification Authorities

7 Certificate Revecation List
] Certificates

b [ Trusted Publishers

I [ Untrusted Certificates

» B Third-Party Reot Certification Authori

b [ Trusted People
I | Client Authentication lssuers
I || Remote Desktop
b [ Smart Card Trusted Roots
b ] Trusted Devices
I ﬁ] Certification Authority (Local)
| 85 Enterprise PKI

(<]

Certificates

lssued To -

[53/ Baltimore CyberTrust Root

S IntRootCa

5 Microsoft Root Authority

S Thawte Timestamping CA

[53/ Class 3 Public Primary Certificat...
53] Copyright (c) 1997 Microsoft C...
5 Equifax Secure Certificate Auth...

@ Microsoft Authenticode(tm) Ro...

S Microsoft Root Certificate Auth...
S Microsoft Root Certificate Auth...
S Microsoft Root Certificate Auth...
[SINO LIABILITY ACCEPTED, (c)97 ...

Issued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Copyright () 1997 Microsoft Corp.
Equifax Secure Certificate Authority
IntRootCA

Microsoft Authenticode(tm) Root...
Microsoft Root Authority

Microsoft Root Certificate Autheri...
Microsoft Root Certificate Autheri...
Microsoft Root Certificate Authori...
MO LIABILITY ACCEPTED, ()97 V...
Thawte Timestamping CA

Expiration Date
5/12/2025
8/1/2028
12/30/1999
8/22/2018
4/12/2035
1213171999
12/31/2020
5/9/2021
6/23/2033
3/22/2036
1/7/2004
12/31/2020

Intended Purposes

Server Authenticati...

Secure Email, Client...

Time Stamping

Secure Email, Serve...

<Al

Secure Email, Code ...

<Al
<All>
<All>
<All>
Time Stamping
Time Stamping

Friendly Name

Baltimore CyberTru...
VeriSign Class 3 Pu...

Microsoft Tirmesta...
GeoTrust
<None>

Microsoft Authenti...

Microsoft Root Aut...

Microsoft Root Cert...
Microsoft Root Cert...
Microsoft Root Cert..
VeriSign Time Stam...
Thawte Timestamp...

Status

Certificate Te...

Status: Running
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View root CA’s local certificate store, cont’d.

ion  Media View Help

bz S|®

Action  View Favorites Window Help

B| @ =

b & Certficate Templates Issued By - EffectiveDate  Next Update
4 [l Certificates - Current User IntRootCA, DLETest, US 471242015 1041072017

b [ Personal .
VeriSign C | Software ... 3/23/2001 1/7/2004
4 [ 7] Trusted Root Certification Authorities Srlgn Lommercial Software /237 1'71'

] Certificates
| Enterprise Trust
4 [ 7] Intermediate Certification Authorities
] Certificate Revocation List
] Certificates
b ] Active Directory User Object
I |1 Trusted Publishers
b ] Untrusted Certificates
| Third-Party Root Certification Autheri
p [] Trusted People
b ] Client Authentication lssuers
b ] Smart Card Trusted Roots
A Iﬁ Certificates (Local Computer)
I ] Personal
4[] Trusted Root Certification Authorities
] Certificates
p [ ] Enterprise Trust
4 [ 7] Intermediate Certification Authorities
|ﬁ Certificate Revocation List
] Certificates
I (1 Trusted Publishers
b ] Untrusted Certificates
[ | Third-Party Root Certification Authori
b 1 Trusted People
I 1 Client Authentication lssuers
b ] Remote Desktop
b 1 Smart Card Trusted Roots
b ] Trusted Devices
I ﬁ Certification Authority (Local)
b H3 Enterprise PKI
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View root CA’s local certificate store, cont’d.

File Action Media View Help

% 0@O0

File Action View Favorites Window Help
NEEEIEE]

| Console Root Certificates

v & Cert?‘f?c,ate Templates Issued To Issued By Expiration Date  Intended Purposes Friendly Mame Status  Certificate Te...
4 Gl Certificates - Current User 5l IntRootCA IntRootCA 412/2035 <All> <None>
E g "I"rel’nss:::lRoot Certification Authorities Sl Microsoft Windows Hardware .. Microsoft Root Authority 12/31/2002 Code Signing, Win..  <None>
Sl Root Agency Root Agency 12/31/203% <All> <MNone>

[ Certificates i A -
b [ Enterprise Trust Sl www.verisign.com/CPS Incorp...  Class 3 Public Primary Certificatio...  10/24/2016 Server Authenticati., <MNone>

4 [ 7] Intermediate Certification Authorities
| Certificate Revocation List
[ Certificates
b ] Active Directory User Object
I 1 Trusted Publishers
b [ Untrusted Certificates
[ Third-Party Root Certification Authori
b 1 Trusted People
b 1 Client Authentication lssuers
b ] Smart Card Trusted Roots
4 Iﬁ Certificates (Local Computer)
b 1 Personal
4 [ ] Trusted Root Certification Authorities
7] Certificates
[ Enterprise Trust
4 [ ] Intermediate Certification Authorities
| Certificate Revocation List
b ] Trusted Publishers
b ] Untrusted Certificates
p (] Third-Party Root Certification Authori
b 1 Trusted People
I |1 Client Authentication Issuers
b ] Remote Desktop
b 1 Smart Card Trusted Roots
b 1 Trusted Devices
b Lxl Certification Authority (Local)
b E Enterprise PKI

<]

Status: Running | . @ Ba
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(jump to TOC)

Set the ‘Cert Publishers’ group in every Domain to be Domain Local (default in 2012 R2, but for other OSs a PowerShell script might be the only way to do this)
and add to it all Domain-member PKI servers across the Forest (Komar p.67):

File Action Media View Help

G OO0 NIk EkS %

E Active Directory Users and Computers -|a| x
File Action View Help
— -
e 2 S8 XEGR BHm 2 eaTYER
] Active Directory Users and Computers [DLBT-£|| Name Type Description
b [ Saved Queries & Administrator User Built-in account for administering the computer/domain
4 [ DLBTest.priv 82, Allowed RODC Password Replication Group Security Group - Domain Local  Members in this group can have their passwords replicated to all read-only domain controllers in the domai
[ Builtin 82, Cert Publishers Security Group - Domain Local Members of this group are permitted to publish certificates to the directory
b [5 Computers 82, Cloneable Domain Con i - at are domain controllers may be cloned.
b % DLET-Accounts 52, Denied RODC Passwerd annot have their passwords replicated to any read-only domain contrallers in the di
b (2] DLBT-Contacts %
DnsAdmins p
b % gts:amu:s 52, DnsUpdateProxy | General | Members | Member Of | Managed By | mitted to perform dynamic updates on behalf of some other clients (such as DHCP ¢
E ;_:] D acc |:e;” 82, Domain Admins Members rs of the domain
S Domain Controllers i .
b [ ForeignSecurityPrincipals 52, Domain Computers Name ‘Active Dirsctory Domain Services Folder ers joined .tothe domain
b [ Managed Service Accounts 52, Domain Controllers (& DLBT-PKI2 DLBTest.priv/DLBT-Machines/DLBT-Servers/DLET-Apg| | | | the domain
B Users 82, Domain Guests
52, Domain Users
2 Enterprise Admins rs of the enterprise
%Entarpnsa Read-cnly Dg re Read-Only Domain Controllers in the enterprise
82, Group Policy Creater Oy an modify group policy for the domain
5_. Guest it access to the computer/domain
82 Message Capture Users roup can capture messages using Microsoft Message Analyzer,
82, Protected Users re afforded additional protections against authentication security threats. See http:/
52, RAS and 1AS Servers access remote access properties of users
%Read-only Domain Con re Read-Only Domain Controllers in the domain
82, Schema Admins rs of the schema
2, WinRMRemoteWM|Use < m 3y an access WMI resources over management protecels (such as W5-Management vi
T e ]| o |
< m s <] [ >

Status: Running |

ELEE

Note: members of the Domain Local ‘Cert Publishers’ security group have the right to publish certificates into the local Domain of the Active Directory.
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Get an OID which will be used to name each CP (Certificate Policy) on your policy CAs.

Obtaining an OID for a Certificate Issuing Policy (CAPolicy.inf)...
http://www.networkworld.com/article/2231566/microsoft-subnet/obtaining-an-oid-for-a-certificate-issuing-policy--capolicy-inf----.html

Method One:
If you already have a valid OID obtain a CPS arc from you OID overlord.

Method Two:
Don't have a valid OID? Go to the following Web site and after paying lots of money you too can become an evil OID overlord:
http://web.ansi.org/other services/registration programs/reg org.aspx?menuid=10 .

Method Three:
Go to the following site, and get OIDGen.vbs: http://gallery.technet.microsoft.com/ScriptCenter/en-us/56b78004-40d0-41cf-b95e-
6e795b2e8a06. This script generates unique OIDs in the Microsoft number sequence (1.2.840.113556).

Method Four:

Cheat create your own. Bring up a backup of your Active Directory environment in a lab. Install certificate services as an Enterprise Root on a
domain controller. At a command prompt on the domain controller type certtmpl.msc and press Enter. The Certificate Templates MMC will
open. In the right pane select the Workstation Authentication template. Alternatively, you can select any other V2 template. From the Action
menu select Properties. Click the Extensions tab. Select the Issuance Policies from the list box and click Edit. In the Edit Issuance Policies
Extension dialog click Add. Click New... in the next dialog. A unique object identifier is generated and shown in the New Issuance Policy dialog.
Select the complete OID and press + to copy the content into the clipboard. Copy the OID into a document for future reference.

Again... this yet another procedure | wouldn’t recommend for a “real” PKI deployment.
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Obtaining an OID from MS (Method Three above)...
https://msdn.microsoft.com/en-us/library/ms677620(v=vs.85).aspx

"Once you have a base OID, be careful when deciding how the OIDs should be divided into categories, because these OIDs are contained in the
prefix table and are part of the DC replication data. It is recommended that no more than two OID categories be created." DLB: | think this
means dividing up the OID, but not appending to it.

"You can create subsequent OIDs for new schema classes and attributes by appending digits to the OID in the form of OID.X, where X may be any
number that you choose." DLB: | think this means it's OK to append at will.

For an internal PKI you don’t need a public OID, so use Microsoft’s OIDGen.vbs to get your OID (for internal use only, not for external use):
OID for DLBTest: 1.2.840.113556.1.8000.2554.40936.6001.33135.17734.39001.12709046.13823921
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Use OIDGen.vbs to generate an OID:

.

Apphcation Tools

View Manage

- 4 {j. » ThisPC » Local Disk (C) » Temp

Fle Action Media View Help : — — v :
2 O0O@OO NP BYHY N

xX

A DLBT-ADDS1
Your root OID is:

1.2.840.113556.1.8000.2554.40936,6001,33135.17734.39001,12705046.13823921 Windows 2012 R2

-
Name

3] oidgen.vis

desktop.ini

Titem  1item selected S.37KB

www.DanielLBenway.net

DLBTEST \D.L Benway
This prefix should be used to name your schema attributes and classes. For
eample: f your prefuc is “Microscft”, you should name schema elements like
“microsoft-Employee-ShoeSize™. For more information on the prefo, view the
Schema Naming Rules in the server Apphication Specification
(httpe//t " ft. fwind: 2003/ pantners/isvs/appspec.mspx).

You can create subsequent OIDs for new schema classes and attributes by

appending & X to the OID where X may be any number that you choose. A
schema scheme g iy uses the foll

¥ your assigned Of0 was: 1.2.840.113556,1.8000.2554.999999

then classes could be under: 1.2.840.113556,1.8000.2554.999999.1
which makes the fiest class OI0: 1.2.840.113556,1,8000.2554,999999.1.1
the second class OID; 1.2.840,113556.1.8000.2554.999999.1.2  etc...

Using this example attributes could be under: 1.2.840,113556,1.8000.2554.999999.2
which makes the first attribute OID: 1.2.840.113556.1.8000.2554.955665.2.1
the second attribute OID: 1.2,840.113555,1.8000.2554.999959.2.2  etc...

Here are some other useful links regarding AD schema:

Understanding AD Schema

http//technet2. macrosoft.com/WindowsServer/en/Library/b7TbSb74f - ebdf-42f6-2
928-¢529792512011033.mspx

Developer d 1on on AD Sch
hetp://msdnZmicrosoft.com/en-us/library/ms675085.a5px

Extending the Schema
http://msdn2.microsoft.com/en-us/libeary/mebT6300.0spx

Step-by-Step Guide to Using Active Directory Schemna and Display Specifiers
tp://www.mictosoft comtechnet/prodtechnoliwind Betiohachial

(4 y

hetpe// fen/Library/600CFTEA-80de-41c0-ae
3e-51eda0d7ab651033. mspx

o]
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Devise a hierarchical plan for organizing your use of that OID, something like this:

1.2.840.

[ N = W SR GRS Gyt
NN NN NN

.840.
.840.
.840.
.840.
.840.
.840.
.840.

113556.

113556.
113556.
113556.
113556.
113556.
113556.
113556.

e e e e e

.8000.

.8000.
.8000.
.8000.
.8000.
.8000.
.8000.
.8000.

2554.

2554,
2554.
2554,
2554,
2554.
2554.
2554.

40936.

40936.
40936.
40936.
40936.
40936.
40936.
40936.

6001.

6001.
6001.
6001.
6001.
6001.
6001.
6001.

33135.

33135.
33135.
33135.
33135.
33135.
33135.
33135.

17734.

17734.
17734.
17734.
17734.
17734.
17734.
17734.

39001.

39001.
39001.
39001.
39001.
39001.
39001.
39001.

1270904¢6.

12709046.
12709046.
12709046.
12709046.
1270904¢6.
12709046.
12709046.

13823921

13823921.
.002 is for PKI
13823921.
13823921.
13823921.
13823921.
13823921.

13823921

is our OID

001 is for AD schema extensions

002.001 is PKI CPs

002.001.001isPKICP1

002.001.002is PKICP 2

003 is for SNMP

004-999 are TBD (room for growth)

Now remember, “There is a practical limit to the number of certificate policies that can be included in a CA certificate. The Active Directory Domain Services (AD
DS) schema allows only a maximum string length of 4,096 bytes for all CPS information, including OID, notification text, and URL. The total length of the
certificate policy entries must be less than 4,096 bytes.” (Komar p. 104)

In ASCII every character takes up one byte (8 bits), but in UniCode every character takes up two bytes (16 bits).
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Sub/Policy/Issuing CA:
(jump to TOC)

This page is just a TOC placeholder.
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WARNING: This CAPolicy.inf file has a lot of important comments that need to be read and understood, or problems will arise.
Note: Because the CAPolicy.inf and Certutil.exe files in this document have been updated since initial publication, the values in this document’s screenshots
(such as registry settings, publication intervals, etc.) might not always reflect the values from these files.

To build the sub/policy/issuing CA, first write (in %SystemRoot%) the CAPolicy.inf file:

; CAPolicy.inf Sub/Policy/Issuing

; CAPolicy.inf is used during ADCS installation of the local CA, and renewal of the local CA's certificate.
; Save it in $systemRoot% in ANSI format.

; Remember to never install a CA on a DC (it's a violation of best practice).

; Be sure to follow the PathLength procedure at the end of this CAPolicy.inf file.

JHEHHE AR A R R R A R R R
[Version]
Signature="$Windows NTS$"

RedfHf A R R R R
[PolicyStatementExtension]

; See RFC 3647 for more info: https://www.ietf.org/rfc/rfc3647.txt

;
Policies=DLBTestCP

FHE A R A R R R R R R R R R R R R R R R R R R R R R R R R R
[DLBTestCP]

0OID=1.2.840.113556.1.8000.2554.40936.6001.33135.17734.39001.12709046.13823921.002.001.001
NOTICE=Notice: DLBTest CP (Certificate Policy)
URL=http://PKI.DLBTest.priv/CP/DLBTestCP.txt

FHE R R R R R R R R R R R R R R R R R R R R R R R R

[CertSrv_server]

; This sub/policy/issuing CA's certificate will be signed by the root CA.

; This sub/policy/issuing CA's certificate has a key length, and a certificate validity period which is specified during its local ADCS installation GUI
; wizard.

; The key length and validity period of the certificates this sub/policy/issuing CA issues is specified in the enterprise templates (standalone CAs

; configure validity periods for the certificates they issue in their registry, enterprise CAs do it in the enterprise templates (and if not there then it
; defaults to their registry)).

; These renewal settings affect renewal of this sub/policy/issuing CA's certificate (because there is no enterprise template which defines them, and

; because the local ADCS installation GUI would have already been run at the time of renewal).

; During renewal these settings will default to match the existing certificate. They have been explicitly set here for completeness and clarity.

; Key length 2048 is chosen for compatibility.

; The lowest certificates should have up to 5 years, so sub/policy/issuing CA's certificate is 10, so root CA's certificate is 20.
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RenewalKeyLength=2048
RenewalValidityPeriodUnits=10
RenewalValidityPeriod=years

; We want to support Windows OSs earlier than Vista, as well as Apple, Cisco, Java, etc., so disable alternate signatures for the certificates this
; sub/policy/issuing CA issues.
; Note: 'Discrete' has been deprecated and replaced by 'Alternate'.

; LoadDefaultTemplates=0 means do NOT issue the default certificate templates onto this sub/policy/issuing CA from the AD.

; LoadDefaultTemplates=1 means issue the default certificate templates onto this sub/policy/issuing CA from the AD.

; WARNING: Please research and carefully consider whether or not you want to use these default certificate templates.

; Most PKI experts agree that it's best practice to NOT load default templates.

; If you don't load them, this CA will only issue certificates based on templates you specifically issue from AD onto this CA (giving you the opportunity

; to customize the templates before issuing them onto this CA). This is good for complex PKIs that are actively managed by experienced admins.

; If you do load them, this CA will issue certificates based on the default templates. This might be OK for a lab or for simpler PKIs that are more casually
; managed by less experienced admins. Some certificates will be automatically issued (such as for Domain Controllers) because the default templates were

; loaded.

LoadDefaultTemplates=1

REdfH A R R R
; [CRLDistributionPoint]

REdfHEA A R R R R
; [AuthorityInformationAccess]

REREHEA SRS R R R R R R
[BasicConstraintsExtension]

; The subject type in this root CA's certificate is 'CA'.

; PathLength should be set on the policy CA, not the root CA, to provide the greatest future flexibility for change.
; PathLength of zero means this CA is an end node in the CA hierarchy.
; In 2012 R2, 2016, and 2019 it seems that setting the sub/policy/issuing CA's PathLength in the CAPolicy.inf just doesn't work so:

; 1. completely build and configure the root CA

; 2. on the root CA run "CertUtil.exe -setReg Policy\CAPathLength 1" from an administrative command prompt

; 3. restart ADCS on the root CA

; 4. completely build and configure the sub/policy/issuing CA

; 5. on the root CA run "CertUtil.exe -setReg Policy\CAPathLength Oxffffffff" from an administrative command prompt (which sets
; the root CA's PathLength back to none)

; 6. restart ADCS on the root CA
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Critical=true
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Follow the steps in the last paragraph of the sub/policy/issuing CA’s CAPolicy.inf:
0% DLBT-PKIT on DBENWAY-QSI-LAP - Virtual Machine Connection = =
File Action Media View Help
@@O0(nik i =
LB =
do R
= Administrator: Command Prompt =0
DLBT-P Ad 0
=) e FET R - ~
Status: Running | g Bﬁ
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Verify the Registry setting change on the root CA, then restart the root CA’s ADCS:

File Edit View Favorites Help

|:> <1 bfcoe

L s

[~ cdrom

pj CertPropSve

4. j Certbve

AM Configuration

¢ 4.l IntRootCA
el
| EncryptionCSP
I L ExitModules
a- | PolicyModules

j Performance

- Ju Security
- || chtdvbd
b )L CLFS
- | clr_optimization_v4.0.30319_32
- | clr_optimization_v4.0.30319_64

| CmBatt

.|, CNG
- | CngHwAssist
[~ | CompositeBus
- |, COMSyshpp
- |l condrv
“ crypt32
bl CryptSve
[ j DClocator
D--j Dcomlaunch
|> | defragsve
Dj DevicefssociationService
I | Devicelnstall
Dj Dfsc
b- )l Dhep
bl disk
Bl dmvse
|> j Dnscache

il Certificatefuthority_MicrosoftD

Mame

2B (Default)

Bl

6| DefaultSMIME

ab| DisableExtensionList
2% EditFlags

ab|EnableEnrolleeR: E:

Type Data

REG_SZ (value not set)

REG_DWORD  (xD000O0DOT (1)

REG_MULTISZ 1.2.840.113549.3.2,128 1.2.840.113549.3.4,128 1.3,14.3.2.7 1.2.840.113549.3.7

REG_MULTI_SZ

REG_DWORD  0x000033ee (33774)

REG_MULTI_SZ 1.3.6.1.4.1.311.10.9.1 1.3.6.1.4.1.311.20.2 1.3.6.1.4.1.311.21.7 1.3.6.1.4.1.311.21.10 1.3.6.1.4.1.311.21.11 1.3.6.1.4.1.311.21.12 2

;‘_!'j EnableRequestExtensionList
i’ﬂOﬂ RequestDisposition

fﬂ-f] RevocationType

ab| RevocationURL
ab|SubjectAltName
ab|SubjectAltName2

REG_MULTI_SZ  1.2.840.113349.1.815 1.3.6.1.4.1.311.21.1 1.3.6.1.4.1.311.21.2 2.5.29.15
REG_DWORD  0(x00000101 (257)

REG_DWORD  (x00000100 (256)

REG_SZ https://%1/CertEnroll/nsrev_%3.asp

REG_SZ DISABLED: Set to EMail to set SubjectAltName extension to the email address
REG_SZ DISABLED: Set to EMail to set SubjectAltName2 extension to the email address
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Install ADCS onto the sub/policy/issuing CA:

o DLBT-PKI2 on DBENWAY-QSI-LAP - Virtual Machine Connection - DR
File Action Media View Help

@O |NPiES M=

Server Manager

Manage Tools

Server Manager * Dashboard

Dashboard =] Add Roles and Features Wizard

B Local Server
DESTINATION SERVER

5 All Servers Select server roles T e

% File and Storage Services P

Before You Begin Select one or more roles to install on the selected server.

e Installation Type Roles Description
server selection ~ Active Directory Certificate Servi
St
= Directory Certificate Service: {AD CS) is used to create
[0 Active Directory Domain Services certification authorities and related cide
LEARN [] Active Directory Federation Services role services that allow you to issue
[] Active Directory Lightweight Directory Services andimanagceriicatessedlina
variety of applications.
ROLES Role Services [ Active Directory Rights Management Services
=t confirmation [] Application Server —
-ﬂ [] DHCP Server
J— [] DNS Server
® [] Fax Server
[> [®] File and Storage Services {1 of 12 installed)
[] Hyper-v

[[] Network Policy and Access Services
[] Print and Document Services

[] Remate Access

[[] Remote Desktop Services

Install Cancel

# B

Status: Running

==

=84 .
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Certifiaction Authority is the only needed role:

File Action Media View Help
S|O@OO NI ED S
= Server Manager

Dashboard

Local Server
DESTINATION SERVER

i

s All Servers Select role services OLBT-PK2.DL8Testrv
g File and Storage Services P

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description

Server Selection ificati : i
Certification Authority e el

to issue and manage certificates.

[] Certificate Enrallment Policy Web Service Multiple CAs can be linked to form a

Featuras [] Certificate Enrollment Web Service public key infrastructure.

AD C5 [] Certification Authority Web Enrollment

[[] Metweork Device Enroliment Service

[] Online Responder

Server Roles

Confirmation

< Previous | | MNext > | | Install | | Cancel

Status: Running
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After installation of ADCS, we need to configure the sub/policy/issuing CA:

File

Action Media View Help

O@00 Nk kS =

Server N

WELCOME TO SERVER MANAGER /. Post-deployment Configura...
Dashboard )  —

Configuration required for Active Directory

o anﬁg ure this local server Certificate Services at DLET-PKIZ

Configure Active Directory Certificate Services on th...

B Local Server
BE All Servers

B® ADCS

QUICK START

2 Add roles and features 0 Bt EeD
|

Configuration required. Installation succeeded on
4 Create 3 server group DLBT-PKI2 DLETest.priv.

Add Roles and Features

¥§ File and Storage Services P
3 Add other servers to manage

5 Connect this server to cloud services

Hide

Task Details
ROLES AND SERVER GROUPS
Roles 2 | Servergroups: 1 | Serverstotak 1
[ [ File and Storage [ - [ -
"} apcs 1 ] . 1 i Local Server 1 Hi Al Servers 1
(®) Manageability (® Manageability (® Manageability (® Manageability
Events. Events. Evenis Events
Services Performance Services Services
Performance BPA results Performance Performance

BPA results

BPA results BPA resuits

Status: Running
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Use an account with sufficient permissions (an Enterprise Admin who is also a member of the sub/policy/issuing CA’s local Administrators group):

i DLBT-PKI2 on DBENWAY-QSI-LAP - Virtual Machine Connection = B
File Action Media View Help

®@0 kiD=

& Server Manager

Server Manager » Dashboard @ | rA Manage  Tooks  View

WELCOME TO SERVER MANAGER

B Local Server 2 AD CS Configuration I;li-

#5 All Servers |

E® AD CS . B DESTINATION SERVER
- Credentials DLBT-PKI2.DLBTest.priv
WE File and Storage Services b
oy Specify credentials to configure role services
Role Services

To install the following role services you must belong to the local Administrators group:
= * Standalone certification authority

* Certification Authority Web Enrollment

* Online Responder

Hide

ROY = N N = 2
Rl To install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority

nf * Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service

* Network Device Enrollment Service

Credentials: DLBETest.priviD.LBenway

ol

More about AD CS Server Roles

# B -
Status: Running | Q aﬂ

EREEE
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Certification Authority is the only role to configure:

File Action Media View Help
S O@®OO Nib|iS %

& Server Manager

Server Manager *» Dash

p— WELCOME TO SERVER MANAGER
Dashboard

i

ii All Servers

B8 ADCS

Local Server

DESTINATION SERVER

_ Role Services DLBT-PKI2.DLBTest.priv
B File and Storage Services b

Cradentials Select Role Services to configure

Setup Type Certification Authority
|:| Certification Authority Web Enrollment
[] Online Respondear

Hide
CA Type

Private Kay [[] Metwork Device Enrcllment Service
Cryptography [] Certificate Enrollment Web Service
A Mame [] Certificate Enrollment Policy Web Service

validity Peried
Certificate Database

Confirmation

Mare about AD CS Server Roles

< Previous || Next = | | Configure || Cancel

Status: Running
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This sub/policy/issuing CA will be an Enterprise sub/policy/issuing CA (it will be a Domain member):

ot DLBT-PKI2 on DBENWAY-QSI-LAP - Virtual Machine Connection = B
File Action Media View Help

@@0 NIk MkD .

Server Manager

Server Manager » Dashboard ) | I'A Manage  Tools

WELCOME TO SERVER MANAGER
Dashboard

B Local Server & AD CS Configuration I;Ii-

E All Servers

E® ADCS S _|_ DESTINATION SERVER
_ etu p ype DLBT-PKI2.DLBTest.priv
BE File and Storage Services b
wH Cradzntials Specify the setup type of the CA
Role Services
Setup Type Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to e
14| P simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
CA Type certificates.
Private Kay _
RO ®) Enterprise CA
Role: Cryptography )
! ! Enterprise CAs must be domain members and are typically online to issue certificates or
ul CA Name certificate policies.
Validity Peried
E S ) Standalone CA
Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offline).

More about Setup Type

< Previous Next > Configure Cancel

e[S a 3

Status: Running | Q a ﬁ o
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o

File Action Media WView Help
ZL/O@OO NP EBD M=
i

Dashboard
B Local Server
ii All Servers
B% ADCS

#§ File and Storage Services P

www.DanielLBenway.net

This sub/policy/issuing CA will be subordinate to the root CA:

CA Type

Credentials
Role Services

Setup Type

Private Key
Cryptography
CA Name
Certificate Requast
Certificate Databaze

Confirmation

Server Manager

View

DESTINATION SERVER
DLBT-PKI2.DLBTest.priv

Specify the type of the CA

‘When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKl hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

O Root CA
Root CAs are the first and may be the only CAs configured in a PK] hierarchy.

@ Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

More about CA Type

< Previous || Mext > | | Configure || Cancel
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This is a new CA, so we’ll create a new private key for this sub/policy/issuing CA:

File Action Media View Help

S O@OO NP kS E

= Server Manager

WELCOME TO SERVER MANAGER
Dashboard

i Local Server
ii All Servers
% ADCS

) DESTINATION SERVER
Private Key DLBT-PKI2.DLBTest.priv

ii File and Storage Services b

Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.

CA Type (®) Create a new private key
Use this option if you do not have a private key or want to create a new private key.

Cryptography () Use existing private key

CA Nzme Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Certificate Request () Select a certificate and use its associated private key

Cerfificate Database Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.

Confirmation .
() Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

< Previous ‘ | Next > ‘ | Configure | ‘ Cancel

Status: Running
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e Microsoft’s software Key Storage Provider (MS KSP) will be the Cryptographic Storage Provider (CSP) used by this sub/policy/issuing CA.

e Key length 2048 is just for this sub/policy/issuing CA’s certificate. 2048 was chosen because it’s highly compatible.

e SHA256 is the hash algorithm used by this sub/policy/issuing CA (SHA1 is no longer secure, so don’t use it).

o DLBT-PKI2 on DBENWAY-QSI-LAP - Virtual Machine Connection = =
File Action Media View Help

@O0 NS =

i Server Manager

Server Manager » Dashboard

[ | r Manage Tools View
C A

p— WELCOME TO SERVER MANAGER
I8 Dashboard

Ejtcealiseivey = AD CS Configuration -[ax]
ii All Servers
E® ADCS : DESTINATION SERVER
_ C prtOg ra Ohy for CA DLBT-PKI2.DLBTest.priv
B File and Storage Services b
wH Cradentials Specify the cryptographic options
Role s
Select a cryptographic provider: Key length: .
Hide
LEA | RSA#Microsoft Software Key Storage Provider |v ‘ | 2048 | = |
RO Select the hash algorithm for signing certificates issued by this CA:
el SHA256 ~
o SHA3E4 =
| SHAS12
SHAT
MDS e
Confirmation
[] Allow administrator interaction when the private key is accessed by the CA.
Mare about Cryptography
DEEEE N
Status: Running Q a g
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Give this sub/policy/issuing CA a meaningful name (not identical to its hostname) like IntPollssCA. I like to keep the name to 15 or fewer characters in case

there’s a NetBIOS compatibility issue.

The distinguished name suffix is usually the system’s AD distinguished name minus its hostname:

0% DLET-PKI2 on DBENWAY-QSI-LAP - Virtual Machine Connection = B
File Action Media View Help

@O |HIk kS| =

Server Manager

- (\§) | I'A Manage Tools

— WELCOME TO SERVER MANAGER
I2& Dashboard

0 Local Server L AD CS Configuration I;Ii-
ii All Servers

E® ADCS : DESTINATION SERVER
- CA Name DLBT-PKI2.DLBTest.priv

#§ File and Storage Services P

wH Credentials Specify the name of the CA
Role Services
= Type a common name to identify this certification authority (CA). This name is added to all

14| certificates issued by the CA, Distinguished name suffix values are automatically generated but can Fide
be modified.
rROY ~ i h Common name for this CA:
Rol yptograpny
- IntSubPollssCA|
CA Name
1
| Certificate Request Distinguished name suffix:
a Certificate Database DC=DLBTest DC=priv

Confirmation
Preview of distinguished name:

CN=IntSubPollssCA,DC=DLETest, DC=priv

More about CA Name

| = e =

= ; =
Status: Running Q B g
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Because the root CA is offline, we’ll have to save this sub/policy/issuing CA’s certificate request to a file:

File Action Media View Help
T O@OO NP MG %
=] Server Manager

| Ir Manage View
A 9

Dashboard
i Local Server

ii All Servers

E® ADCS - DESTINATION SERVER

_ Certificate Request DLBT-PKI2.DLBTest.priv
BE File and Storage Services P

Cradzntials Request a certificate from parent CA
Role Services

Setup Type You require a certificate from a parent certification authority (CA) to allow this subordinate CA to

issue certificates. You can request a certificate from an online CA or you can store your request to

CATyp= a file to submit to the parent CA.

Private Key

(O Send a certificate request to a parent CA:
Select:

CA Name ® CAname

Cryptography

O Computer name

Certificate Database Parent CA:

Confirmation
(® Save a certificate request to file on the target machine:

File name: CADLET-PKIZ.DLETest.priv_DLBTest-DLBT-PKI2-CAreq

o You must manually get a certificate back from the parent CA to make this CA operational.

More about Certificate Request

< Previous | | Next > | ‘ Configure | | Cancel

Status: Running @ Ba
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Set the desired location for the local ADCS database and logs:

File Action Media View Help
ZO0O@OO (NI KBS ME
[

Server Man » Dashboard

WELCOME TO SERVER MANAGER
Dashboard

Local Server
All Servers

CA Database

¥§ File and Storage Services P

Credentials

Role Services

Setup Type

CA Type

Private Key
Cryptography
CA Name
Certificate Regquest

Certificate Database

Confirmation

Status: Running

Server Manager

| Irl’r \ Manage

DESTINATION SERVER
DLBT-PKI2.DLBTest.priv

Specify the database locations

Certificate database location:
CAWindowshsystem32\CertLog

Certificate database log location:
CAWindows'system32\CertLog

More about CA Database

‘ Configure || Cancel

=84 .
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Review the configuration:

File Action Media View Help
T O@OO NP MG %
=] Server Manager

View

WELCOME TO SERVER MANAGER
Dashboard

B Local Server

ii All Servers
B® ADCs = . DESTINATION SERVER
Confirmation DLET-PKI2.DLBTest.priv

¥§ File and Storage Services P
Credentials To configure the following roles, role services, or features, click Configure.

Role Services » Active Directory Certificate Services
Setup Type
CA Type

Certification Authority

CA Type: Enterprise Subordinate

Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHA256

CA Mame Key Length: 2048

Private Key

Allow Administrator Interaction: Disabled

Certificate Validity Period: Determined by the parent CA

Distinguished Name: CN=IntSubPollssCA, DC=DLBTest, DC=priv

Offline Request File Location:  CADLBT-PKIZ.DLBTest.priv_DIBTest-DLBT-PKI2-CA.req
Certificate Database Location: ~ C:\Windows\system32\Certlog

Certificate Database Log C\Windows\system32\Certlog
Location:

Certificate Regquest
Cerfificate Databaze

< Previous | | Next > | ‘ Configure | | Cancel

Status: Running @ Ba
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Configuration will be complete once this sub/policy/issuing CA requests and then installs its CA certificate from the root CA:
0t DLBT-PKI2 on DBENWAY-QSI-LAP - Virtual Machine Connection = =

File Action Media WView Help

@O0 Nk MES =

Server Manager

Manage Tools View

== Dashboard
0 Local Server 25 AD CS Configuration \;Ii-
E All Servers

B® ADCsS

DESTINATION SERVER

- Results DLBT-PKI2.DLBTest.priv
BE File and Storage Services [

The following roles, role services, or features were configured:

WH
 Active Directory Certificate Services
LAl Certification Authority 1. Configuration succeeded with warnings iz
I The Active Directory Certificate Services installation is incomplete. To complete the installation,
use the request file "CADLBT-PKI2.DLBTest.priv_DLBTest-DLBT-PKIZ-CAreq” to obtain a
ROYJ certificate from the parent CA. Then, use the Certification Authority snap-in to install the
ol certificate. To complete this procedure, right-click the node with the name of the CA, and then
a click Install CA Certificate. The operation completed successfully, 0x0 (WIN32: 0)
More about CA Configuration
€

< Previous Mext > Close Cancel

e = -

Status: Running ‘ g ’j&
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ADCS installation is complete, but this sub/policy/issuing CA still needs to request and then install its CA certificate from the root CA:

0% DLBT-PKI2 on DBENWAY-QSI-LAP - Virtual Machine Connection

_—

File Action Media View Help

@O0 NPk MkS| %

Server Manager *» Dashboard

WELCOME TO SERVER MANAGER
Dashboard

i Local Server P
- o lanmngure tnis local server

All Servers

H
E} ADCsS i

2 Add roles and features

&5 File and Storage Services P

e Iis WHAT'S NEW -
4 Create a server group
5 Connect this server to cloud services
LEARN MORE
ROLES AND SERVER GROUPS
Roles 3 Server groups: 1 | Servers totak 1

[ Server Manager

ﬂ Feature installation
|

Configuration required. Installation succeeded on
DLBET-PKI2.DLBTest.priv.

Add Roles and Features

0 Post-deployment Configuration
|

Configuration completed for Active Directory
Certificate Services at DLET-PKI2

Task Details e

@ Manageability @ Manageability @ Manageability @ Manageability @ Manageability
Events Events Events Events Events

Services Performance Services Services Services
Performance BPA results Performance Performance Performance
BPA results BPA results BPA results BPA results

e s = &

Status: Running |

ELTF
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Use a thumb drive to copy the certificate request file (.req) from the sub/policy/issuing CA to the root CA:

File Action Media View Help
L/O@OO|NPEBD NS
B
DLBT-PKI2
N[ Windows 2012 R2

Home Share Wiew

DLBTEST \ D.L.Benway

o [E, » ThisPC » Local Disk () » v c,| | Search Local Disk ()

* Favorites MName Date modified Type Size

B Desktop SRecycle.Bin 2/24/2015 .45 PM File folder
j Downloads @ Documents and Settings 8/22/201310:48 AM  File folder
5l Recent places | InetPub 4/12/2015 %26 AM  File folder
| Install_Files 2/24/2015 8:26 PM  File folder
1% This PC | Perflogs 8/22/201311:52 AM  File folder
| Program Files 2/24/20157:30 PM File folder
ej Network | Program Files (x26) 2/24/2015 8:26 PM File folder
ProgramData 4/12/201510:56 AM  File folder
System Volume Information 2/18/2015 423 PM  File folder
L Temp 2/18/20151:29 PM  Filefolder
| Users 2/25/20151:14 PM File folder
. Windows 4/12/201511:11 AM  File folder
“ bootmgr 8/22/2013 1:31 AM System file
% BOOTMNXT 6/18/2013 8:18 AM  System file

| D DLBT-PKI2Z.DLETest.priv_DLBTest-DLET-PKI2-CAreq  4/12/2015711:11 AM REQ File
“ pagefilesys 4/12/2015 10556 AM  System file

desktop.ini

16items  1item selected 1.40KB

Status: Running

www.DanielLBenway.net 2-Tier, Offline-Root, Internal PKI with 1IS CDP on 2012 R2 Page 153 of 264



Here's the certificate request file (.req) on the root CA, copied from the sub/policy/issuing CA:

DLBT-PKI1

R Windows 2012 R2

Home Share Wiew DLBT-PKI1 \ Admini
desktop.ini © - 1 \E. » ThisPC » Local Disk (C) » v c.\ [ Search Local Disk ()

477 Favorites Mame Date modified Type Size

B Desktop $Recycle.Bin 2/24/2015 &13PM  File folder
desktop.ini j Downloads [ Documents and Settings 8/22/201310:48 AM  File folder
“El Recent places | Install_Files 2/24/20158:28PM  File folder
. Perflogs 8/22/2013 11:52 AM  File folder
I (M This PC L. Program Files 2/24/20157:30 PM File folder
PKl.msc |\ Program Files (x86) 2/24/2015 828 PM  File folder
3 e- Metwork ProgramData 41272015 10:56 AM  File folder
Systern Volume Information 2/18/2015 423 PM  File folder
L Temp 2/24/2015 2:46 PM  File folder
| Users 2/24/2015 813 PM  Filefolder
L Windows 4/12/201511:07 AM  File folder
“| bootmgr 8/22/2013 1:31 AM System file
% BOOTNKT 6/18/2013 8:18 AM  System file
| D DLBT-PKI2.DLBTest.priv_DLBTest-DLBT-PKI2-CA.req  4/12/2015 11:11 AM  REC File
| pagefilesys 4/12/2015 10:36 AM  System file

15items 1 item selected 1.49KB
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On the root CA, submit the sub/policy/issuing CA’s certificate request by pointing to the local copy of the certificate request (.req) file:

File Action Media View Help

Z0O@OO NP kY ME

=

& File Action View

Favorites  Window Help

Y E EEEERL

7] Consele Root

b & Certificate Templates

[ @ Certificates - Current User

[ Iﬁ Certificates (Local Computer)
4 T3 Certification Authority (Local)

4 E IntRootCA

IntRootCA

Mame

] Revoked Certificates
[ Issued Certificates
[l Pending Requests

] Revoke |

All Tasks

3 Start Service

7] lssued
1 Pendin
] Failed
b B3 Enterprise PKI

View

New Window from Here

» Stop Service

Submit new request...

New Taskpad View...

Back up CA...

Refresh
Export List...

Restore CA...

Renew CA Certificate...

Properties

Help

Submit a new certificate request to this CA

Status: Running

S
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On the root CA, submit the sub/policy/issuing CA’s certificate request by pointing to the local copy of the certificate request (.req) file:

LY

File Action Media View Help

T O@OO NI MG %

= PKI - [Console Root\Certification Authority (Local)\IntRootCA]
File Action View Favorites Window Help

e HEEdz HE » =
5 Console Root

1 & Certificate Templates Name

I If%}‘ Certificates - Current User | Revoked Certificates
I Iﬁ Certificates (Local Computer) EI lesued Certificates
4 5] Certification Authority (Local) || — _
i j IntRootCA
1 Revoks]
7] lssued
] Pendin @
1 Failed A
I B3 Enterprise PKI

ending Requests

= [ » ThisPC » Local Disk (C) » v & | Search Local Disk (C)

Organize *  Mew folder B=
* Favorites MName Drate modified Type

B Desktop SRecycle.Bin 272472015 8813 PM  File folder
j Downloads [# Documents and Settings 8/22/201310:42 AM  File folder
“El Recent places . Install_Files 2/24/2015 828 PM  File folder
L. Perflogs 8/22/201311:52 AM  File folder
1% This PC . Program Files 2/24/2013 T30 PM File folder
Li Desktop |. Program Files (x36) 2/24/2015 228 PM  File folder
LE Documents ProgramData 4/12/2015 10:56 AM  File folder
j Downloads System Volume Information 2/18/2015 423 PM  File folder
b Music . Temp 2/24/2015 846 PM  File folder
Lﬁl Pictures L Users 2/24/2015 813 PM  File folder
j Videos L Windows 4/12/2015 11:18 AM  File folder
£y Local Disk (C) | || DLBT-PKI2.DLBTest.priv_DLBTest-DLBT-PKI2-CA.req  4/12/2015 11:11AM  REQ File 2 KB|

?! Metwork

[<Il "' [>

File name: | DLBT-PKI2.DLBTest.priv_DLBTest-DLBT-PKI2-Chureq v| [Request Files (“req; *ict cme v/

| Open | | Cancel |

Status: Running @ Ba
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The sub/policy/issuing CA’s pending certificate request appears on the root CA:

File Action Media View Help

S O0O@OO NP kS %

=
File Action View Favorites Window Help
eS| & =Y
9 Console oot
Request Status Code Request Disposition M Request Submission Date Ri Name Request Country/Region
4/12/2015 11:21 AM DLET-PKITYAdministrator

v & Cerlflfcale Templates Request ID Binary Request
b G Certificates - Current User BEGIN NEW ... Taken Under Submission
I Iﬁ Certificates (Local Computer)
4 T3] Certification Authority (Local)
i é IntRootCA
1 Revoked Certificates
71 lssued Certificates
| Pending Requests
[ Failed Requests
I B3 Enterprise PKI

The eperation completed successfully....

Status: Running
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The sub/policy/issuing CA’s pending certificate request appears on the root CA, cont’d:

File Action Media View Help

S O0O@OO NP kS %

=
File Action View Favorites Window Help
e EY
@ console Roce
izati Request O izatien Unit Request Common Mame Request City Request State Request Email Address Certificate Template
SubCA

Request O

b &l Cetificate Templates 'quest Country/Region
IntSubPollssCA

I If%}‘ Certificates - Current User
I Iﬁ Certificates (Local Computer)
4 T3] Certification Authority (Local)
i é IntRootCA
1 Revoked Certificates
71 lssued Certificates
| Pending Requests
[ Failed Requests
I B3 Enterprise PKI

Status: Running
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RC the pending request > All Tasks > Export Binary Data:

File Action Media WView Help

EO0O@OO NP MBS M=

ﬁ File Action View Favorites Window Help

EIEEEEILE

7] Console Root
I ,‘E Certificate Templates
I Iﬁ Certificates - Current User
I @ Certificates (Local Computer)
4 T Certification Authority (Local)
4 gi IntRootCA
71 Revoked Certificates
] lssued Certificates
[ | Pending Requests
[ 7] Failed Requests
I &5 Enterprise PKI

Request ID Binary Request

All Tasks

iew Attributes/Extensions...

Refresh

Export Binary Data...

Help

lssue

Deny

<]

Dump a binary column inte a readable form
=

Status: Running

www.DanielLBenway.net

2-Tier, Offline-Root, Internal PKI with 1IS CDP on 2012 R2

Page 159 of 264



Change ‘Columns that contain binary data:’ to ‘Binary Request’, click OK to view the formatted text version of the data:

File Action Media View Help

S O@O@O NI ESD E

PKI - [Console Root\Certification Authority (Local)\IntRootCA\Pending Requests]

Favorites Window Help

EEN =

] Console Root
| Certificate Templates
I @ Certificates - Current User
3 @ Certificates (Local Computer)
4 ﬁ] Certification Authority (Local)
4 é IntRootCA
[ Revoked Certificates
1 lssued Certificates
7] Pending Requests
1 Failed Requests
| 55 Enterprise PKI

Pending Requests

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name

Request Country/Region
BEGIM MEW ...  The operation completed successfully... Taken Under Submission 4/12/2015 11:21 AM DLBT-PKIT\Administrator

‘You can export only the binary data for the columns displayed in
the details pane. To add a column to the details pane, on the
View menu. click Add/Remove Columns.

Columns that contain binary data:

| Binary Request

Export options:

® View formatted text version of data
() Save binary data to a file

Status: Running
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Review the data in the pending request, then close the window:

e

File Action Media View Help

S O@O@O NI ESD E

PKI - [Console Root\Certification Authority (Local)\IntRootCA\Pending Requests]

E File  Acti View Favorites Window Help |_ & | %

@ 7 B

b & Cetificate Templates Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
BEGIM MEW ...  The operation completed successfully... Taken Under Submission 4/12/2015 11:21 AM DLBT-PKIT\Administrator

I @ Certificates - Current User ﬁ
3 @ Certificates (Local Computer)
4 ﬁ] Certification Authority (Local)
4 é IntRootCA
| Revoked Certificats 'EJ

[ Issued Certificates - . -
=] Pending Req File Edit Format View Help

[ Failed Requests PKCSlG Certificate Request:
| 55 Enterprise PKI Version: 1
Subject:

CN=IntSubPolIssCA
DC=DLETest
DC=priv

Name Hash(shal): 65776ce6BebB8462c9dled33clddddfef2bbbe5al

Name Hash(md5): 173f382699445f8c0b00d15f4dd26621

Public Key Algorithm:
Algorithm ObjectId: 1.2.84@.113549.1.1.1 RSA
Algorithm Parameters:
85 ee
Public Key Length: 2848 bits
Public Key: UnusedBits = @
0008 38 82 01 @a 82 01 o1
8018 <5 87 84 2d 68 94 75
8020 d2 f9 7d 80 8f 68 99
Be3e b4 26 3c 61 56 cc ac
94 ef dl 87 e2 44 fc
9d bl 58 2e b@ 98 b3
a8 8a 6b 18 7 @6
2b 7f cl b6 54 bd
14 31 cf @4 @9 a3
af el b7 8b fb 6d
5 lc cf 43 fa

Status: Running
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Issue the certificate from the root CA for the sub/policy/issuing CA:

File Action Media View Help

LO@OO NI kD =

=

ﬁ File Action View Favorites Window Help

@ 2 =Y
] Console Root

b 5 Certificate Templates

I Iﬁ Certificates - Current User

[ Iﬁ Cert?ﬂcat:s (Local C.ompu‘ter) Al Tasks
Pl ﬁ Certification Autherity (Local)

P j IntRootCA Refresh

Export Binary Data...

| Revoked Certificates
7 Issued Certificates

Help

lssue

|| Pending Requests
[ Failed Requests
b By Enterprise PKI

<]

| Deny

Force the policy module to reevaluate this request
" [

Status: Running
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Now that the root CA has issued a new certificate for the sub/policy/issuing CA, publish the root CA's CRL (to whatever the root CA’s CDP extensions specify) by
using certUtil.exe:

e certUtil.exe —CRL
Now that the root CA has published a new CRL, copy it to the CDP via a thumb drive.

e copy the root CA's %windir%\system32\CertSrv\CertEnroll\*.crl to the CDP’s C:\IntePub\PKI\CDP
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Copy the issued sub/policy/issued CA’s certificate from the root CA to a file which can be brought to the sub/policy/issuing CA.
LCC the issued certificate > Details > Copy to File... :

File Action Media View Help
LOCOO NP EBS %

7= PKI - [Console Root\Certification Authority (Local)\IntRootCANlssued Certificates]
File Action View Faverites Window Help

e 2@ oz BE

] Console Root

v & Cer‘t!‘F!c,ate Templates Request ID Requester Name Binary Certificate Certificate Template Serial Number Certificate Effective Date Certificate Expiration Date Issued Country/Region
I @ Certificates - Current User

. El2 DLET-PKIT\Admi... BEGIM CERT... SubCA 2a00000002eab...  4/12/2015 11:15 AM 4/12/2025 11:25 AM
[ @ Certificates (Local Computer)

4 T Certification Authority (Local)
4 IntRootCA
. ] Revoked Certificates | General | Detalls |CEfﬁﬁGlﬁ0ﬂ Path
1 Issued Certificates
7] Pending Requests
[ Failed Requests

Value
b &5 Enterprise PKI = vz

2a00000002eabf41d1fa ...
sha256RS5A

sha25s

IntRootCA, DLBTest, US
Sunday, April 12, 2015 11:15:...
Saturday, April 12, 2025 11:2...
IntSubPollssCA, DLETest, priv

Show: | <Al

Edit Properties. .. | | Copy to File... |

[ ]

Status: Running
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Choose PKCS #7, and include all certificates in the certification path if possible:

File Action Media WView Help

F/O@OO NP MED =
= PKI - [Console Root\Certification Authority (Local)\IntRootCA\lssued Certificates]

ﬁ File Action View Favorites Window Help

@ 7 i (2| B =

7] Console Root Issued Certificates

b & Cer‘tff!cate Templates Request ID Requester Mame Binary Certificate Certificate Template  Serial Mumber Certificate Effective Date
b G Certificates - Current User B2 DLET-PKIT\Admi... BEGIN CERTI.. SubCA 2a00000002eab... 4/12/2015 11:15 AM
I @ Certificates (Local Computer)
4 T Certification Authority (Local)
4 gi IntRootCA
71 Revoked Certificates
1 lssued Certificates
7] Pending Requests
1 Failed Requests Export File Format
b ﬁ Enterprise PKI Certificates can be exported in & variety of file formats.

Certificate Expiration Date Issued Country/Region Issued Or
4/12/2025 11:25 AM

Select the format you want to use:
() DER encoded binary X.509 {.CER)
(O Base-64 encoded X. 509 (.CER)
(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
[w]Indude all certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 (PFX)
[Tindlude all certificates in the certification path if possible

["Delete the private key if the export is successful
[ |Export all extended properties
() Microsoft Serialized Certificate Store (.55T)

N

Status: Running
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Specify a path and name for the sub/policy/issuing CA’s certificate to be copied to (use a ‘p7b’ extension):

File Action Media WView Help

F/O@OO NP MED =
= PKI - [Console Root\Certification Authority (Local)\IntRootCA\lssued Certificates]

ﬁ File Action View Favorites Window Help

LRI NEEY
3 ConsoleRoor
Issued Or

]| Certificate Templates Request ID Requester Name

I Iﬁ Cer‘l.l‘f!cats - Current User EﬁZ DLET-PKIT\Admi...
I @ Certificates (Local Computer)

4 T Certification Authority (Local)
4 gi IntRootCA
71 Revoked Certificates
1 lssued Certificates
7] Pending Requests
7] Failed Requests
I &5 Enterprise PKI

Binary Certificate Certificate Template  Serial Mumber Certificate Effective Date Certificate Expiration Date Issued Country/Region
BEGIM CERTL... SubCA 2a00000002eab... 4/12/201511:15 AM 4/12/2025 11:25 AM

File to Export
Specify the name of the file you want to expart

File name:
C:\IntsubPollssCA.p7h|

N

Status: Running
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Finish the wizard:

File Action Media View Help
2 O0O@OO (NI KBS ME
@

File Action View Favorites Window Help

PKI - [Console Root\Certification Authority (Local)\IntRootCA\Issued Certificates]

sz =]
| Console Root
| Certificate Templates Request ID
I If%}‘ Certificates - Current User Elz
I Iﬁ Certificates (Local Computer)
4 T3] Certification Authority (Local)
i j IntRootCA
1 Revoked Certificates
|| lssued Certificates
] Pending Requests
[ Failed Requests
I B3 Enterprise PKI

Requester Name Binary Certificate
DLET-PKITYAdmi.. BEGIN CERTI.. SubCA 2a00000002eab... 4/12/2015 11:15 AM

Certificate Template Serial Number Certificate Effective Date Certificate Expiration Date lssued Country/Region
4/12/202511:25 AM

Completing the Certificate Export Wizard

‘fou have successfully completed the Certificate Export wizard.
‘fou have spedified the following settings:

Export Keys Mo
Indude all certificates in the certification path  Yes
File Format Cryptographic Message Syntax Stande

[<] [>]

Status: Running |

www.DanielLBenway.net

2-Tier, Offline-Root, Internal PKI with 1IS CDP on 2012 R2

Page 167 of 264



Delete the sub/policy/issuing CA’s certificate request off of the root CA, and use a thumb drive to move the newly issued sub/policy/issuing CA’s certificate from
the root CA to the sub/policy/issuing CA:

File Action Media View Help
S0@OO NS =
r 9
DLBT-PKI1

Windows 2012 R2

Home  Share  View DLBT-PKI1 \ Administrator

desktop.ini ®© -t |E. » ThisPC » Local Disk (C) » v c,.| [ Search Local Disk (€3

4 ﬂ. Favorites Mame Date modified Type Size

B Desktop SRecycle.Bin 2/24/2015 8:13 PM File folder

j Downloads @ Documents and Settings 8/22/201310:48 AM  File folder

"5l Recent places . Install_Files 2/24/2015 828 PM  File folder

Ju Perflogs 8/22/201311:52 AM  File folder

4 (M This PC |0 Program Files 2/24/2015 T:30 PM File folder

I+ j Desktop | Program Files (x86) 2/24/2015 8:28 PM File folder

I _E Documents ProgramData 4/12/201510:36 AM  File folder

I ,j, Downloads System Veolume Information 2/18/2015 4:23 PM  File folder

b ,ﬂ Music L Temp 2/24/2015 8:46 PM  File folder

[ ﬁ Pictures L Users 2/24/2015 813 PM  File folder

I j Videos L Windows 4/12/201511:24 AM  File folder
I :ﬁ Local Disk (C:) % bootmgr 8/22/2013 1:31 AM  System file 418 KB
% BOOTNXT 6/18/2013 818 AM  System file 1KB
4 ﬁ MNetwork D DLBT-PKI2.DLBTest.priv_DLBTest-DLBT-PKI2-CA.req  4/12/2015 11:11 AM  REQ File 2KB
) IntSubPollssCA.pTh 4/12/2015 11:29 AM  PKCS #7 Certificates 3KB
| pagefilesys 4/12/2015 10:56 AM  Systern file 1,048,576 KB

16items 2 items selected 3.63 KB

Status: Running
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Delete the sub/policy/issuing CA’s certificate request off of the sub/policy/issuing CA:

File Action Media View Help
$/0@OO0|
l_ .

DLBT-PKI2

= N LN Windows 2012 R2

Home  Share  View DLBTEST\D.L Benway
1 [y » ThisPC » Local Disk (C2) v c.‘ [ Search Local Disk (C)

7} Favorites Name Date modified Type Size

B Desktop SRecycle.Bin 2/24/2015 745 PM  File folder
j Downloads @ Documents and Settings 8/22/2013 10:48 AM  File folder
"] Recent places | InetPub 4/12/2015 %26 AM  File folder
L Install_Files 2/24/2015 826 PM  File folder
1M This PC . Perflogs 8/22/2013 11:52 AM  File folder
1. Program Files 2/24/2015T:30 PM File folder
7‘! Metwork _]J Program Files (x86) 2/2472015 &26 PM File folder
ProgramData 4/12/201510:36 AM  File folder
System Volume Information 2/18/2015 423 PM File folder
L Temp 2/18/2015 1:29PM  File folder
M Users 2/25/2015 114 PM  File folder
. Windows 4/12/2015 11:11 AM  File folder
“ bootmgr B/22/2013 1:31 AM - Systemn file 412 KB
% BOOTNXT 6/18/2013 818 AM  System file 1KB
| __| DLBT-PKI2.DLBTest.priv_DLBTest-DLBT-PKI2-CA.req  4/12/2013 11:11AM  REQ File 2KB
5] IntSubPollssCA.pTh 41272015 11:29 AM  PKCS #7 Certificates 3KB
| pagefilesys 4/12/201510:56 AM  Systern file 1,048,576 KB

17 items  1item selected 149 KB

Status: Running | @ Ba

www.DanielLBenway.net 2-Tier, Offline-Root, Internal PKI with 1IS CDP on 2012 R2 Page 169 of 264



Create and save the sub/policy/issuing CA’s PKI MMC, just like how we created and saved the root CA’s PKI MMC:

File Action Media View Help

G O@OO NI KBS K

Recycle Bin

E File Action View Favorites Window Help

DLBT-PKI2

Windows 2012 R2

DLBTEST \ D.L.Benway

@ E = B

| Console Root

I E Certificate Templates

I Iﬁ Certificates - Current User

I Iﬁ Certificates (Local Computer)
4 @ Certification Autherity (Local)

desktop.ini

— Pl @ﬂ IntSubPollssCA
E—- | Revoked Certificates
7 Issued Certificates
7 Pending Requests
7 Failed Requests
[ Certificate Templates
b &3 Enterprise PK

Console Root

Mame

1 Certificate Tem plates

¥ Certificates - Current User
@ Certificates (Local Computer)
ﬁl Certification Autherity (Local)
ﬁ Enterprise PKI

Status: Running
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Install the copied sub/policy/issuing CA’s certificate onto the sub/policy/issuing CA:

File Action Media View Help

G O@®OO NP MBS X

& -

DLBT-PKI2

Windows 2012 R2

& File Action View Favorites Window Help FIEE T e

e #E B2 B > =

] Conscle Root IntSubPollssCA

I E Certificate Templates Mame
desktop.in I @ Cer‘t!'f!cates - Current User 7| Revoked Certificates
I Iﬁ Certificates (Local Computer) [ Issued Certificates
Fl ﬁ] Certification Authority (Local) = )
— 4|5 IntSubPollssCA Pending Requests
E—- 1 Revoked Ce| All Tasks v Start Service
1 lIssued Certil
=] Pending Re
1 Failed Requ
[ Certificate T New Taskpad View... Back up CA...
I+ &3 Enterprise PKI Restore CA...

View B Stop Service

MNew Window from Here Submit new request...

Refresh
Export List... | Install CA Certificate...
| Request CA Certificate...

Properties

Help

Complete CA hierarchy installation

Status: Running
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Choose the sub/policy/issuing CA’s certificate that was copied from the root CA:

File Action Media View Help

PKI - [Console Root\Certification Authority (Localj\IntSubPollssCA]
ﬁ File Action View Favorites Window Help
[ |

5 Comt o DLBTEST D Bervy

I .E Certificate Templates

I Iﬁ Certificates - Current User

I @ Certificates (Local Computer)

4 @ Certification Authority (Local)
I @ﬂ IntSubPollssCA

I B4 Enterprise PKI

DLBT-PKI2

Windows 2012 R2

Name
[] Revoked Certificates
[ Issued Certificates

eguest

© = 1 [Ea» ThisPC » Local Disk(C) » v & | Search Local Disk (C)

Organize *  Mew folder B
¢ Favorites MName Date modified Type

B Desktop SRecycle.Bin 2/24/2015 T:45 PM File folder
|1 Downloads 2 Documents and Settings 8/22/2013 10:48 AM  File folder
El Recent places L. InetPub 4/12/20159:26 AM  File folder
_h Install_Files 2/2472015 &26 PM File folder
1% This PC L Perflogs 8/22/2013 11:52 AM  File folder
|\ Program Files 2/24/2015 7:30 PM File folder
?! Metwork L. Program Files (x26) 272472015 8:26 PM File folder
ProgramData 41272015 10:56 AM  File folder
Systemn Volume Information  2/18/2015 4:23 PIM File folder
L Temp 2/18/2015 1:29 PM File folder
L Users 2/25/2015 1:14 PM File folder
L Windows 4/12/201511:33 AM  File folder

||$ IntSubPollssCA.pTb 471272015 11:29 AM PKICS #7 Certificates

File name: | IntSubPollssCA.pTb v| [Prcs=7 rpre)

Status: Running @ Ba i
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ADCS on the sub/policy/issuing CA will probably start automatically:

File Action Media View Help

EO@®O@O | NPKS =

DLBT-PKI2

Windows 2012 R2

& File Action View Favorites Window Help DLBTEST \ D.L.Benway
= HeE > .
7] Console Root IntSubPollssCA

I @ Certificate Templates

I Iﬁ Certificates - Current User [ Revoked Certificates
3 I:;}‘ Certificates (Local Computer) [ Issued Certificates
] &] Certification Authority (Local)

& IntSubPollssCA ] Pending Requests
1 Revoked Ce| All Tasks 3 Start Service
1 lIssued Certi
7] Pending Re;
[ Failed Requ MNew Window from Here Submit new request...

Mame

desktop.ini

M= b Stop Service

[ Certificate T New Taskpad View... Back up CA...
I+ &3 Enterprise PK|

Refresh Restore CA...

Export List... Renew CA Certificate...

Properties

Help

Start this service

Status: Running
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Temporarily prevent the sub/policy/issuing CA from issuing certificates (until it has been fully configured) by removing each group’s and user’s right on the CA to
‘Request Certificates’:

i x

File Action Media View Help
G O@OO NP B =
=

= PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA] (=[] x | DLBT-PKI2
& File Action View Faverites Window Help [=]=]x] Windows 2012 R2
e fE| Bz Hm v n

[ Console Root IntSubPollssCA
3 Iﬁ Certificates - Current User

I @ Certificates (Local Computer)
b & Certificate Templates

4 Eﬂ Certification Authority (Local)

4 g IntSubPollssCA
] Revoked Certificates
[ lssued Certificates r— I

=. [ Pending Requests
E". [ Failed Requests
PKl.msc [ Certificate Templates
| &4 Enterprise PKI Group or user names

82, Authenticated Users

% Domain Admins (DLBTESTDomain Admins)
% Enterprise Admins (DLBTEST\Enterprise Admins)
52, Administrators (DLBT-PKI2\Administrators)

DLBTEST\D.L.Benway
desktop.ini
Mame

[ Revoked Certificates
[ Issued Certificates

desktop.ini

Storage | Certificate Managers |
General | Palicy Module: | Exit Module |
Enroliment Agerts I Puditing I Recovery Agents | Securty

Pemissions for Autherticated Users
Read

Issue and Manage Certfficates
Manage CA

Request Certificates

T \ Sl

Note: the sub/policy/issuing CA will show up in Enterprise PKI as broken until you re-enable ‘Authenticated Users’ for requesting certificates.
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Delete the copied certificate off of the sub/policy/issuing CA:

DLBT-PKI2
Windows 2012 R2
] 0 LA

Home Share View

DLBTEST \D.L Benway

®© _— |E. » ThisPC » Local Disk (C:) v c.| [ Search Local Disk ()

¢ Favorites MName Date modified Type Size

desktop.ini B Desktop SRecycle.Bin 2/24/2015 7:45PM  File folder
j Downloads @ Documents and Settings 8/22/2013 10:48 AM  File folder
] Recent places . InetPub 4/12/20159:26 AM  File folder
. Install_Files 2/24/2015 8:26 PM  File folder
1M This PC | Perflogs 8/22/2013 11:32 AM  File folder
|\ Program Files 2/24/2015T:30 PM File folder
e- Metwork _]J Program Files (x86) 2/2472015 &:26 PM File folder
ProgramData 4/12/2015 10:36 AM  File folder
Systemn Velume Information 2/18/2015 423 PM  File folder
L Temp 2/18/20151:29PM  File folder
. Users 2/25/20151:14PM  File folder
! Windows 4/12/201511:33 AM  File folder

% bootmgr 8/22/2013 1:31 AM  System file 412 KB

% BOOTNXT 6/18/2013 8:18 AM  System file TKB

||§ IntSubPollssCA.pTb 4/12/2015 11:20 AM PKCS #7 Certificates 3KB

% pagefilesys 4/12/201510:36 AM  System file 1,048,576 KB

16itemns  1item selected 2,14 KB

Status: Running
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Sub/Policy/Issuing CA’s Logs (Before CertUtil.exe):
(jump to TOC)

You can view the log files, but they so carelessly use the words ‘error’ and ‘fail’ that | found them to be of limited value:

File Action Media View Help
FO@OO NI EDME
F

DLBT-PKI2

Window: 2R2

DLBTEST \ D.L.Benway

; Home Share View
desktop.ini

@© - p |y » ThisPC » Local Disk (C5) » Windows » v c,| | Search Windows

-

1} Favorites Name Date modified Type Size
desktap.ini B Deskiop L Tasks 8/22/201310:42 AM  File folder
j Downloads L Temp 4/12/201511:08 AM  File folder
%) Recent places | ToastData 2/18/20153:39PM  Filefolder
. tracing 8/22/201311:39 AM  File folder
1M This PC A Vss 8/22/201311:39 AM  File folder
i Web 8/22/2013 11:39 AM  File folder
L WinSxs 4/12/201511:09 AM  File folder
[ bfsve.exe 8/22/2013 7:21 AM Application
| bootstat.dat 4/12/201510:58 AM  DAT File
%] CAPalicy.inf 4/12/201510:59 AM  Setup Information
D certenroll.log 412/201511:11 AM - Text Document
D certocm.log 4M12/2015 1110 AM - Text Document
D Dtclnstall.log 2/19/201511:30 AM - Text Document
[ explorer.exe 10/28/201411:57 .. Application
© HelpPane.exe 10/28/2014 9:46 PM  Application
2 hh.exe 10/28/201410:43 .. Application
D iis.log 412/20159:27 AM - Text Document
| mib.bin 8/22/2013 2:01 AM  BIN File
D PFRO.log 4/12/201510:56 AM  Text Document
ﬂ regedit.exe 10/28/201410:12 .. Application
@ ServerDataCenterxml 8/22/2013 251 AM XML Document
@ ServerWeb.xml 8/22/2013 251 AM XML Document
B5items 2 items selected 273 bytes

fj Network

Status: Running
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Sub/Policy/Issuing CA’s PKI MMC (Before CertUtil.exe):
(jump to TOC)

This was already setup when we installed the sub/policy/issuing CA’s certificate (which was created by the root CA) onto the sub/policy/issuing CA.
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Sub/Policy/Issuing CA’s Enterprise PKI Snap-In (Before CertUtil.exe):
(jump to TOC)

View the sub/policy/issuing CA’s Enterprise PKI snap-in:

File Action Media View Help

BO@OO P S M®

ﬁ File Action View Favorites Window Help

es rnE d=Hm

[~ Consocle Root Enterprise PKI 1 Ro 5}
b & Ceificate Templates Narne Status  Expiration Date Location
TilintRootCA (V0.0) oK

I Eﬁl Certificates - Current User
I @ Certificates (Local Computer)
I Lgl Certification Authority (Local)
y
4 T IntRootCA (VD.0)
Tl IntSubPollssCA (V0.0)

Status: Running
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View the sub/policy/issuing CA’s Enterprise PKI snap-in, cont’d:

File Action Media View Help

S O0@OO NP S %

=
ﬁ File Action View Favorites Window Help

= zE G
71 Console Root IntRootCA (V0.0) OK
v 3 Certff!cate Templates Mame Status  Expiration Date Location
I @ Certificates - Current User ﬁllntﬁuhl’ullssCA (V0.0) OK
b G Certificates (Local Computer) (¥ CA Certificate OK  4/12/2035 3:46 AM
Certification Authority (L
E EE:tH;'k:':m ority (kecall || =5 1A Location #1 OK  4/12/2035946AM  http://PKI.DLBTest.priv/AIA/DLET-PKIT_IntRootCA.crt
OK  10/10/201710:31 AM  http://PKL.DLETest.priv/CDP/IntRootCA.crl

|75 IntRootCA (V0.0) CDP Location #1

L IntSubPollssCA (VD.0)

Status: Running
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View the sub/policy/issuing CA’s Enterprise PKI snap-in, cont’d:

ﬁ File Action View Favorites Window Help

"YEEEELE

[] Console Root IntSubPollssCA (V0.0)
| Certificate Templates
I Iﬁ Certificates - Current User
I Iﬁ Certificates (Local Computer)
b 5l Certification Authority (Local)
4[5 Enterprise PKI

4 T3] IntRootCA (V0.0)

[Zl IntSubPollssCA (V0.0)|

MName Status
G CA Certificate

Gl AlA Location #1 oK
CDP Location #1 oK
DeltaCRL Location #1 0K

Expiration Date

4/12/2025 11:25 AM
4/12/2025 11:25 AM
4/19/2015 11:46 PM
4/13/2015 11:46 PM

Location

Idap:///CN=IntSubPollssCA, CN=AlA CN=Public%:20Key %205ervices, CN=S5ervices, CN=Configuration, DC=DLBTest, DC=privicACertificateThase
Idap:///CM=IntSubPollssCA CN=DLBT-PKI2Z, CM=CDP,CMN=Public %20Key%205ervices, CN=Services, CN=Configuration, DC=DLETest, DC=privic
Idap:///CM=IntSubPollssCA CN=DLET-PKI2Z, CN=CDP,CN=Public %20Key%205ervices, CN=5ervices, CN=Configuration, DC=DLETest, DC=privid:
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Sub/Policy/Issuing CA’s Certificate (Before CertUtil.exe):
(jump to TOC)

View the sub/policy/issuing CA’s certificate:

Fle Action Media View Help
20000 Nh ko

@ Fle Acon View Favortes Wedow Help

oo zm 3 Bm

(23 Console Roct IntSubPollssCA (V0.0)

v 3 Centdicate Templates N P £ Date
+ () Certificates - Current User (5 CA Centificate o A

~ Poiey AT S S Sy T x

:ggx“‘."““"c“. "“(l“;,’ @ A Locationd & Centificate. L2 N Pubisc %20Key X205ervices CN= Sesvices, CN= Configuration D= DLBTest DC= privIcACertificateTbasel
5 B ‘f‘"m‘ — ] €OP Location | e T Tiness] *[PKI2,CNS COP CNs Pubic 520K ey %20Services, CNs Services, CNs Confiquration, DC s DLB Test DCx privlc

€] DeaCBL Locq | “ |Oetals } CertAcaton Path (P02, CNe COP CN = Public 520K ey Sa20Services CN= Services, (N Coefiguration, DC= DLETest, DC s privle

l:_'f Certificate Information

This certiicate is intended for the following purpose(s)
 1,.2.540. 113556, 18000, 2554, 40936600 1. 33135, 17734.390 |

?‘ﬁmmhz“ Notice: DLBTest CP (Certificate Policy)

sopinasx

* Refer & the certficaton authonty’s statement for detals,

Issved tor  IntSubPolssCA

Issued by: IntootCA

Vald from 4/12/2015 to 4/12/202%

This is 2 simple CP {Certificate Policy] for DLBTest.

[tnstal Corticate....| | Tsmuer

Notice the ‘Notice’ and ‘Issuer Statement’ come from the CAPolicy.inf and the CDP respectively.
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View the sub/policy/issuing CA’s certificate, cont’d:

File Action Media View Help

LO@@O NIk kS| E
= PKI - [Console Root\Enterprise PKI\IntRootCA (VO.0)\IntSubPollssCA (V0.0)]

ﬁ File Action View Favorites Window Help
A EREY
7] Console Root IntSubPollssCA (V0.0)

v & Certificate Templates Status  Expiration Date Location
I Iﬁ Certificates - Current User T - - Py
I Iﬁ Certificates (Local Computer)
I ﬁ] Certrflc..atmn Authority (Local) CDP Location
a &5 Enterprise PKI
4 5] IntRootCA (v0.0) DeltaCRL Loca
T3] IntSubPollssCA (V0.0) Show: [ <al>

=Public%20Key%205ervices, CN=Services, CN=Configuration, DC=DLBTest, DC=privicACertificate?base

PKIZ,CMN=CDP,CN=Public?20Key%205ervices, CN="Services, CM= Configuration, DC=DLBTest, DC=privice
| General | Details ‘ Certification Path _ . e _ . . _

PKIZ,CN=CDP,CN=Public%20Key%205ervices, CM=Services, CM= Configuration, DC=DLBTest, DC=privid:

G AIA Location 4

Value

V3

223000000 02eabf41difs...
sha256R5A

sha2ss

IntRootCA, DLBTest, US
Sunday, April 12, 2015 11:15:...
Saturday, April 12, 2025 11:2..,
IntSubPollssCA, DLETest, priv

Edit Properties. .. ‘ | Copy to File... |

[ o ]

Status: Running
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View the sub/policy/issuing CA’s certificate, cont’d:

File Action Media View Help

S O0@OO NP kS %

= PKI - [Console Root\Enterprise PKI\IntRootCA (V0.0)\IntSubPollssCA (V0.0)]
ﬁ File Action View Favorites Window Help

= zE = B=E

[] Console Root IntSubPollssCA (V0.0)
b F Certificate Templates
I @ Certificates - Current User

b ¥ Certificates (Local Computer) i _ . . e - _ . _ s P
b Eﬂ Certification Authority (Local) [ AlA Location =Public%20Key%205ervices, CN=Services, CM=Configuration, DC= DLBTest, DC= privicACertificate?base

4 ﬁ Enterprise PKI CDP Location et — PKIZ,CM=CDP,CMN=Public%:20Key %205ervices, CN="Services, CN= Configuration, DC=DLETest, DC= privice
2 25 InfRootCA (0.) [£] DeltaCRL Locd | G=nerel| Detalls | Certfization Path PKI2,CN=CDP, CN=Public %20Key %205ervices, CN=Services, CN=Configuration, DC=DLBETest, DC=privid:

2 IntSubPollssCA (V0.0) show: [<all> v]

Status  Expiration Date Location

Value
IntSubPollssCA, DLETest, priv
RSA (2048 Bits)
V0.0
Subject Key Identifier 1760ddb56123c42hbf 23 ...
Certificate Polices [{]Certificate Policy:Folicy Ide...
ertificate Template Name SubCA
Key Usage Digital Signature, Certificate Si...
Authority Key Identifier KeylD=c0 bfeif6 5992581 5...

Edit Properties... | | Copy to File... |

Lo ]

Status: Running ‘ @ Ba
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View the sub/policy/issuing CA’s certificate, cont’d:

File Action Media View Help

/O@O@O NP MBS
PKI - [Console Root\Enterprise PKI\IntRootCA (V0.0)\IntSubPollssCA (V0.0)]

Action View Favorites Window Help

= BH&=
7] Console Root IntSubPollssCA (V0.0)
v @ Certificate Templates Status  Expiration Date Location
[ Iﬁ Certificates - Current User y .
Certificates (Local C uts
) 2 Comtenton mamorny e || BV Lot
CDP Location

4 G4 Enterprise PKI
4 ) IntRootCA [V.0) DeltaCRL Loca

I IntSubPollssCA (V0.0) Show: [ <all>

=Public%20Key%205ervices, CM=Services, CN= Configuration, DC=DLBTest, DC=privicACertificate?base

PKIZ,CN=CDP,CN=Public%20Key %205ervices, CN=Services, CN=Configuration, DC=DLBTest, DC=privice
| General | Details |Certiﬁ<zﬁon Path . . . .

PKI2,CM=CDP,CN=Public?:20Key%205ervices, CN=S5ervices, CN=Configuration, DC=DLBETest, DC=privid)

Field Value

Cerh‘ﬁmne Template Mame SubCa

Key Usage Digital Signature, Certificate Si...

Auﬂ’mnty Key Identifier KeylD=cObfelfs 59 9281 fa...

CRL Distribution Points [1]CRL Distribution Paint: Distr...

Auﬂ’mnty Information Access  [1]authority Info Access: Acc. .

B Constraints Subject Type=CA, Path Lengt...

=1| Thumbprint algorithm shal

Thumbprint 4ac36l4aecaaee f60Fb3 ...

Subject Type=CA
Fath Length Constraint=0

Edit Properties... || Copy to File... ‘

Lo ]

Status: Running |

Note: PathLength =0
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View the sub/policy/issuing CA’s certificate, cont’d:

File Action Media View Help
L/O@OO NP MEDE
@

ﬁ File Action View Favorites Window Help

PKI - [Console Root\Enterprise PKNIntRootCA (V0.0)\IntSubPollssCA (V0.0)]

e zE 2 B

7 Console Root IntSubPollssCA (V0.0) (

| Certificate Templates Name

I Iﬁ Certificates - Current User @ CA Certificate
I Iﬁ Certificates (Local Computer) @AIA Location 4
b 5l Certification Authority (Local) CDP Lowation

4[5 Enterprise PKI
4 5] IntRootCA (VO.0) DeltaCRL Loca

T3l IntSubPollssCA (V0.0)

Status  Expiration Date Location

=Public%:20Key%205ervices, CN=5ervices, CN=Configuration, DC=DLBTest, DC=privicACertificate?hase
PKI2,CM=CDP,CM=Public%20Key%205ervices, CN=5ervices, CMN=Configuration, DC=DLBTest, DC=privicy

| General | petats | Certfiction Path
PKI2,CN=CDP,CN=Public%20Key%205ervices, CN=5ervices, CN=Configuration, DC=DLBTest, DC=privid:

Certification path

View Certificate

Certificate status:

’TNS certificate is OK.

B

Status: Running
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(jump to TOC)

Copy the sub/policy/issuing CA’s certificate to C:\InetPub\PKI\AIA, copy its CRLs to C:\InetPub\PKI\CDP:

File Action Media View Help
LO@OO NP S =

=

CA\Windows\System32\CertSn/\CertEnroll

DLBT-PKI2

Windows 2012 R2

- 1 |j_. » ThisPC » Local Disk(C) » Windows b System3d2 b CetSry b CertEnroll v c.| | search CertEnroll 2]

-

il MName Date modified Type Size

7 Favorites
B Desktop [=] DLET-PKIZ.DLETest.priv_IntSubPellssCA.crt  4/12/2015 11:36 AM  Security Certificate
& Downloads IntSubPollssCA.crl 4/12/201511:36 AM  Certificate Revoca...
%l Recent places IntSubPollssCA+.crl 4/12/201511:36 AM  Certificate Revoca...

DLBTEST \ D L Benway

M This PC

3 items

e C\InetPub\PKNAIA

PKl.msc

© - 1 |j_. b ThisPC b Local Disk (C:) » InetPub » PKI » AIA v c.| | search aia

-

Mame Date modified Type Size

A ~
0 Favorites

B Desktop (5 DLBT-PKIT_IntRootCA.crt 4/12/2015 946 AM Security Certificate
4 Downloads (5] DLBT-PKIZ.DLBTest.priv_IntSubPollssCh.crt  4/12/201511:36 AM  Security Certificate
%] Recent places || web.config 4/12/20159:30 AM  CONFIG File

M This PC

3 items

b C\InetPub\PKNCDP

© = 4 [l v ThisPC » Local Disk(C) + InetPub » PKI » CDP v ¢ [ searchcop

P

B Desktop ~|  Name Date modified Type Size
& Downloads

IntRootCA.crl 4/12/201510:21 AM  Certificate Revoca..
4 Recent places

IntSubPollssCA.crl 4/12/201511:36 AM  Certificate Revoca...
IntSubPollssCA+.crl 4/12/201511:36 AM  Certificate Revoca...

1M This PC
|| web.config 4/12/20159:30 AM  CONFIG File

e\' Network

4 items

Status: Running ‘ Q Ba
Note: the delta CRL was created before the sub/policy/issuing CA’s certUtil.exe reconfigured the sub/policy/issuing CA to no longer create them.
Note: this lab was built using %1_in the CertUtil.exe commands for clarity, so the CA’s certificate filename contains the CA’s server name. This is not best

practice in the enterprise. The %1_ has been removed from the CertUtil.exe commands in this document to avoid accidental usage of that variable in non-lab
environments.
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(jump to TOC)

On the root CA, set the Path Length back to Oxffffffff (none), restart ADCS, then shut down the root CA:

o

DLBT-PKI1 on DBENWAY-QSI-LAP - Virtual Machine Connection

File Action Media View Help

D @O@O NIk kD =

<

. clr_optimization_v4.0.30319_
- . clr_optimization_v4.0.30319_
- |y CrnBatt

-0 CNG

CrngHwAssist

. CompositeBus
. COMSyshApp

condrv

J crypt32
o CryptSve
. DClocater

m >

-] Administrator: Command Prompt = | =] £ B =" -
- do R
5 DLBT-P Ad 0
. g Registry Editor ==
File Edit View Favorites Help
p . cdrom ~ || MName Type Data
b 1. CertPropSuc gﬂ(Da‘fault} REG_SZ (value not set)
. 4 CertSve 24| CAPathLength REG_DWORD  OxFFFFFFF (4204067295)
4|, Configuration ab| DefaultSMIME REG_MULTISZ 1.2.840.113549.3.2,128 1.2,840,113549.3.4,128 1.3.14.3.2.7 1.2.840.113549.3.7
4 -y IntRootCA ab] DisableExtensionList REG_MULTI_SZ
b C5p E 34| EditFlags REG.DWORD  (xD00D83ee (33774)
<] Ji EncryptionCSP ab|EnableEnrolleeRequestExtensionlist  REG_MULTI_SZ  1.3.6.1.4.1.311,10.9.1 1.3.6.1.4.1.311.20.2 1.3.6.1.4.1.311.21.7 1.3.6.1.4,1.311.21.1C
Bafiodules 38| EnableRequestExtensionList REG_MULTISZ 1.2.840.113548.1.0.15 1.3.6.1.4.1.311.21.1 1.3.6.1.4.1.311.21.2 25,2015
4~y PolicyModules | 24| RequestDisposition REG_DWORD  (xD00D001 (257)
i { . CertificateAut o K
| Performance u_cﬂRevocatlonType REG_DWORD  (xD0O00D0100 (256)
: Security jﬂRevocationURL REG_SZ https:// %1/ CertEnroll/nsrev_%3.asp
chidvbd gﬂSubjectAltName REG_SZ DISABLED: Set to EMail to set SubjectAltName extension to the email address
. CLFS 3] SubjectAltName2 REG_SZ DISABLED: Set to EMail to set SubjectAltName2 extension to the email addres:

<] ]

[ >

Computer\HKEY_LOCAL_MACHIMNE\SYSTEM\ CurrentControlSet\Services\CertSvc\ Configuration\IntReootCANPolicyMedules\ CertificateAuthority_MicrosoftDefault.Policy

=B E T

F | = |

Status: Running |
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Sub/Policy/Issuing CA’s Extensions (Before CertUtil.exe):

(jump to TOC)

View the sub/policy/issuing CA’s extensions:

LY

File Action Media View Help

2 0@OO (NI D &

PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA]

% File Action View Favorites Window Help

B EEEELEDD

7] Console Root
I @ Certificate Templates

I+ [ Certificates - Current User
I Iﬁ Certificates (Local Computer)
4 T3 Certification Authority (Local)

4 é IntSubPollssCA|
] Revoked CH
1 lIssued Certi
] Pending Re
|7 Failed Requ
] Certificate
I B3 Enterprise PKI

Name

[ Revoked Certificates

[ Issued Certificates
_| Pending Requests

IntSubPollssCA

Extensions Storage:

Select extension:

|CRL Distrbution Point (COF)

Specify locations from which users can obtain a certificate revocation list
(CRL.

file://<ServerDNSName:/Cert Enroll/<CaName><CRLName Suffic-<DeltaC

K " | [>]

[w] Publish CRLs to this location

[]include in all CRLs. Specifies where to publish in the Active Directory
when publishing manually

[Jinclude in CRLs. Clients use this to find Defta CRL locations
[1Include in the CDP extension of issued certificates

[w] Publish Delta CRLs to this location

[]Include inthe IDP extension of issued CRLs

oK [[ Cancel | oy [[ Hep

Status: Running
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View the sub/policy/issuing CA’s extensions, cont’d:

LY

File Action Media View Help

SO0 |NIkED=E

PKI - [Conscle Root\Certification Authority (Local)\IntSubPollssCA]

ﬁ File Action View Favorites Window Help

@ # iz Bms v e

7] Console Root
I ,‘E Certificate Templates

I Iﬁ Certificates - Current User
I Iﬁ Certificates (Local Computer)
Fl ﬁ] Certification Authority (Local)

4 gl IntSubPollssCAy
1 Revoked Cd
1 lssued Certi
| 7] Pending Ref
[ 7] Failed Requ
] Certificate
| 55 Enterprise PKI

MName

[] Revoked Certificates

[ Issued Certificates
_| Pending Requests

IntSubPollssCA

Enrolment Agents | Audting | Recovery Agents |  Securty

General | Policy Module [ Exit Module

Extensions | Storage I Certficate Managers

Select extension:
[ Authorty Information Access (AIA)

Specify locations from which users can obtain the certificate for this CA

ap: Tun: lame, LCN=Public Kzy emces‘N
hitp://«<ServerDNSMName >/ Cert Enroll /<ServerDNSMName>_<CaMame><Ce|
file://<ServerDNSName =/ Cert Enroll/<ServerDNSName>_<CaName=<Cer|

<] ] | [>]

[Jinclude in the AlA extension of issued cartfficates
["]Include in the online certificate status protocol (OCSP) extension

Status: Running
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Sub/Policy/Issuing CA’s CRLs (Before CertUtil.exe):
(jump to TOC)

These CRL parameters are properties of the sub/policy/issuing CA, and we’ll change these later with CertUtil.exe.

e

File Action Media WView Help

Z/O@OO NP B M=
= PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA\Revoked Certificates]
ﬁ File Action View Favorites Window Help |_ 8| %

R ENEE s

7] Console Root Revoked Certificates

b & Certificate Templates Request ID Revocation Date Effective Revocation Date Revocation Reason Requester Name Binary Certificate Certificate Template  Serial Number Certificate Effective Da
I Iﬁ Certificates - Current User

I @ Certificates (Local Computer) There are no items to show in this view.
4 T Certification Authority (Local)
4 gi IntSubPollssCA
| Revoked Certificates
] lssued Certificates
7] Pending Requests
[ Failed Requests

(5 Certificate Templatql | oneore R ) List (CRL) describes certficates that clents should
I &5 Enterprise PKI consider imvalid

CRL publication interval:

MNext update: 4/15/2015 11:36 AM

CRL Publishing Parzmeters | View CRLs |

[+#] Publish Detta CRLs

Publication interval:

Mext update: 4/13/201511:36 AM

Status: Running

Note: by default, the enterprise sub/policy/issuing CA does publish delta CRLs (this was not set in the sub/policy/issuing CA’s CAPolicy.inf, and we have not yet
run the certUtil.exe commands).
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View the sub/policy/issuing CA’s CRL properties, cont’d:

File Action Media View Help

S O@OO NIESDHE

& File Action View

PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA\Revoked Certificates]

Favorites Window Help

a5

| Console Root
P | Certificate Templates
I @ Certificates - Current User
3 @ Certificates (Local Computer)
4 ﬁ] Certification Authority (Local)
4 é IntSubPollssCA

EEEICE

Revoked Certificates

Requester Name

Request ID Revocation Date

Effective Revocation Date

Revocation Reason

Binary Certificate

There are no items to show in this view,

|| Revoked Certificat
1 lssued Certificates

Revoked Certificates Properties

? X

7] Pending Requests

1 Failed Requests
= Certificate Templatg
| #5 Enterprise PKI

CRL Publishing Parameters | View CRLs

Below are listed all CRLs and Delta CRLs cumently generated by this CA.
If the CA key is re-used during a renew, the old index is re-used and you

may see some skipped indexes.

CRLs

Key Index Effective Date
1] 4/12/2015 11:26..

Expiration Date
4/19/2015 11:46...

Publish Status
oK

Effective Date
4/12/2015 11:26

Expiration Date
4/13/2015 11:46

Fublish Status
oK

General | Revocation List

Certificate Template

|, | Certificate Revocation List Information
]
]

Value

Va2

IntSubPallssCA, DLETest, priv
Sunday, April 12, 2015 11:26:50 AM
Sunday, April 19, 2015 11:46:50 PM
sha256RSA

sha256

KeylD=1760dd b56123c42b bf.., |

V0.0
o1

Status: Running
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View the sub/policy/issuing CA’s CRL properties, cont’d:

File Action Media View Help

B O@O@O NP KM%
& PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA\Revoked Certificates]

File Action View Favorites Window Help
= EY

| Console Root Revoked Certificates

v & Cert!‘f!c,ate Templates Request ID Revocation Date Effective Revecation Date Revocation Reason Requester Name Binary Certificate Certificate Template Serial Mumber Certificate Effective Da

I If%}‘ Certificates - Current User

I Iﬁ Certificates (Local Computer)

4 T3] Certification Authority (Local)
i j IntSubPollssCA

There are no items to show in this view,

[ Revoked Certificat

[ Issued Certificates Revoked Certificates Properties | 7 | X
] Pending Requests
1 Failed Requests

[ Certificate Templats | pejou are listed all CALs and Dekta CRLs curently genersted by this CA.

I @5 Enterprise PKI If the CAkey is re-used during a renew, the old index is re-used and you —
may see some skipped indexes. General | Revocation List

CRLs x| Certificate Revocation List Information
%
X

Key Index  Effective Date Expiration Date Publish Status
0 4/12/201511:26...  4/19/2015 11:46... 0K

Field Value
ext update Sunday, April 19, 2015 11:46:50 PM
ignature algorithm  sha25eRSA
ignature hash alg... sha25e
Authority Key Iden... KeyID=1760ddb561 23 c4 2bbf...
V0.0
- ] : 01
Keylndedlibiecive Dm_ Bapiration Dm? SLTOERTE Next CRL Pubiish Sunday, April 18, 2015 11:35:50 AM
0 HZATIITELE (RN T E_ 3 eshest CRL [1]Freshest CRL: Distribution Foint. ..
Pubhshed CRL Loca... [1]Locations: Distribution Paint Na...

Detta CRLs

Value:

Status: Running | - @ Ba
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View the sub/policy/issuing CA’s CRL properties, cont’d:

File Action Media View Help

S O0O@OO NS E
@

File Action View Favorites Window Help

PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA\Revoked Certificates]

e 2 Y
| Console Root Revoked Certificates
Certificate Template Serial Number Certificate Effective Da

v @ Certificate Templates Request ID Revocation Date

I @ Certificates - Current User

I Iﬁ Certificates (Local Computer)

4 I3 Certification Authority (Local)
4 j IntSubPollssCA

Effective Revocation Date Revocation Reason Requester Name Binary Certificate

There are ne items to show in this view,

] Revoked Certificat

1 lssued Certificates Revoked Certificates Properties

? x

] Pending Requests
] Failed Requests CRL Publishing Parameters | View CRLs

[ Certificate Templat | pojoy, are fisted all CRLs and Delte CRLs curently genersted by this CA.

| 55 Enterprise PKI If the CA key is re-used during a renew, the old index is re-used and you —
may see some skipped indexes

CRLs

Revoked certificates:

Key Index = Effective Date
(1]

4127215 11:26..

Expiration Date
4/19/2015 11:46...

Publish Status Serial number Revocation date

Rewvocation entry

Effective Date
4/12/2015 11:26..

Expiration Date
4/13/2015 11:46...

Publish Status

0K

Field

Status: Running
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View the sub/policy/issuing CA’s CRL properties, cont’d:

File Action Media View Help

S O0@OO NIk ES%
= PKI - [Console Root\Certification Authority (Local\IntSubPollssCA\Revoked Certificates]

ﬁ File Action View Favorites Window Help

ez B H

] Console Root Revoked Certificates

b & Cenificate Templates Request ID Revocation Date Effective Revocation Date Revocation Reason Requester Mame Binary Certificate Certificate Template Serial Nurmber Certificate Effective Da

I @l Certificates - Current User

I @l Certificates (Local Computer)

4 T3 Certification Authority (Local)
4 j IntSubPollssCA

[=]=]x

There are no items to show in this view.

ﬁ Revoked Certificaty
[ Issued Certificates Revoked Certificates Properties | 2 | X
7] Pending Requests

[ Foiled Requests | | CRL Publishing Parameters | View CRLs

(5] Certficate Templatd | Bejyy are listed all CRLs and Deka CRLs cunently generated by this CA.
| &5 Enterprise PKI If the CA key is re-used during a renew, the old index is re-used and you
may see some skipped indexes. m
CRLs | Certificate Revocation List Information
Key Index Effective Date Expiration Date Publish Status @
0 4/12/201511:26...  4119/201511:46.. 0K

Value
Va2
IntSubPollssCA, DLETest, priv

i Sunday, April 12, 2015 11:26:50 AM

Monday, April 13, 2015 11:46:50 PM

Delta CRLs sha2S6RSA
sha2se
KeylD=1760ddb56123c4 2bbf... ||
V0.0
01

Key Index Effective Date Expiration Date Publish Status
0 4/12/201511:26...  4/13/201511:46.. 0K

Status: Running
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View the sub/policy/issuing CA’s CRL properties, cont’d:

e

File Action Media WView Help

LSOO NP ED M=
= PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA\Revoked Certificates]

ﬁ File Action View Favorites Window Help

|5 \
7] Console Root Revoked Certificates
b & Certificate Templates Request ID Revocation Date Effective Revocation Date Revocation Reason Requester Name Binary Certificate Certificate Template  Serial Number Certificate Effective Da
I Iﬁ Certificates - Current User
I @ Certificates (Local Computer)
4 T Certification Authority (Local)
4 gi IntSubPollssCA

| Revoked Certificat

[ Issued Certificates Revoked Certificates Properties ?| x
7] Pending Requests
1 Failed Requests
[ Certificate Templats | gejoy are fited all CRLs and Delts CRLs curertly generated by this CA.

I 75 Enterprise PKI If the CA key is re-used during a renew, the old index is re-used and you

may see some skipped indexes. General | Revocation List
CRLs E Certificate Revocation List Information
Key Index  Effective Date Expiration Date Publish Status 1
0 4/12/201511:26...  4/19/201511.46.. OK

There are no items to show in this view.

CRL Publishing Parameters | View CRLs

Value L~
Manday, April 13, 2015 11:46:50 PM
sha256R5A

... sha2sa

i . KeylD=1760ddb561 23 c4 2b bf...
Detta CRLs i Vo,

Key Index  Effective Date Expiration Date Publish Status 01

0 4/12/201511:26...  4/13/201511:46.. OK Menday, April 13, 2015 11:36:50 AM
[1]Locations: Distribution Point Ma...

/i |Delta CRL Indicator 01

Status: Running
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View the sub/policy/issuing CA’s CRL properties, cont’d:

File Action Media View Help

ZO@OO NP MESM=
PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA\Revoked Certificates]
Action View Favorites Window Help

Bk B

] Console Root Revoked Certificates

e Certrffcate Templates Request ID Revocation Date Effective Revocation Date Revocation Reason Requester Name Binary Certificate Certificate Template Serial Mumber Certificate Effective Da
b GG Certificates - Current User

3 Iﬁ Certificates (Local Computer) There are no items to show in this view.
4 ﬁ Certification Authority (Lecal)
4 j IntSubPollssCA

| Revoked Certificat

[ Issued Certificates Revoked Certificates Properties | 7 | ¥
7] Pending Requests
1 Failed Requests

[7] Certificate Templatq | pjo,y are listed all CRLs and Defta CRL cumertly genersted by this CA
I &5 Enterprise PKI I the CAkey is re-used during a renew, the old index is re-used and you

may see some skipped indexes Revocation List

CRLs Revoked certificates:
Key Index  Effective Date Expiration Date Publish Status Serial number
1] 41272015 11:26... 41972015 11:46... OK

Revocation date

oo |

Revocation entry

Effective Date Expiration Date Publish Status Field
4122015 11:26..  4/13/201511:46.. OK
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Sub/Policy/Issuing CA’s Registry (Before CertUtil.exe):

(jump to TOC)

View the sub/policy/issuing CA’s Registry:

File Action Media View Help

e Edit View Faverites Help

bl BFE
Bl BITS
|. bowser
I - | Brokernfrastructure
b 1. Browser
b | bxfcoe
b | bois
Lol cdfs
|‘> | cdrom
b - |, CertPropSve
. 1 CertSve
4- | Configuration
© bl IntSubPollssCA
|, Performance
. Security
- | chidvbd
b CLFS

h CmBatt
|l CNG
- | CngHwAssist
b~ |, CompositeBus
|| COMSyshpp
| condrv
Ay erypt32
b L) CryptSue
I - | DClocator
I - | Decomlaunch
b | defragsve

I L DeviceAssociationService

b~ | Devicelnstall
II>"J-'I Dfsc

b Dhep

ph disk

ph dmvsc

I - | Dnscache

- |, clr_optimization_v4.0.3031
- L. clr_optimization_v4.0.3031

A

26| CACertHash

20| CACertPublicationURLs
E}_’J CAServerName

4| CAType

Eﬂ CAXchgCertHash

Eﬂ CAXchgOverlapPeriod
fﬁﬂ CAXchgOverlapPeriodUnits
ab] CAXchgValidityPeriod
4| CAXchgValidityPeriodUnits
f_l'ﬂ CertEnrollCompatible
i’_-'g'] ClockSkewMinutes

ab| CommonMame

1%| CRLDeltaNextPublish
k) CRLDeltaOverlapPeriad
%) CRLDeltaOverlapUnits
ab| CRLDeltaPeriod

8| CRLDeltaPeriodUnits
%) CRLEditFlags

%) CRLFlags

4| CRLNextPublish

3}_’3 CRLOverlapPeriod

%) CRLOverlapUnits

ab| CRLPeriod

34| CRLPeriodUnits

ab| CRLPublicationURLs
ab|DSConfigDN

ab| DSDomainDN

Eﬂ EKUOIDsForPublishExpired CertlnCRL

4 Enabled

fﬁwﬂ EnforceX500Namelengths
fﬁﬂ ForceTeletex

4 HighSerial

f_l'ﬂ InterfaceFlags

f_l'ﬂ KRACertCount

Type

REG_SZ
REG_MULTI_SZ
REG_MULTI_SZ
REG_SZ
REG_DWORD
REG_MULTI_SZ
REG_SZ
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_BINARY
REG_SZ
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_BINARY
REG_SZ
REG_DWORD
REG_SZ
REG_DWORD
REG_MULTI_SZ
REG_SZ
REG_SZ
REG_MULTI_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD

Data

(value not set)

4a c3614aec aa eefd Of b3 9d 34 4d b0 65 12 60 3f 80 76

1:CAWindows\system32\CertSr\ CertEnrol 361 _%3%4.crt 3:ldap:///CN=27,CM=AlA, CN=Public Key Services, CN=5ervices, %:6%11 O:http:
DLBT-PKI2.DLBTest.priv

000000001 (1)

Td9e38eB548181311c5cB81057d 10651243 3e1bfa

Days

000000001 (1)

Weeks

000000001 (1)

000000000 (0)

(00000002 (10)

IntSubPollssCA

2b 76 0a a9 ff 75 d0 01

Minutes

0x00000000 (0

Days

0x00000001 (1)

0x00000100 (256)

0x00000002 (2)

2b f6 84 a7 bb 7a d0 01

Hours

0x00000000 (0)

Weeks

000000001 (1)

850\ Windows\system32\CertSr\ CertEnrol 363 %68%0.crl 7®idap:///CN=%7%8, CN=%2, CN=CDP,CN=Public Key Services,CN=5ervices, %
CM=Configuration,DC=DLBTest, DC=priv
DC=DLBTest,DC=priv
1.3.61.557.3.3 1.3.6.1.41.311.61.1.1
000000001 (1)

000000001 (1)

000000012 (18)

000000073 (113)

000000641 (1601)

(500000000 (0)

B dot3sve
< [ [

I

=

Status: Running
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View the sub/policy/issuing CA’s Registry, cont’d:

File

L

File

Action Media View Help

0@ 0

Edit View Favorites

b 5| %

b ) BFE
b ) BITS

| bowser

b | Brokerlnfrastructure
b |, Browser
b | bxfcoe
- L bois
b | cdrom
b | CertPropSvec
i | CertSve

Ah Configuration

© bl IntSubPollssCA
| Performance
| Security

| chitdvbd

bl CLFS

- | clr_optimization_v4.0.3031¢
- | cr_optimization_v4.0.3031¢
- |, CmBatt

| CngHwhAssist

[~ | CompositeBus
.| COMSyshpp
- | condrv

h crypt32

-y Cryptsve

b | DClLocator
-\, Deomlaunch
- 10 defragsve

- | DeviceAssociationService

b | Devicelnstall
b -1 Dfsc

| Dhep

b disk

L dmvse

; - | Dnscache

- dot3swve

Mame

1| CRLDeltaPeriodUnits
%%| CRLEditFlags

%] CRLFlags

4| CRLNextPublish

ab| CRL OverlapPeriod
%] CRLOverlapUnits
ab| CRLPeriod

%8| CRLPeriodUnits

ab| CRLPublicationURLs
ab| DSConfigDN

26| DSDomainDN

_‘_!'j EKUOIDsForPublishExpired CertlnCRL

#%|Enabled

J";'g'] EnforceX500Namelengths
J";'g'] ForceTeletex

J";'g'] HighSerial

J";'g'] InterfaceFlags

J";'g'] KRACertCount
ab|KRACertHash

4| KRAFlags

Iﬂ{] LogLevel

Iﬂ{] MaxIncominghllocSize
Iﬂ{] MaxIncomingMessageSize
fﬂ-f] PolicyFlags

3,"3 RequestFileMame
fﬁtﬂﬂecurrty

fﬁ{]ﬂetu pStatus
ab|SignedAttributes
3,"]514 bjectTemplate

fﬂ-f] UseD5
2b]ValidityPeriod

2% ValidityPeriodUnits
i’;'_tﬂ\l'iewAgeMinu‘tﬁ

2% ViewldleMinutes

Type
REG_DWORD
REG_DWORD
REG_DWORD
REG_BINARY
REG_S7
REG_DWORD
REG_SZ
REG_DWORD
REG_MULTI_SZ
REG_SZ
REG_SZ
REG_MULTI_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_MULTI_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_BINARY
REG_DWORD
REG_MULTI_SZ
REG_MULTI_SZ
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD

Data

0x0000000T (1)

000000100 (256)

Dx00000D02 (2

2b f6 84 a7 b6 7a d0 01

Hours

Dx0000DDOD (0]

Weeks

000000001 (1)
BRCA\Windows\system32\CertSna CertEnroll\ %3 %:8%:9.crl 7%:1dap:///CN="%T%8, CN= %2, CN=CDP,CN=Public Key Services, CN=S5ervices, %
CN=Cenfiguration, DC=DLBTest,DC=priv
DC=DLETest,DC=priv

136155733 1.3.6.1.4.1.311.61.11
000000001 (1)

000000001 (1)

000000012 (18)

(00000073 (115)

000000641 (1601)

000000000 (0)

0x00000000 (0)

0x00000003 (3)

0x00010000 (65536)

0x00010000 (65536)

x00000000 (0)

CADLBT-PKIZ.DLBTest.priv_DLBTest-DLBT-PKIZ-CA%ed.reqg

0100 14 84 20 01 00 00 30 01 00 00 14 00 00 00 44 00 00 00 02 00 30 00 02 00 00 00 02 <0 14 00 ff £f 00 00 01 01 00 00 00 00 00 01 00 00 00 00 02
0x00000001 (1)

RequesterName

EMail CemmonName CrganizationalUnit Organization Locality State DomainComponent Country
0x00000001 (1)

Years

0x00000002 (2)

000000010 (16)

0x00000008 (8)

[T

Computer\HKEY_LOCAL_MACHIMNE\SYSTEM\ CurrentControlSethServices\ CertSvc\ Configuration'IntSubPollssCA

Status: Running ‘
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ADSIEdit.msc (Before CertUtil.exe):

(jump to TOC)

View ADSIEdit.msc:

File Action Media View Help

LO@OO NP EBDNE

]

File Action View Help

|

2 ADSI Edit
ﬂ Default naming context [DLBT-ADDS1.DLBTest.priv]
4 ﬂ Configuration [DLBT-ADDS1.DLBTest.priv]
4 R CN=Configuration, DC=DLBTest, DC=priv
] CN=DisplaySpecifiers
[ 7] CN=Extended-Rights
7] CM=ForestUpdates
] CM=LostAndFoundConfig
7] CN=NTDS Quotas
[ CM=Partitions
] CN=Physical Locations
4 [ ] CM=Services
] CM=AuthN Policy Configuration
7] CM=Claims Configuration
[ CM=Group Key Distribution Service
[ CMN=Microsoft SPP
7] CN=MsmqgServices
[ CM=NetServices
4[| CN=Public Key Services
[ CN=AlA
71 CN=CDP
7] CN=Certificate Templates
7] CN=Certification Authorities
] CN=Enrollment Services
7] CN=KRA
[ CN=0ID
71 CN=RRAS
] CN=Windows NT
[ 7] CN=Sites
7] CN=WellKnown Security Principals
ﬂ RootDSE [DLET-ADDS1.DLBTest. priv]
i Schema [DLET-ADDS1.DLBTest.priv]
ﬂ DomainDN5Zones [DLET-ADDS1.DLETest.priv]
5 ForestDNSZones [DLBT-ADDS1.DLBTest.priv]

CN=Public Key Services

MName

I cn=aia

[ cn=cpp

[] CN=Certificate Templates

Class

container
container
container

[7] CN=Certification Authorities container

[ CN=Enrollment Services
] CN=KRA
] CN=0ID
£] CN=NTAuthCertificates

container
container
msPKl-Enterprise-Oid
certificationAuthority

Distinguished Name

CN=AIA, CN=Public Key Services, CN="5ervices, CN=Configuration, DC=DLBTest, DC= priv
CN=CDP,CN=Public Key Services, CN=5ervices, CN=Configuration, DC=DLBTest, DC=priv

CN=Certificate Templates, CN=Public Key Services, CN=S5ervices, CN=Cenfiguration, DC=DLBETest, DC=priv
CN=Certification Authorities, CN=Public Key Services, CN=>5ervices, CN=Configuration, DC=DLBTest, DC=priv
CN=Enrollment Services, CN=Public Key Services, CN=5ervices, CN=Configuration, DC=DLBTest, DC=priv
CN=KRA,CN=Public Key Services, CN=5ervices, CN=Configuration, DC=DLBTest, DC=priv
CN=0ID,CN=Public Key Services, CN=5ervices, CN=Configuration, DC=DLBTest, DC=priv
CN=MTAuthCertificates, CN=Public Key Services, CM=5ervices CN=Configuration, DC=DLBTest, DC=priv

Status: Running
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View ADSIEdit.msc, cont’d:

LN X

File Action Media View Help

#0O@OO N I|E

2
File Action View Help
e 7 EY

27 ADsI Edit CN=AIA 20
ﬁ Default naming context [DLBT-ADDS1.DLBTest.priv]

Confi ion [DLBT-ADDST.OLET. . Mame Class Distinguished Mame
‘ i é“cﬁu?m:[ ati ) De. D-LBT 5;2""] - é CMN=IntRootCA certificationAuthority  CM=IntRootCA CMN=AIA CN=Public Key Services, CN=>5ervices, CN=Configuration, DC=DLEBTest, DC=priv
4 =Configuration,DC=DLETest, DC=priv ] CN=IntSubPollssCA certificationAuthority  CN=IntSubPallssCA CN=AIA CN=Public Key Services, CN=Services, CN=Configuration, DC=DLETest DC=p...

[ CN=DisplaySpecifiers
= CN=Extended-Rights
= CN=ForestUpdates
] CN=LostAndFoundConfig
[ CN=NTDS Quotas
[ CN=Partitions
| 7] €N=Physical Locations
4 [ CN=Services
[ 7] CN=AuthN Policy Configuration
[ 7] CN=Claims Configuration
[ CN=Group Key Distribution Service
7] CN=Microsoft SPP
7] CN=MsmgqServices
[ CM=NetServices
4[] CN=Public Key Services
[5 CN=AlA
[ CN=CDP
[ CH=Certificate Templates
[ CM=Certification Authorities
| CM=Enrollment Services
[ CN=KRA
[ CN=0ID
| 7] CN=RRAS
[ CN=Windows NT
[ 7] CN=Sites
[ CN=Wellknown Security Principals
5 RootDSE [DLBT-ADDS1.DLBTest.priv]
ﬁ Schema [DLBT-ADDST.DLETest.priv]
ﬁ DomainDMN5Zones [DLBT-ADDS1.DLETest.priv]
ﬁ ForestDNSZones [DLBT-ADDS1.DLBTest. priv]

HS X o B

Status: Running | E Bi

1
g
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View ADSIEdit.msc, cont’d:

File Action Media View Help

ZO®WO@O b5 %
Lz
File Action View Help

e 2E XE O B

2 ADSI Edit CN=CDP 10
i Default naming context [DLBT-ADDS1.DLETest.priv]
4 ﬁ Configuration [DLBT-ADDS1.DLBTest.priv]
4 CN=Configuration, DC=DLBTest, DC=priv
[ CM=DisplaySpecifiers
= CM=Extended-Rights
[ 7] CM=ForestUpdates
] CM=LestAndFoundConfig
7] CN=NTDS Quotas
[ CM=Partitions
[ ] CN=Physical Locations
4[] CM=Services
[ CN=AuthN Policy Configuration
] CN=Claims Configuration
] CM=Group Key Distribution Service
7] CN=Microsoft SPP
[ CN=MsmgServices
[ CM=MetServices
4[] CN=Public Key Services
7] Ch=AIA
y
7] CN=DLBT-PKI2
7] CM=Certificate Templates
[ CN=Certification Authorities
1 CN=Enrollment Services
[7] CN=KRA
5] CN=0ID
7] CN=RRAS
[ CN=Windows NT
7] CN=Sites
[ CN=WellKnown Security Principals
5 RootDSE [DLBT-ADDS1.DLETest.priv]
ﬁ Schema [DLET-ADDS1.DLETest.priv]
H DomainDM5Zones [DLBT-ADDS1.DLETest.priv]
5 ForestDNSZones [DLBT-ADDS1.DLBTest.priv]

MName Distinguished Name
7] CN=DLBT-PKI2 container CM=DLBT-PKIZ,CM=CDP,CN=Public Key Services, CMN="5ervices, CM=Configuration, DC=DLBTest, DC=priv

Status: Running
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View ADSIEdit.msc, cont’d:

e

File Action Media View Help

#/O@OO|N Ik #s

=
File Action View Help
= nE X Y
2 ADSI Edit CN=DLBT-PKI2 1 Objeci(s)
i Dehlflt l\alving context [DLBT*ADDS'I.DVI.BTsl.pIiv] Name Class Distinguished Name
4 f Configuration [DLBT-ADDS1.DLETest.priv] ] CN=IntSubPallssCA cRLDistributionPoint  CN=IntSubPollssCA CN=DLBT-PKIZ, CN=CDP,CN=Public Key Services CN=Services, CN=Configuration,DC..

4 R CN=Cenfiguration, DC=DLBTest, DC=priv
7] CM=DisplaySpecifiers
7] CM=Extended-Rights
=] CM=Forestlpdates
=] CM=LostAndFoundCenfig
[ CN=NTDS Quotas
] CM=Partitions
[ 7] CN=Physical Locations
4[] CM=Services
] CN=AuthN Policy Configuration
7] CN=Claims Configuration
[ CN=Group Key Distribution Service
7] CN=Microsoft SPP
= CN=MsmgServices
[ CN=NetServices
4 [ 7] CN=Public Key Services
[ CN=AIA
4[] CN=CDP
7] CN=Certificate Templates
] CN=Certification Authorities
] CM=Enroliment Services
[ CN=KRA
[ CN=0ID
[ 7] CN=RRAS
[ CN=Windows NT
7] CM=Sites
[ CN=WellKnown Security Principals
i RootDSE [DLET-ADDS1.DLBTest.priv]
H Schema [DLBT-ADDS1.DLBTest.priv]
ﬁ DomainDN5Zones [DLBT-ADDS1.DLBTest.priv]
o ForestDNSZones [DLBT-ADDS1.DLBTest.priv]

&1
&

= = B R

Status: Running | @ Ba
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View ADSIEdit.msc, cont’d:

File Action Media View Help

[O®@O|n |

File Action View Help

e nm XE o 8
2 ADSI Edit CN=Certificate Templates bject(s)
i DefaL.JIt nar.mng context [DLBT-ADDS'I.D.LBTest.priv] Name Class Distinguished Name N

4 i Conflguratlon. [DLET-ADDS1.DLBTest,priv] . % CH=Administrator pKICertificateTermpl... CM=Administrator, CN=Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration DC...
4@ cN :(:i[‘i”;'gulrat;’"‘qf(_::DLBTe;t“Dc:p”“ Hcn=ca pKICertificateTempl... CN=CA,CN=Certificate Templates, CN=Public Key Services, CN=Services, CN=Configuration, DC=DLBTest, ..
% CN;E::n?redT:ilg:;: % CN:CAExchang.e pKICert!f\cateTempI... CN:CAExchangs,CN:Certlﬂsate Templates, CN=Public ?(ey Ser\rlce.s,CN:Serwce.;,CN=Conf|gL.Jrat|or.1,DC=...

[ CN=ForestUpdates ] CN=CEPEncryption pKICertificateTempl... CMN=CEPEncryption, CM=Certificate Templates, CN=Public Key Services, CN="5ervices, CN=Cenfiguration,D...

[ CN=LostAndFoundConfig CN=ClientAuth pKICertificateTempl... CM=ClientAuth, CN=Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration, DC=D...

% CN=NTDS Quotas ] CN=CodeSigning pKICertificateTempl... CM=CodeSigning, CN=Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration,DC...
7 CN=Partitions ] CN=CrossCA pKICertificateTempl... CM=CrossCA CN=Certificate Templates, CM=Public Key Services, CN=5ervices, CN=Configuration, DC=DLB...

[ 7] CM=Physical Locations % CN=CTLSigning pKICertificateTermpl... CM=CTLSigning, CN=Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration DC=...

4 [ CM=Services % CM=DirectoryEmailReplica... pKlCertificateTempl... CN=DirectoryEmailReplication, CN=Certificate Templates, CN=Public Key Services, CN="5ervices, CN=Confi...

71 CN=AuthN Policy Configuration ] CN=DomainController pKICertificateTempl... CN=DomainController, CN=Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuratio...

7] CN=Claims Configuration ] CN=DomainControllerAut... pKlCertificateTempl... CM=DomainControllerAuthentication, CN=Certificate Templates,CN=Public Key Services, CN=Services,CN...

7] CN=Group Key Distribution Service CN=EFS pKICertificateTempl... CMN=EFS5 CN=Certificate Templates, CN=Public Key Services, CN=S5ervices, CN=Configuration, DC=DLBTest,...
[ CN=Microsoft SPP ] CN=EFSRecovery pKICertificateTempl... CM=EF5Recovery, CN=Certificate Templates, CN=Public Key Services, CN=S5ervices, CN=Cenfiguration,DC=...
] CN=MsmgServices % CN=EnrollmentAgent pKICertificateTermpl... CM=EnrollmentAgent, CN=Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration, ...

(7] CN=NetServices ] CN=EnrollmentAgentOffline pKICertificateTempl... CM=EnrollmentAgentOffline, CN=Certificate Templates,CN=Public Key Services, CM=Services,CN=Config...

4 (] CN=Public Key Services % CN=Exchangelser pKICertificateTermpl... CTM=ExchangeUser,CN=Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration, DC... =
[ CN=ALA 5] CN=ExchangelUserSignature  pKlCertificateTempl... CM=ExchangeUserSignature, CN= Certificate Templates, CM=Public Key Services, CN=Services, CN=Configu...

47| CN=CDP
[ 7] CN=DLET-PKI2
|- CN=Certificate Templates |
] CM=Certification Authorities

CN=IPSECIntermediateOffl... pKlCertificateTempl... CN=IPSECIntermediateOffline, CN=Certificate Templates, CN=Public Key Services, CN="5ervices, CN=Confi...
] CN=IPSECIntermediateOnl... pKICertificateTemnpl... CM=IPSECIntermediateOnling, CN=Certificate Templates, CN=Public Key Services, CN=Services,CN=Config...
% CN=KerberosAuthentication pKlCertificateTempl... CN=KerberosAuthentication, CN=Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configu...

[ CN=Enrollment Services % CN=KeyRecoveryAgent pKICertificateTempl... CN=KeyRecoveryAgent CM=Certificate Templates, CN=Public Key Services, CN=>5ervices, CN=Configuratio...
7] CN=KRA % CN=Machine pKICertificateTerpl... CTM=Maching CN=Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration, DC=DLE...
7] CN=0ID ] CN=MachineEnrollmentA... pKICertificateTempl... CM=MachineEnrollmentAgent, Ch=Certificate Templates, CN=Public Key Services, CN=Services, CM=Confi...
= &] CN=0CSPResponseSigning  pKlCertificateTempl... CN=0CSPResponseSigning, CN=Certificate Templates, CN=Public Key Services, CN=Services, CN=Configur...
7] CN=RRAS
7 CN=Windows NT ] CN=0OfflineRouter pKICertificateTempl... CM=0fflineRouter, CM=Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration,DC...
- Gj CH=RASAndIASServer KiCertificateTempl... CN=RASAndIASServer, CM=Certificate Templates, Ch=Public Key Senvices, CM=Services, CN=Configuration...
[ CN=Sites P P pl €y ]
|7 CN=WellKnown Security Principals % CN=5martcardLogon pKICertificateTerpl... CM=5martcardlogon, CN=Certificate Templates, CN=Public Key Services, CN=5ervices, CM=Configuration,...
i RootDSE [DLET-ADDS1.DLETest. priv] % CN=5martcardUser pKICertificateTermpl... CM=5martcardUser, CN=Certificate Templates, CN=Public Key Services, CN=>5ervices, CN=Cenfiguration,D...
i Schema [DLET-ADDS1.DLBTest.priv] % CN=5ubCA pKICertificateTernpl... CTMN=5ubCA CN=Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Cenfiguration, DC=DLET...
i DomainDNSZones [DLET-ADDS1.DLBTest.priv] ] CN=User pKICertificateTempl... CMN=User,CM=Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration,DC=DLBTest...
i ForestDMNSZones [DLET-ADDS1.DLETest.priv] CN=UserSignature pKICertificateTempl... CM=UserSignature, CN=Certificate Templates, CN=Public Key Services, CN=5ervices,CN=Configuration,DC...
CH=WebServer pKICertificateTempl... CMN=WebServer, CN=Certificate Templates, CN=Public Key Services, CN=S5ervices, CN=Configuration, DC=D...
-
TR VY S VIV T, J P TV Ry YR -T Pl T VU Y VR PR JRR Y Y S PO SRR N S PO Vo

= Sz = B B =
Status: Running | @ Ba ;
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View ADSIEdit.msc, cont’d:

e

File Action Media View Help

#0O@OO N I|E

2
File Action View Help
e nE X EY

3’ ADSI Edit CN=Certification Authorities 1
ﬁ Default naming context [DLBT-ADDS1.DLBTest.priv]
4 H Configuration [DLBT-ADDS1.DLBTest. priv]
e | CN=Cenfiguration, DC=DLBTest DC=priv
[ CN=DisplaySpecifiers
= CN=Extended-Rights
= CN=ForestUpdates
] CN=LostAndFoundConfig
[] CN=NTDS Quotas
[ CN=Partitions
| 7] €N=Physical Locations
4 [ CN=Services
[ 7] CN=AuthN Policy Configuration
[ 7] CN=Claims Configuration
[ CN=Group Key Distribution Service
] CN=Microsoft SPP
7] CN=MsmgqServices
[ CM=NetServices
4[] CN=Public Key Services
[ CN=AIA
a [0 CN=CDP
] CN=DLBT-PKI2
[ CH=Certificate Templates
| CN=Certification Authorities|
[ CN=Enrollment Services
[] CN=KRA
[ CN=0ID
7] CN=RRAS
[T CN=Windows NT
7] CN=Sites
[ CN=Wellknown Security Principals
ﬁ RootDSE [DLBT-ADDS1.DLETest.priv]
ﬁ Schema [DLBT-ADDS1.DLETest.priv]
ﬁ DomainDMN5Zones [DLBT-ADDS1.DLETest.priv]
ﬁ ForestDNSZones [DLBT-ADDS1.DLBTest.priv]

Mame Class Distinguished Mame
é CM=IntRootCA certificationAuthority  CM=IntRootCA, CM=Certification Authorities, CN=Public Key Services, CN=5ervices, CN=Cenfiguration, DC...

1
g

HE ) = T B

Status: Running | E Bi
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View ADSIEdit.msc, cont’d:

e

File Action Media View Help

#/O@OO|N Ik #s

=
File Action View Help
= nE X Y
2 ADSI Edit CN=Enrollment Services 10b
i Dehlflt l\alving context [DLBT*ADDS'I.DVI.BTsl.pIiv] Name Distinguished Name
4 f Configuration [DLBT-ADDS1.DLETest.priv] ] CN=IntSubPollssCA pKIEnrollmentService  CN=IntSubPollssCA CN=Enrollment Services,CN=Public Key Services, CN=Services, CN=Configuration, DC...

4 R CN=Cenfiguration, DC=DLBTest, DC=priv
7] CM=DisplaySpecifiers
7] CM=Extended-Rights
=] CM=Forestlpdates
=] CM=LostAndFoundCenfig
[ CN=NTDS Quotas
] CM=Partitions
[ 7] CN=Physical Locations
4[] CM=Services
] CN=AuthN Policy Configuration
7] CN=Claims Configuration
[ CN=Group Key Distribution Service
7] CN=Microsoft SPP
= CN=MsmgServices
[ CN=NetServices
4 [ 7] CN=Public Key Services
[ CN=AIA
4[] CN=CDP
7] CN=DLBT-PKI2
[ CN=Certificate Templates
] CN=Certification Authorities
[ CN=KRA
[ CN=0ID
[ 7] CN=RRAS
[ CN=Windows NT
7] CM=Sites
[ CN=WellKnown Security Principals
ﬁ RootDSE [DLET-ADDS1.DLBTest.priv]
H Schema [DLBT-ADDS1.DLBTest.priv]
ﬁ DomainDMN5Zones [DLBT-ADDS1.DLBTest.priv]
H ForestDNSZones [DLBT-ADDS1.DLBTest.priv]

&1
&

= i3 B R

Status: Running | @ Ba

www.DanielLBenway.net 2-Tier, Offline-Root, Internal PKI with 1IS CDP on 2012 R2 Page 205 of 264



View ADSIEdit.msc, cont’d:

e

File Action Media View Help

#0O@OO N I|E

2
File Action View Help
e nE X EY

2 ADSI Edit CN=KRA 10k
ﬁ Default naming context [DLBT-ADDS1.DLBTest.priv] Name Class Distinguished Name
4 ? é‘ljﬂﬁ:?;:;;ﬂ:;:ggik?;;f;ggm £ CN=IntSubPallssCA rsPKI-PrivateKeyR..  CN=IntSubPollssCA, CN=KRA CN=Public Key Services, CN=Services, CN=Configuration DC=DLBTest DC=p...
[ CN=DisplaySpecifiers
= CN=Extended-Rights
= CN=ForestUpdates
] CN=LostAndFoundConfig
[ CN=NTDS Quotas
[ CN=Partitions
| 7] €N=Physical Locations
4 [ CN=Services
[ 7] CN=AuthN Policy Configuration
[ 7] CN=Claims Configuration
[ CN=Group Key Distribution Service
] CN=Microsoft SPP
7] CN=MsmgqServices
[ CM=NetServices
4[] CN=Public Key Services
[ CN=AlA
4 [Z CN=CDP
] CN=DLBT-PKIZ
[ CH=Certificate Templates
[ CM=Certification Authorities
[ CN=Enrollment Services
7 CN=0ID
| 7] CN=RRAS
[ CN=Windows NT
7] CN=Sites
[ CN=Wellknown Security Principals
5 RootDSE [DLBT-ADDS1.DLETest.priv]
| Schema [DLBT-ADDS1.DLETest.priv]
ﬂ DomainDMN5Zones [DLBT-ADDS1.DLETest.priv]
| ForestDNSZones [DLET-ADDS1.DLETest.priv]

1
g

B R |

Status: Running | E Bi
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View ADSIEdit.msc, cont’d:

Media View Help

@0 Ib | s

File  Action

| #

] CM=ForestUpdates
7] CM=LostAndFoundConfig
] CN=NTDS Quotas
[ CM=Partitions
[ 7] CM=Physical Locations
4[] CM=Services
] CN=AuthN Pelicy Configuration
7] CM=Claims Configuration
[ CM=Group Key Distribution Service
1 CMN=Microsoft SPP
7] CN=MsmgServices
[ CM=NetServices
4[] CN=Public Key Services
51 CN=AIA

CN=0ID

MName

] CN=25.0AAA4817434B4C224DT1EF2E2060A658
7] CN=26.5ABA6A617R1FD4TEIFEB12D 78020722
5] CN=27.5C85A50086AAB3AA432ETIDAIABAGAT
7] CN=28.11597241DBA4D144BE 190BEBRAALBATT
(7] CN=29.51CESCOC23AER2502CTAFATIR4BSADE0
7] CN=30.7FFDO0ABDDFASSCO0G3161ED3DE1 T4E4
7] CN=31.42FBA1500E6R6TREFADA0RIBRIDI14F3
[] CN=32.41F15524E605111AT81E4TCOF2T34692
[] CN=33.2C857A94D04ACCD3IB3386446DFIZE 41
[ CN=400.BBF51C5172B15E8111B75A81908AF 1F6
[] CN=401.E68F75EF22F3874F 04F25C890ABFFD3

Class

msPKl-Enterprise-Oid
msPKl-Enterprise-Oid
msPKl-Enterprise-Oid
msPKl-Enterprise-Oid
msPKl-Enterprise-Oid
msPKl-Enterprise-Oid
msPKl-Enterprise-Oid
msPKl-Enterprise-Oid
msPKl-Enterprise-Oid
msPKl-Enterprise-Oid
msPKl-Enterprise-Oid

Distinguished Name

Ch=23.0AAA4817434B4C224DT1EF2E2069A658, CN=0ID,CN=Public Key Services, CN=5ervices, CP
Ch=26.3ABABGAG17B1FD4TEIFBB12D78020722,CN=0ID,CN=Public Key Services, Ch=5ervices,Cl
Ch=27.5C95A50086AAB3AA432ETIDAIALBAGAT CN=0ID,CN=Public Key Services, CN=Services,{
Ch=28.11597241DB64D144BE190BERBAALBA3T, CN=0ID, CM=Public Key Services, CN=5ervices, CI
Ch=29.51CE3COC23AER2502CT8FA5384B3ADE0, CN=0ID, CN=Public Key Services, CN=Services,C
CM=30.7FFDO0ABODFAS5CD063161ED3DET74E4, CN=0ID, CN=Public Key Services, CN=Services,C
Ch=31.42FBAT300E6B6TBEFADG0B3EB3DS14F3, CN=0ID, CN=Public Key Services, CN=Services, Ch
Ch=32.41F13324E605111AT81E4TCOF2734692, CN=0ID,CN=Public Key Services, CM=S5ervices,CN=
Ch=33.2C85TAS4D04ACCD3B3386446DFIBE34H, CN=0ID, CN=Public Key Services, CN=S5ervices,C
Ch=400.BBF31C5172B15E8111B73A81908AF1F6,CN=0ID,CN=Public Key Services, Ch="5ervices,Cl
Ch=401.E68FT5EF22F3874F804F23CES0ABFFDS, CN=0ID,CN=Public Key Services, CN=>5ervices, P

a [T CN=CDP
] CN=DLBT-PKI2
[ 7] CN=Certificate Templates
] CN=Certification Authorities
] CN=Enrollment Services
71 CN=KRA
4 [ CN=0ID
[ CN=25.0AAA4817434B4C224DT1EF2
7] CN=26.5ABASEA617B1FDATEIFBB1Z
7] CN=27.5C95A50036AABIAAA32ET3
[ CN=28.11597241DB64D144BE1508E,
[ CN=29.51CE5CIC23AE82502CT8FAS
71 CN=30.7FFDODABODFAS5CD0G3161
] CN=31.42FBA1500E6B6TBEFSDO0B3!
[ CN=3241F15524E605111A781E47CE
] CN=33.2C857AS4D04ACCD3B33364
7] CN=400.BBF31C5172815E8111B75A¢
[ CN=401.E68F7SEF22F3874FB04F25C}
71 CN=40D2.1C836A2B5723FADB1BEDET
[ 7] CMN=RRAS
] CMN=Windows NT
7] CM=Sites

Windows PowerShell

=) : =

[] CN=402.1C336A2B5723F4DB1B8DET54F39ET9E3  msPKI-Enterprise-Oid  CN=402.1C836A2B5723F4DB1BaD6734F39ET9E3,CN=0ID, CN=Public Key Services, CN=Services,C

Status: Running
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DC’s Local Certificate Store (Before CertUtil.exe):

(jump to TOC)

View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the sub/policy/issuing CA’s certificate from

AD):

ﬁ File Action View Favorites Window Help

Bl Gk

|

7] Console Root
4 @ Certificates - Current User
b ] Perscnal
4 [ Trusted Root Certification Authorities
7 Certificates
» B Enterprise Trust
4 [ Intermediate Certification Authorities
[ Certificate Revecation List
7 Certificates
| [ ] Active Directory User Object
b [ Trusted Publishers
b [ Untrusted Certificates

» B Third-Party Root Certification Authorities

b ] Trusted People

b [ Client Authentication lssuers

b [~ Smart Card Trusted Roots

4 @ Certificates (Local Computer)

b || Perscnal

4 [ ] Trusted Root Certification Authorities
] Certificates

» B Enterprise Trust

4 [ Intermediate Certification Authorities
7 Certificate Revecation List
7 Certificates

b [ Trusted Publishers

b | Untrusted Certificates

[ Third-Party Reot Certification Authorities

b ] Trusted People

b [ Client Authentication lssuers

b [ Remote Desktop

b [ Certificate Enrollment Requests
b [ Smart Card Trusted Roots

b [ Trusted Devices

Certificates

Issued To -

[l Baltimore CyberTrust Root

53] GTE CyberTrust Global Root
S IntRootCA

=3l Microsoft Root Authority

53] Thawte Timestamping CA

=l Class 3 Public Primary Certificat...
[l Class 3 Public Primary Certificat...
[l Copyright (c) 1957 Microsoft C...
|| DigiCert High Assurance EV Ro...
[) Entrust Root Certification Auth...
53l Equifax Secure Certificate Auth...

|§] Microsoft Authenticode(tm) Ro...

Sl Microsoft Root Certificate Auth...
[53I Microsoft Root Certificate Auth...
[53I Microsoft Root Certificate Auth...
[Z5INO LIABILITY ACCEPTED, (c)97 ...

Issued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatio...
Copyright () 1997 Microsoft Corp.
DigiCert High Assurance EV Root ...
Entrust Root Certification Authority
Equifax Secure Certificate Authority
GTE CyberTrust Global Root
IntRootCA

Microsoft Authenticode(tm) Root...
Microsoft Root Autherity

Microsoft Root Certificate Authori..,
Microsoft Root Certificate Authaori...
Microsoft Root Certificate Authaori...

NO LIABILITY ACCEPTED, (c)97 V...
Thawte Timestamping CA

Expiration Date
5/12/2025
8172028
1/7/2004
12/30/1999
117872031
11/27/2026
8/22/2018
8/13/2018
4/12/2035
1273171999
12/31/2020
5/9/2021
6/23/2035
3/22/2036
1/7/2004
1273172020

Intended Purposes
Server Authenticati...
Secure Email, Client...
Secure Email, Client...
Time Stamping
Server Authenticati...
Server Authenticati...
Secure Email, Serve...
Secure Email, Client...
<All>

Secure Email, Code ...
<All>

<All>

<All=

<All=

Time Stamping
Time Stamping

Friendly Name

Baltimore CyberTru...
VeriSign Class 3 Pu...

VeriSign

Microsoft Timesta...
DigiCert

Entrust

GeoTrust

GTE CyberTrust Glo...

<MNone=

Microsoft Authenti...
Microsoft Root Aut...
Microsoft Root Cert...
Microsoft Root Cert...
Microsoft Root Cert...
VeriSign Time Stam...
Thawte Timestamp...

Status

Certificate Te...

Trusted Root Certification Authorities store contains 16 certificates,

Status: Running
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View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the sub/policy/issuing CA’s certificate from
AD), cont’d:

File Action Media View Help

LO0OCO NP ES %

=
File Action View Favorites Window Help
FrNCIEEIEEY

4 @ Certificates - Current User Issued By - Effective Date Next Update

b 1 Persenal & :
VeriSign Commercial Software ...  3/23/2001 1/7/2004
a4 [ Trusted Root Certification Authorities . g

[ Certificates

I [ 7] Enterprise Trust

4 [ ] Intermediate Certification Authorities
| Certificate Revocation List
[ Certificates

I [ ] Active Directory User Object

b 1 Trusted Publishers

b |1 Untrusted Certificates

I [ 7] Third-Party Root Certification Authorities

b 1 Trusted People

b ] Client Authentication lssuers

b 1 Smart Card Trusted Roots

4 ¥ Certificates (Local Computer)

b 1 Persenal

4 [ ] Trusted Root Certification Authorities
7] Certificates

[ Enterprise Trust

4 [ ] Intermediate Certification Authorities
] Certificate Revocation List
[ Certificates

b 1 Trusted Publishers

b 1 Untrusted Certificates

I [ 7| Third-Party Root Certification Authorities

b 1 Trusted People

b (] Client Authentication lssuers

b [ Remote Desktop

- [] Certificate Enrollment Requests

b 1 Smart Card Trusted Roots

b 1 Trusted Devices

Status: Running
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View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the sub/policy/issuing CA’s certificate from

AD)

, cont’d:

File Action Media View Help

L

0O@00 Nk S =

E File Action View Favorites Window Help

I =TT

[~ Console Root
a [ Certificates - Current User

b | Perscnal

4 || Trusted Root Certification Authorities
] Certificates

I ] Enterprise Trust

4 [ Intermediate Certification Authorities
[ Certificate Revocation List
7 Certificates

| | Active Directory User Object

b ] Trusted Publishers

b [ Untrusted Certificates

» B Third-Party Root Certification Authorities

b 1 Trusted People

b [ Client Authentication lssuers

b - Srmart Card Trusted Roots

4 @ Certificates (Local Computer)

b | Perscnal

4 [ Trusted Root Certification Authorities
7 Certificates

» B Enterprise Trust

4 [ Intermediate Certification Authorities
7| Certificate Revocation List
7 Certificates

b | Trusted Publishers

b [ Untrusted Certificates

» B Third-Party Root Certification Authorities

[~ Trusted People

I | Client Authentication Issuers

b | Remote Desktop

b | Certificate Enrollment Requests

b | Smart Card Trusted Roots

b ] Trusted Devices

Certificates

Issued To

Sl IntRootCA

Sl IntSubPollssCA

S Microsoft Windows Hardware ...
[SRoot Agency
[Slwww.verisign.com/CPS Incorp....

Issued By Expiration Date  Intended Purposes Friendly Mame Status
IntRootCA 4/12/2035 <All> <MNone>
IntRootCA 471272025 <All> <Mone>
Microsoft Root Authority 1273172002 Code Signing, Win...  <MNone>
Root Agency 12/31/2039 <All= <MNone>
Class 3 Public Primary Certificatio.. 10/24/2016 Server Authenticati.. <Mone>

Certificate Te...

Subordinate C...

Intermediate Certification Authorities store contains 5 certificates.

R |

Status: Running
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View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the sub/policy/issuing CA’s certificate from

AD), cont’d:

File Action Media View Help

L/ 0O@O@O NP MHED

=

ﬁ File Action View Favorites Window Help

e

SIEECE

] Console Root
4 Iﬁ Certificates - Current User
b [l Personal
4 [ ] Trusted Root Certification Authorities
] Certificates
I [] Enterprise Trust
4 [ ] Intermediate Certification Authorities
] Certificate Revocation List
[ Certificates
b [ ] Active Directory User Object
I ] Trusted Publishers
b 1 Untrusted Certificates

p [7] Third-Party Root Certification Authorities

b [ ] Trusted People

b ] Client Authentication Issuers

b 1 Smart Card Trusted Roots

4 Iﬁ Certificates (Local Computer)

I ] Personal

4[] Trusted Root Certification Authorities
| Certificates

b || Enterprise Trust

4 [ ] Intermediate Certification Authorities
] Certificate Revocation List
[ Certificates

b ] Trusted Publishers

b ] Untrusted Certificates

p [ ] Third-Party Root Certification Authorities

b [ ] Trusted People

b ] Client Authentication Issuers

p [] Remote Desktop

p [] Certificate Enrollment Requests
b ] Smart Card Trusted Roots

b ] Trusted Devices

Certificates

lssued To -

=l Baltimore CyberTrust Root

53] GTE CyberTrust Global Root
Sl IntRootCA

Sl Microsoft Root Authority

Sl Thawte Timestamping CA

53/ Class 2 Public Primary Certificat...
5 Class 2 Public Primary Certificat...
5 Copyright (c) 1997 Microsoft C...
53] DigiCert High Assurance EV Ro...
53/ Entrust Root Certification Auth...
5l Equifax Secure Certificate Auth...

Sl Microsoft Authenticode(tr) Ro..

5 Microsoft Root Certificate Auth...
3l Microsoft Root Certificate Auth...
Sl Microsoft Root Certificate Auth...
I NO LIABILITY ACCEPTED, ()97 ...

Issued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatio...
Copyright (c) 1997 Micresoft Corp.
DigiCert High Assurance EV Root ...
Entrust Root Certification Authority
Equifax Secure Certificate Authority
GTE CyberTrust Global Root
IntRootCA

Microsoft Authenticode(tm] Root...
Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
MO LIABILITY ACCEPTED, ()97 V...
Thawte Timestamping CA

Expiration Date
5/12/2025
8/1/2028
1/7/2004
12/30/1999
11/9/2031
1172772026
8/22/2018
8/13/2018
4/12/2035
1273171999
12/31/2020
5/9/2021
6/23/2035
3/22/2036
1/7/2004
12/31/2020

Intended Purposes
Server Authenticati...
Secure Email, Client...
Secure Email, Client...
Time Stamping
Server Authenticati...
Server Authenticati...
Secure Email, Serve...
Secure Email, Client...
<All»

Secure Email, Code ...
<All>

<All>

<All>

<All»

Time Stamping

Time Stamping

Friendly Mame

Baltimore CyberTru...
VeriSign Class 3 Pu...

VeriSign

Microsoft Tirnesta...
DigiCert

Entrust

GeoTrust

GTE CyberTrust Glo...

<MNone>

Microseft Authenti..,

Microseft Root Aut...

Microsoft Root Cert...
Microsoft Root Cert...
Microsoft Root Cert...
VeriSign Time Stam...
Thawte Timestamp...

Status

Certificate Te...

Trusted Root Certification Authorities store contains 16 certificates,

Status: Running
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View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the sub/policy/issuing CA’s certificate from
AD), cont’d:

File Action Media View Help
L/O@OO NP MESE
ﬁ File Action View Favorites Window Help

ANTEEIEE]

Pl Iﬁ Certificates - Current User Issued By - Effective Date Mext Update

b [l Personal o .
VeriSign C | Software ... 3/23/2001 1/7/2004
4 [ ] Trusted Root Certification Authorities srign bemmercial sottware /231 7

] Certificates

I [] Enterprise Trust

4 [ ] Intermediate Certification Authorities
] Certificate Revocation List
[ Certificates

b [ ] Active Directory User Object

I ] Trusted Publishers

b 1 Untrusted Certificates

p [7] Third-Party Root Certification Authorities

b [ ] Trusted People

b ] Client Authentication Issuers

b 1 Smart Card Trusted Roots

4 @ Certificates (Local Computer)

I ] Personal

4[] Trusted Root Certification Authorities
[ Certificates

b || Enterprise Trust

4 [ ] Intermediate Certification Authorities
| Certificate Revocation List
[ Certificates

b ] Trusted Publishers

b ] Untrusted Certificates

(| Third-Party Root Certification Authorities

b [ ] Trusted People

b ] Client Authentication Issuers

p [] Remote Desktop

p [] Certificate Enrollment Requests

b ] Smart Card Trusted Roots

b ] Trusted Devices

R e

Status: Running
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View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the sub/policy/issuing CA’s certificate from

AD)

, cont’d:

File Action Media View Help

L

0O@00 Nk S =

E File Action View Favorites Window Help

I =TT

[~ Console Root
a [ Certificates - Current User

b | Perscnal

4 || Trusted Root Certification Authorities
] Certificates

I ] Enterprise Trust

4 [ Intermediate Certification Authorities
[ Certificate Revocation List
7 Certificates

| | Active Directory User Object

b ] Trusted Publishers

b [ Untrusted Certificates

» B Third-Party Root Certification Authorities

b 1 Trusted People

b [ Client Authentication lssuers

b - Srmart Card Trusted Roots

4 @ Certificates (Local Computer)

b | Perscnal

4 [ Trusted Root Certification Authorities
7 Certificates

» B Enterprise Trust

4 [ Intermediate Certification Authorities
7| Certificate Revocation List
| Certificates

b | Trusted Publishers

b [ Untrusted Certificates

» B Third-Party Root Certification Authorities

[~ Trusted People

I | Client Authentication Issuers

b | Remote Desktop

b | Certificate Enrollment Requests

b | Smart Card Trusted Roots

b ] Trusted Devices

Certificates

Issued To

Sl IntRootCA

Sl IntSubPollssCA

S Microsoft Windows Hardware ...
[SRoot Agency
[Slwww.verisign.com/CPS Incorp....

Issued By Expiration Date  Intended Purposes Friendly Mame Status
IntRootCA 4/12/2035 <All> <MNone>
IntRootCA 471272025 <All> <Mone>
Microsoft Root Authority 1273172002 Code Signing, Win...  <MNone>
Root Agency 12/31/2039 <All= <MNone>
Class 3 Public Primary Certificatio.. 10/24/2016 Server Authenticati.. <Mone>

Certificate Te...

Subordinate C...

Intermediate Certification Authorities store contains 5 certificates.

R |

Status: Running
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Sub/Policy/Issuing CA’s Local Certificate Store (Before CertUTtil.exe):

(jump to TOC)

View sub/policy/issuing CA’s local certificate store:

n  Media View Help

% 0O@O@O0|I Ip|

& File Action View Favorites Window

B 6= He

|

] Console Root
I @ Certificate Templates
4 Iﬁ Certificates - Current User
b 1 Personal
4 [ ] Trusted Root Certification Authorities
[ Enterprise Trust
4 [ Intermediate Certification Authorities
| Certificate Revocation List
] Certificates
b [ ] Active Directory User Object
b ] Trusted Publishers
b 1 Untrusted Certificates
p [7] Third-Party Root Certification Authorities
b [ ] Trusted People
b ] Client Authentication Issuers
b [ Smart Card Trusted Roots
4 Iﬁ Certificates (Local Computer)
I |1 Personal
4 [ ] Trusted Root Certification Authorities
[ Certificates
| Enterprise Trust
4 [ ] Intermediate Certification Authorities
| 7| Certificate Revocation List
] Certificates
b 1 Trusted Publishers
b 1 Untrusted Certificates
b [ ] Third-Party Root Certification Authorities
b 1 Trusted People
b 1 Client Authentication Issuers
b ] Remote Desktop
b 1 Smart Card Trusted Roots
b ] Trusted Devices
b ] Web Hosting
b i Certification Authority (Local)
b B5 Enterprise PKI

Certificates

lssued Te -

5l Baltimore CyberTrust Root

SlIntRootCA
SIntRootCA

[/ Microsoft Root Authority

S Thawte Timestamping CA

5] Class 3 Public Primary Certificat...
Sl Copyright (£) 1997 Microsoft C...
[yl Equifax Secure Certificate Auth...

S Microsoft Authenticode(trn) Ro..

S/ Microsoft Root Certificate Auth...
S Microsoft Root Certificate Auth...
S Microsoft Root Certificate Auth...
[SNO LIABILITY ACCEPTED, ()97 ...

Issued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Copyright (c) 1997 Microsoft Corp.
Equifax Secure Certificate Authority
IntRootCA

IntRootCA

Microsoft Authenticode(tm) Root...
Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...

MO LIABILITY ACCEPTED, (c)97 V...
Thawte Timestamping CA

Expiration Date
5/12/2025
8/1/2028
12/30/1999
8/22/2018
4/12/2035
4/12/2033
12/31/19%9
12/31/2020
5/9/2021
6/23/2035
3/22/2036
1/7/2004
12/31/2020

Intended Purposes

Server Authenticati...

Secure Email, Client...

Time Stamping

Secure Email, Serve...

<All»
=All=

Secure Email, Code ...

=All=
=All=
<All=
<All=
Time Stamping
Time Stamping

Friendly Mame

Baltimore CyberTru...
VeriSign Class 3 Pu...

Microsoft Timesta...
GeoTrust
<None>
<None=>

Microsoft Authenti...
Microsoft Root Aut..,
Microsoft Root Cert..,
Microsoft Root Cert..,
Microsoft Root Cert..,
VeriSign Time Stam...
Thawte Timestamp...

Status

Certificate Te...

Trusted Root Certification Authorities store contains 13 certificates.

Status: Running
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View sub/policy/issuing CA’s local certificate store, cont’d:

File Action Media View Help
S 0@O0
=

& File Action View Favorites Window

YN EEIEELE

] Console Root
| Certificate Templates
4 Iﬁ Certificates - Current User
b ] Personal
4[] Trusted Root Certification Authorities
[ Certificates
[ Enterprise Trust
4[] Intermediate Certification Authorities
|ﬁ Certificate Revocation I.istl
7] Certificates
b [] Active Directory User Object
1 Trusted Publishers
b 1 Untrusted Certificates
[ Third-Party Root Certification Authorities
b 1 Trusted People
b 1 Client Authentication Issuers
I ] Smart Card Trusted Roots
4 Iﬁ Certificates (Local Computer)
b 1 Personal
4 [ 7] Trusted Root Certification Authorities
7] Certificates
[ Enterprise Trust
4[] Intermediate Certification Authorities
] Certificate Revocation List
7] Certificates
b 1 Trusted Publishers
b 1 Untrusted Certificates
p [ ] Third-Party Root Certification Authorities
b ] Trusted People
b 1 Client Authentication Issuers
b [~] Remote Desktop
b ] Smart Card Trusted Roots
b 1 Trusted Devices
b ] Web Hosting
I T3 Certification Authority (Local)
I H3 Enterprise PKI

Certificate Revocation List

|ssued By -

IntSubPollssCA, DLETest, priv
IntSubPellssCA, DLETest, priv
VeriSign Commercial Software ...

Effective Date
41272015
41272015
3/23/2001

Next Update
4/19/2015
471372015
1/7/2004

B

Status: Running
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View sub/policy/issuing CA’s local certificate store, cont’d:

File Action Media View Help

% 0@00|u |

& File Action View Favorites Window

B Hem

| =

7] Console Root
I @ Certificate Templates
4 Gl Certificates - Current User
b 1 Personal
4 [ 7] Trusted Root Certification Authorities
] Certificates
[ Enterprise Trust
4 [ Intermediate Certification Authorities
] Certificate Revocation List
b [] Active Directory User Object
b 1 Trusted Publishers
b 1 Untrusted Certificates
b [ ] Third-Party Root Certification Authorities
b 1 Trusted People
b 1 Client Authentication Issuers
b 1 Smart Card Trusted Roots
4 If%}‘ Certificates (Local Computer)
b [l Personal
4[] Trusted Root Certification Authorities
] Certificates
| Enterprise Trust
4 [ 7] Intermediate Certification Authorities
| Certificate Revocation List
[ Certificates
b 1 Trusted Publishers
b 1 Untrusted Certificates
[ Third-Party Reot Certification Authorities
b 1 Trusted People
b 1 Client Authentication Issuers
b ] Remote Desktop
b 1 Smart Card Trusted Roots
b ] Trusted Devices
b ] Web Hosting
I Lxl Certification Authority (Local)
I @5 Enterprise PKI

Certificates

Status  Certificate Te...

lssued Te

SlintRootCA

SlintsubPollssCA

S Microsoft Windows Hardware ...

Root Agen
gency
Sl www.verisign.com/CPS Incorp....

lssued By

IntRootCA

IntRootCA

Microsoft Root Authority

Root Agency

Class 3 Public Primary Certificatio...

Expiration Date
4/12/2035
4/12/2025
12/31/2002
12/31/2039
10/24/2016

Intended Purposes
<All>
<All>

Code Signing, Win...

<All»

Server Authenticati...

Friendly Mame
<None>
<None>
<None=
<None>
<None=>

Subordinate C...

Intermediate Certification Authorities store contains 5 certificates,

Status: Running
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View sub/policy/issuing CA’s local certificate store, cont’d:

Action  Media View Help

& File Action View Favorites Window

@ x

EIEEL

] Console Root
| Certificate Templates
4 Iﬁ Certificates - Current User
b ] Personal
4[] Trusted Root Certification Authorities
[ Certificates
[ Enterprise Trust
4[] Intermediate Certification Authorities
| Certificate Revocation List
7] Certificates
b [] Active Directory User Object
1 Trusted Publishers
b 1 Untrusted Certificates

[ Third-Party Root Certification Authorities

b 1 Trusted People

b 1 Client Authentication Issuers

I ] Smart Card Trusted Roots

4 Iﬁ Certificates (Local Computer)

b 1 Personal

4 [ 7] Trusted Root Certification Authorities

[ Enterprise Trust

4[] Intermediate Certification Authorities
] Certificate Revocation List
7] Certificates

b 1 Trusted Publishers

b 1 Untrusted Certificates

p [ ] Third-Party Root Certification Authorities

b ] Trusted People
b 1 Client Authentication Issuers
b [~] Remote Desktop
b ] Smart Card Trusted Roots
b 1 Trusted Devices
b ] Web Hosting
I T3 Certification Authority (Local)
I H3 Enterprise PKI

Certificates

Issued To -

S Baltimore CyberTrust Root

ylintRootCA
SIntRootCA

[/ Microsoft Root Authority

53] Thawte Timestamping CA

5] Class 2 Public Primary Certificat...
Sl Copyright (c) 1997 Microsoft C...
Sl Equifax Secure Certificate Auth...

@ Microsoft Authenticode(tm) Ro...

S Microsoft Root Certificate Auth...
S Microsoft Root Certificate Auth...
S Microsoft Root Certificate Auth...
[INO LIABILITY ACCEPTED, ()97 ...

Issued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Copyright {c) 1997 Microsoft Corp.
Equifax Secure Certificate Authority
IntRootCA

IntRootCA

Microsoft Authenticode(tm) Root...
Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...

MNO LIABILITY ACCEPTED, ()7 V...
Thawte Tirestamping CA

Expiration Date
5/12/2025
8172028
12/30/1999
8/22/218
4/12/2035
4/12/2035
12/31/1959
12/3172020
5/9/2021
6/23/2035
3/22/2036
14772004
12/31/2020

Intended Purposes

Server Authenticati..,

Secure Email, Client...

Time Stamping

Secure Email, Serve...

<All=
<All>

Secure Email, Code ...

<All>
<All>
<All>
<All>
Time Stamping
Time Stamping

Friendly Mame

Baltimore CyberTru...
VeriSign Class 3 Pu...

Microsoft Timesta..,
GeoTrust
<Monex

<None=>

Microsoft Authenti...
Microsoft Root Aut...
Microsoft Reot Cert..,
Microsoft Reot Cert..,
Microsoft Root Cert...
VeriSign Time Stam...
Thawte Timestamp...

Status

Certificate Te...

Trusted Root Certification Authorities store contains 13 certificates,
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View sub/policy/issuing CA’s local certificate store, cont’d:

File Action Media View Help

% File Action View Favorites Window Help
= = | B 3

b & Cetificate Templates Issued By - Effective Date  Next Update
4 Gl Certificates - Current User

IntSubPollssCA, DLBTest, priv 4/12/2015 4/19/2015
[ Personal P
v B Terss:n:R ¢ Certification Authorit IntSubPollssCA, DLBTest, priv 4/12/2015 4/13/2015
Pl rusted Root Certification orities X K
[ Certificates VeriSign Commercial Software ... 3/23/2001 1/7/2004

[ Enterprise Trust
4 [ Intermediate Certification Authorities
] Certificate Revocation List
7] Certificates
b [] Active Directory User Object
b 1 Trusted Publishers
b 1 Untrusted Certificates
b [ ] Third-Party Root Certification Authorities
b 1 Trusted People
b 1 Client Authentication Issuers
b 1 Smart Card Trusted Roots
4 If%}‘ Certificates (Local Computer)
b [l Personal
4[] Trusted Root Certification Authorities
] Certificates
| Enterprise Trust
4 [ 7] Intermediate Certification Authorities
‘ﬁ Certificate Revocation List
[ Certificates
b 1 Trusted Publishers
b 1 Untrusted Certificates
[ Third-Party Reot Certification Authorities
b 1 Trusted People
b 1 Client Authentication Issuers
b ] Remote Desktop
b 1 Smart Card Trusted Roots
b ] Trusted Devices
b ] Web Hosting
I Lxl Certification Authority (Local)
I @5 Enterprise PKI

Status: Running
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View sub/policy/issuing CA’s local certificate store, cont’d:

Media View Help

ZL|O@OO|N Ik |Bs

ﬁ File Action View Favorites Window Help
«=| zE 8| 6=

v 3 Certiﬁc,ate Templates lssued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Te..
4 Gl Certificates - Current User ElintRootCA IntRootCA 4/12/2035 <All> <None>
E g iff;:: 'Rm Centfcation Authorice SlintSubPollssCA IntRootCA 4/12/2025 <All <None> Subordinate C...
S Microsoft Windows Hardware ... Microsoft Root Authority 12/31/2002 Code Signing, Win..  <None>

] Certificates
I [ ] Enterprise Trust SilRoot Agency Root Agency 12/31/2039 <All> <Mone>

4 [ Intermediate Certification Authorities [Slwww.verisign.com/CPS Incorp.... Class 3 Public Primary Certificatio...  10/24/2016 Server Authenticati.. <None>

] Certificate Revocation List
7] Certificates
b [] Active Directory User Object
b 1 Trusted Publishers
b 1 Untrusted Certificates
| Third-Party Root Certification Authorities
b [ Trusted People
b ] Client Authentication lssuers
b ] Smart Card Trusted Roots
4 @ Certificates (Local Computer)
b 1 Persenal
4 [ Trusted Root Certification Authorities
7] Certificates
[ Enterprise Trust
4[] Intermediate Certification Authorities
] Certificate Revocation List
b | Trusted Publishers
b |1 Untrusted Certificates
[ Third-Party Reot Certification Authorities
b 1 Trusted Pecple
b ] Client Authentication lssuers
b [ Remote Desktop
b | Smart Card Trusted Roots
b |1 Trusted Devices
b Web Hosting
b ) Certification Authority (Local)
I &5 Enterprise PKI

Intermediate Certification Authorities store contains 5 certificates,

Status: Running @ Ba
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(jump to TOC)

WARNING: This file of CertUtil.exe commands has a lot of important comments that need to be read and understood, or problems will arise.
Note: Because the CAPolicy.inf and Certutil.exe files in this document have been updated since initial publication, the values in this document’s screenshots
(such as registry settings, publication intervals, etc.) might not always reflect the values from these files.

Now we’ll run CertUtil.exe commands from an Administrator command prompt on the sub/policy/issuing CA to configure the sub/policy/issuing CA (be sure to
read and follow the steps in the REM comments):

REM | —m oo o o o o
REM | CertUtil Sub/Policy/Issuing
REM |
REM | Run these commands interactively from an administrative command prompt.
|
|
|

REM Note: Although this file is written in batch form it is not intended to be run as a batch file, but to have its chunks of code individually copied
REM and pasted into a command line.

REM Note: If you run this as a batch you'll need to replace % with %%, and maybe create a 'wait' when restarting services.

REM | mmm e m o e e
REM | mmm o m s e e
REM Enable all auditing events for this sub/policy/issuing CA.

REM Note: This can also be done from the 'Auditing' tab of this root CA's properties sheet in PKI.mmc, but better to turn it on early right after ADCS

|
|
REM | installation.
|
|

REM Also be sure to use GPO or SecPol.msc to track Success and Failure in 'Advanced Audit Policy Configuration' > 'System Audit Policies' >
REM 'Object Access' > Audit Certification Services.
REM | mmm o oo oo o -

certUtil.exe -setReg CA\AuditFilter 127

REM | —m oo oo o
REM | Specify the Forest's configuration partition.

REM | This is only needed if citing LDAP URLs for AIA and/or CDP (which is no longer best practice!) but include it just in case.

REM | —mmm oo o
certUtil.exe -setReg CA\DSConfigDN CN=Configuration,DC=DLBTest,DC=priv

REM | mmm e e e e e e e
REM Set the validity period for the certificates this sub/policy/issuing CA issues (not for this sub/policy/issuing CA's certificate).

REM Note: Standalone CAs configure validity periods for the certificates they issue in their registry, enterprise CAs do it in their templates (and

REM if not there then it defaults to their registry).

REM Note: The lowest certificates should have up to 5 years, so this sub/policy/issuing CA is 10, so the root CA is 20.

|
|
|
|
REM | Note: the validity period for the root CA's certificate is set during its ADCS installation wizard, and also in its CAPolicy.inf file's 'renewal'
|
|
|

REM parameters

REM Note: the validity period of this sub/policy/issuing CA's certificate is set during its ADCS installation wizard, and also in its CAPolicy.inf file's
REM 'renewal' parameters

REM | —m—m oo oo

certUtil.exe -setReg CA\ValidityPeriodUnits 5
certUtil.exe -setReg CA\ValidityPeriod "years"

REM |~ = —mm o o
REM Define the publication intervals for the base and the delta CRL this root CA generates.
REM Note: The base and the delta CRL which control this sub/policy/issuing CA's certificate are published by the root CA per intervals set in the root

REM
REM
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|
REM | CA's CDP extensions.
| Note: CRLOverlap parameters in CAPolicy.inf are ignored.
|

Note: CRLOverlap cannot be greater than CRLPeriod.



REM
REM
REM
REM

Note: This is a lab environment which is offline for extended periods, so these values are unusually large, and a delta CRL is not used.
http://blogs.technet.com/b/xdot509/archive/2012/11/26/pki-design-considerations-certificate-revocation-and-crl-publishing-strategies.aspx
PKI Design Considerations: Certificate Revocation and CRL Publishing Strategies

certUtil.exe -setReg CA\CRLPeriodUnits 12
certUtil.exe -setReg CA\CRLPeriod "months"
certUtil.exe -setReg CA\CRLOverlapUnits 6
certUtil.exe -setReg CA\CRLOverlapPeriod "months"

REM

certUtil.exe -setReg CA\CRLDeltaPeriodUnits 0
certUtil.exe -setReg CA\CRLDeltaPeriod "days"
certUtil.exe -setReg CA\CRLDeltaOverlapUnits 0
certUtil.exe -setReg CA\CRLDeltaOverlapPeriod "days"

REM
REM
REM
REM
REM
REM
REM
REM
REM

Set the CDP extension URLs for the certificates this sub/policy/issuing CA issues (not for this sub/policy/issuing CA's certificate).
This sub/policy/issuing CA will be issuing many certificates.

You can use certUtil.exe or the GUI to set these URLs. Komar p. 115 describes the numeric codes used, but they should be (top to bottom):
'1,8,4,2,64,128".

65 means lst and 5th checkboxes in this CA's CRL extensions GUI, 134 means 3rd, 4th, and 6th checkboxes in this CA's CRL extensions GUI.
\n means new line (see Appendix A).

%$3 = CAName, %8 = CRLNameSuffix, %9 = DeltaCRLAllowed

certUtil.exe -setReg CA\CRLPublicationURLs
:$windir%$\system32\CertSrv\CertEnroll\%$3%8%9.crl\n65:C:\InetPub\PKI\CDP\%3%8%9.crl\nl34:http://PKI.DLBTest.priv/CDP/%$3%8%9.crl"

"g5

REM
REM
REM
REM
REM
REM
REM
REM
REM

Set the AIA extension URLs for the certificates this sub/policy/issuing CA issues (not for this sub/policy/issuing CA's certificate).
This sub/policy/issuing CA will be issuing many certificates.

You can use certUtil.exe or the GUI to set these URLs. Komar p. 116 describes the numeric codes used, but 'l' doesn't seem valid?

0 means no checkboxes in this CA's AIA extensions GUI, 2 means the 1lst checkbox in this CA's AIA extensions GUI.

\n means new line (see Appendix A).

%1 = ServerDNSName, %3 = CAName, %4 = CertificateName
Note: most sources recommend not using the '$1 ' in the AIA extension URLs to create security through obscurity (see Appendix B).

certUtil.exe -setReg CA\CACertPublicationURLs "O0:%windir%\system32\CertSrv\CertEnroll\%3%4.crt\n0:C:\InetPub\PKI\AIA\%3%4.crt\n2:http://PKI.DLBTest.priv/AIA/%3%4.crt"

REM
REM
REM
net

REM
REM
REM

Publish this CA's base CRL and delta CRL (to whatever this CA's CDP extensions specify).

certUtil.exe -CRL
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(jump to TOC)

In addition to the ‘certUtil.exe -setReg CA\AuditFilter 127’ command, finish enabling auditing on the sub/pol/issuing CA preferably by using GPO, or less
preferably by using SecPol.msc as follows:

File Action View Help

«° HE = HE

i Security Settings Subcategory - Audit Events

[+ ,3 Account Policies [sin| At Application Generated Mot Configured

t- (4 Local Policies 3 Staging Mot Configured

b [ Windows Firewall with Advanced Security - Su d Failur
| Metwork List Manager Policies % Audit Detailed File Share Mot Configured

- [ Public Key Policies

- o o %] Audit File Share Mot Configured
B ':I ioftrrar'aj F‘.es(t:rlctlor; FF:D:_IC_'ES =i5) Audit File System Mot Configured
b % lppg |cat.|onp ;:.rrl.tro DLICIETC ; 5i5) Audit Filtering Platform Connection Mot Configured
b = zeonty Po IFIES c.rn - . omp.u = 5i:) Audit Filtering Platform Packet Drop Mot Cenfigured
4 [ | Advanced Audit Policy Configuration 5 Audit Handle Manioulati Not Confi g
4 18y Systemn Audit Policies - Local Group Pelicy Object II:IJ . I andie .anlpu aten or-on fgure
= lzie| Audit Kernel Object Mot Configured
b5 Account Logon - ) ; ]
b gﬁ Account Management If:l:ﬁj Audft CH:hrar Object Access Events Mot Conffgured
b gﬁ Detailed Tracking Ip.,lp.JAudlt Registry Mot Configured
b Eﬁ D5 Access Ilﬁlﬁj Audit Rernovable Storage Mot Configured
515 Audit SAM Mot Configured
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(jump to TOC)

Now that the sub/policy/issuing CA is fully configured, give ‘Authenticated Users’ the right on the sub/policy/issuing CA to ‘Request Certificates’.

i

File Action Media View Help

S 0@O0 NN HES =
v

Recycle Bin -]

PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA]

[@ File Action View Favorites

Window Help

I EEEEIEE

] Console Root
I Iﬁ Certificates - Current User
I Iﬁ-‘ Certificates (Local Computer)
I E Certificate Templates
4 Eﬂ Certification Authority (Local)
4 g IntSubPollssCA
|| Revoked Certificates
[ lssued Certificates
E——. =] PE.ndmg Requests
s [ Failed Requests
PKl.msc [ Certificate Templates
b &5 Enterprise PKI

desktop.ini

desktop.ini

IntSubPollssCA

Mame

| Revoked Certificates
[ Issued Certificates

DLBT-PKI2

Windows 2012 R2

X

DLBTEST\D.L.Benway

Extensions I Storage | Certificate Managers |

General | Policy Module |

Exit Module |

Enroliment Agerts I Buditing I Recovery Agents | Securty

Status: Running

Group or user names

82, Authenticated Users

% Domain Admins (DLBTEST"Domain Admins)

% Entemprise Admins (DLBTEST \Entemprise Admins)
52, Administrators (DLBT-PKI2\Administrators)

Pemissions for Autherticated Users

Read

Issue and Manage Certficates
Manage CA

Request Certficates

A4
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Sub/Policy/Issuing CA’s Enterprise PKI Snap-In (After CertUtil.exe):
(jump to TOC)

Sub/policy/issuing CA’s Enterprise PKI snap-in:

File Action Media View Help
LO0O@CO NIk ED M=

=

File Action View Favorites Window Help
CEIEEREEY

] Console Root Enterprise PKI 1 Root

» & Certificate Templates Mame Expiration Date  Location

I Iﬁ Certificates - Current User ﬁlntkootm v0.0)
I @ Certificates (Local Computer)

Il Certification Authority (Local)
y
4 Iy IntRootCA (V0.0)
Tl IntSubPollssCA (V0.0)

Status: Running @ Ba
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Sub/policy/issuing CA’s Enterprise PKI snap-in, cont’d:

File Action Media View Help

L 0O@OO (N PMED M=

=

ﬁ File Action View Favorites Window Help

rYEEEILE

IntRootCA (V0.0) OK

] Console Root
& Cert_rf!cate Templates MName Expiration Date Location
I Iﬁ Certificates - Current User ﬁlnﬁuhpol\ssm v0.0)
b Gl Cetificates (Local Computer) 57 CA Certificate 4/12/2035 9:46 AM
Certification Authority (L
r ﬁ srtiiestion orty (Local @AIA Location #1 471272035 :46 AM http://PKI.DLBT est. priv/ALA/DLBT-PKIT_IntRootCA.crt
10/10/2077 10:31 AM  http://PKI.DLET est.priv/CDP/IntRootCA.crl

4[5 Enterprise PKI ‘
4 @ IntRootCA (V0.0) CDP Location #1
T3 IntSubPollssCA (V0.0)

HO R [

Status: Running
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Sub/policy/issuing CA’s Enterprise PKI snap-in, cont’d:

File Action Media View Help

% 0@OO (NI D &

% File Action View Favorites Window Help
ez EY
7] Console Root IntSubPollssCA (V0.0) OK
= Cerlflfcale Templates Name Expiration Date Location
b g ge::!::S ;LCU"IE(I;l Use:ﬂ ) @ CA Certificate 4/12/2025 11:25 AM
:: ﬁ Cerm!cafﬁ ;;ah ::1(7_ elﬂ @AIA Location #1 4/12/2025 11:25 AM  http://pki.dibtest.priv/AIA/DLBT-PKIZ.DLBTest.priv_IntSubPollssCA.crt
ertification ori ocal ) . X
4 ﬁ Enterprise PKI CDP Location 21 TA2016 12:39 PM http://pki.dibtest.priv/CDP/IntSubPollssCA.crl
4 T3] IntRootCA (vV0.0)
T3l IntSubPollssCA (V0.0)

=B

Status: Running
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Sub/Policy/Issuing CA’s Extensions (After CertUtil.exe):

(jump to TOC)

View the sub/policy/issuing CA’s extensions:

LY

File Action Media View Help

LO0O@CO NIk D=

PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA]

File Action View Favorites Window Help

@ 7 A= Bm v e

] Console Root
I @ Certificate Templates

I Iﬁ Certificates - Current User
I @ Certificates (Local Computer)
4 ﬁ] Certification Authority (Local)

4 gl IntSubPollssCA
| Revoked Cel
1 lssued Certi
[7] Pending Re{
[ 7] Failed Requ
] Certificate
| 55 Enterprise PKI

Name

[] Revoked Certificates
[ Issued Certificates
] Pending Requests

IntSubPollssCA

Bxdensions

Select extension:
|CRL Distribtion Paint {CDP)

Specify locations from which users can obtain a certificate revocation list
(CRL).

: R !
http://PKI.DLE Test priv/CDP/<CaMame><CRLNameSuffec=<DeltaCRLAl

<l B
[ Publish CRLs to this location

[]include in all CRLs. Specifies where to publish in the Active Directory
when publishing manually.

[]Include in CRLs. Clients use this to find Delta CRL locations.
[[]include in the CDP extension of issued certficates

[ Publish Delta CRLs to this location

[]Include in the |DP extension of issued CRLs

| [ cancel || sy [[ Hep

Status: Running
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View the sub/policy/issuing CA’s extensions, cont’d:

e

File Action Media View Help

LO@OO NP EBDE

PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA]

E File Action View Favorites Window Help

e pE Bz H= » =

| Console Root
b H Certificate Templates

I @ Certificates - Current User
3 @ Certificates (Local Computer)
4 ﬁ] Certification Authority (Local)

4 é IntSubPollssCA
1 Revoked Cef
1 lssued Certi
7] Pending Re{
1 Failed Requ
] Certificate
| #5 Enterprise PKI

Name

] Revoked Certificates
[ Issued Certificates
] Pending Requests

IntSubPollssCA

Enolment Agents | Audting | Recovery Agents | Securiy

Generzl | Policy Module | Exit Module

Extensions | Storage | Certificate Managers

Select extension:

[CRL Distnbution Faint (CDF)

Specify locations from which users can obtain a certificate revocation list
(CRL).

[#] Publish CRLs to this location

[Include in all CRLs. Specifies where to publish in the Active Directory
when publishing manually.

[]include in CRLs. Clients use this to find Delta CRL locations
[1Include in the CDP extension of issued certficates

[w] Publish Detta CRLs to this location

[1Include in the IDP extension of issusd CRLs

Ok ][ Camcel || oy [ Heb

=B

Status: Running
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View the sub/policy/issuing CA’s extensions, cont’d:

e

File Action Media WView Help

ZO0O@OO NP MBS M=

PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA]

ﬁ File Action View Favorites Window Help

s n o= B

7] Console Root
I ,‘E Certificate Templates

I Iﬁ Certificates - Current User
I @ Certificates (Local Computer)
4 T Certification Authority (Local)

4 gi IntSubPollssCA
1 Revoked Cef
] lssued Certi
7] Pending Req
[ 7] Failed Requ
] Certificate
I 75 Enterprise PKI

Mame

[ Revoked Certificates
[ lssued Certificates
[] Pending Requests

IntSubPollssCA

Enoliment Agerts | Audiing | Recovery Agents | Securty

General | Policy Module [ Exit Module

Extensions | Storage | Certificate Managers

Select extension:

[CRL Distrbution Point (COF)

Specify locations from which users can obtain a certficate revocation list
(CRL)

C:\Windows"system32\Cert Srv*Cert Enroll<CaMame ><CRLName Suffic=<|
C:\InetPubPKNCDP\<«CaName><CRLName Suffoc: <DetaCRLAlowed > o
)LB El

K

[ ] Publish CRLs to this location

["]Include in all CRLs. Specifies where to publish in the Active Directory
when publishing manualty.

[#] Include in CRLs. Clients use this to find Delta CRL locations.
[w] Include in the CDP extension of issued cettficates

[7] Publish Delta CRLs to this location

[#] Include in the 1DP extension of issued CRLs

ok || cancel

Status: Running
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View the sub/policy/issuing CA’s extensions, cont’d:

e

File Action Media View Help

S O®OO Nib|iS %

= PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA]
File Action View Favorites Window Help

I EEEETERE

| Console Root IntSubPollssCA

b & Certificate Templates [TERR
I @ Certificates - Current User 7] Revoked Certificates
I @ Certificates (Local Computer) [ lssued Certificates

‘ %];eﬁ:;fgil;?;;:’w (toczh ["] Pending Requests
] Revoked Cef
7 lssued Certi
1 Pending Req Enrollment Agents | Auditing I Recovery Agents | Security
1 Failed Requ General [ PoicyModde | Ed Modue
1 Certificate Extansions | Storage I Certificate Managers

| &5 Enterprise PKI

Select extension:
[ Authoriy Information Access (AIA)

Specify locations from which users can obtain the cerficate forthis CA.

C:\Windows\system 32\Cert Srv\CertEnroll\<ServerDNSName > _<CaName
C:MnetPub \PKINAIA < ServerDNS Name>_<CaMame><CedfficateName> ol
http://PKI.DLETest priv/AlA/<ServerDNSMName>_<CaName:><Certificatel

[<]

[Tinclude in the AlA extension of issued certificates
[]include in the online certfficate status protocol (OCSP) extension

Ok || Cancel || oy || tHep |

LN

Status: Running

Note: this lab was built using %1_ in the CertUtil.exe commands for clarity, so the CA’s certificate filename contains the CA’s server name. This is not best
practice in the enterprise. The %1_ has been removed from the CertUtil.exe commands in this document to avoid accidental usage of that variable in non-lab
environments.
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View the sub/policy/issuing CA’s extensions, cont’d:

LY

File Action Media View Help

2 O0O@OO (NI KBS E
= PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA]
File Action View Favorites Window Help

I EEEEI R

| Console Root IntSubPollssCA

1 & Certificate Templates
I If%}‘ Certificates - Current User
I Iﬁ Certificates (Local Computer)
4 T3] Certification Authority (Local)
i j IntSubPollssCA
1 Revoked Cef
71 lssued Certi
] Pending Reg Enrollment Agents I Pudting I Recovery Agents I Security
[ Failed Requ General [ Policy Module: | Exit Module
[ Certificate Exensions ‘ Storage: I Certificate Managers
I @5 Enterprise PKI

Name

[ Revoked Certificates
[ Issued Certificates
(] Pending Requests

Select extension
|Mhurity Information Access (AlA)

Specify locations from which users can obtain the cerfficate for this CA.

system32'Cert Srv\CertEnroll'« ServerDNSName>_<CaMame
4 \PRIVAIAYServerDNSName > _<CaName><CertificateName o
http://PKI DLBTest priv/AlA/<ServerDMNSName > _<CaName > <Certii I

<l

[ linclude in the AlA extension of issued cerficates
["]Include in the online certificate status protocol (OCSP) extension

ok | [ Camcel ][ ey |[ b |

Status: Running | - - @ Ba

Note: this lab was built using %1_in the CertUtil.exe commands for clarity, so the CA’s certificate filename contains the CA’s server name. This is not best
practice in the enterprise. The %1_ has been removed from the CertUtil.exe commands in this document to avoid accidental usage of that variable in non-lab
environments.
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View the sub/policy/issuing CA’s extensions, cont’d:

e

File Action Media WView Help

SO NP ED M=
= PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA]
ﬁ File Action View Favorites Window Help

e HEBoR HmE v

7] Console Root IntSubPollssCA

I @ Certificate Templates
I Iﬁ Certificates - Current User

I @ Certificates (Local Computer)

A ﬁ Certification Authority (Lecal)

4 gi IntSubPollssCA

1 Revoked Cef

] lssued Certi

7] Pending Req

[ 7] Failed Requ

] Certificate BExtensions Storage

I 75 Enterprise PKI

Mame

[ Revoked Certificates
[ lssued Certificates
[] Pending Requests

Select extension:
[Authorty Information Access (AI4)

Specify locations from which users can obtain the certificate for this CA

C:\Windows"system32'Cert Srv*CertEnroll'<ServerDNSName > _<CaName
C:M if

[w] Include in the AlA extension of issued certficates
[[] Include in the orline certificate status protocol {OCSF) extension

Status: Running

Note: this lab was built using %1_ in the CertUtil.exe commands for clarity, so the CA’s certificate filename contains the CA’s server name. This is not best
practice in the enterprise. The %1_ has been removed from the CertUtil.exe commands in this document to avoid accidental usage of that variable in non-lab
environments.
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Sub/Policy/Issuing CA’s CRLs (After CertUtil.exe):
(jump to TOC)

View the sub/policy/issuing CA’s CRL properties:

e

File Action Media View Help
LO0O@OO NI ES =

= PKI - [Console Root\Certification Authority (Local\IntSubPollssCA\Revoked Certificates]
ﬁ File Action View Favorites Window Help ‘_ & | X

&= 7 IEY

P& Cert!'f!c.ate Templates Request ID Revocation Date Effective Revocation Date Revocation Reason Requester Mame Binary Certificate Certificate Template Serial Nurmber Certificate Effective Da
I+ GG Certificates - Current User

I Eﬁl Certificates (Local Computer) There are no items to show in this view.
4 T3 Certification Authority (Local)
a é IntSubPollssCA
| Revoked Certificates
1 lIssued Certificates

7 Pending Requests —'—|
CRL Publishing P: &t View
[ Failed Requests Uplshing Farame:ers CRLs

[ Certificate Templatel| | A Cepficate Revacation List (CAL) describes certficates that cients shouid
| &5 Enterprise PKI consider invalid

CRL publication interval:

Next update: 412720161223 FM

[] Publish Detta CRLs

Nexd update: 4/13/2015 11:36 AM

Status: Running | @ Ba e
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View the sub/policy/issuing CA’s CRL properties, cont’d:

File Action Media WView Help

ZL/O@OO NP EBDM=E
= PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA\Revoked Certificates]
ﬁ File Action View Favorites Window Help

|5 d= Hee

7] Console Root Revoked Certificates

b & Certificate Templates Request ID Revocation Date Effective Revocation Date Revocation Reason Requester Name Binary Certificate Certificate Template  Serial Number Certificate Effective Da
I Iﬁ Certificates - Current User

I @ Certificates (Local Computer) There are no items to show in this view.
4 T Certification Authority (Local)
4 gi IntSubPollssCA

| 7] Revoked Certificates N N Py X
7 lssued Certificates Revoked Certificates Properties :

7] Pending Requests
7] Failed Requests
[ Certificate Templates | Below are listed all CRLs and Detta CRLs curently generated by this CA

I 75 Enterprise PKI If the CA key is re-used during a renew, the old index is re-used and you
may see some skipped indexes. General |Revocation List

CRLs Certificate Revocation List Information

Key Index Effective Date Expiration Date Publish Status
0 412/201512:19...  7/11/201612:39... OK

Value
Va2
IntSubPollssCA, DLETest, priv
Sunday, April 12, 2015 12:19:53PM
Monday, July 11, 2016 12:39:53FM
Delta CRLs Signature algorithm ~ sha256RSA
Signature hash alg... sha2sa
Authority Key Iden... KeyID=1760dd b561 23 c4 2bbf...
CA Version V0.0
[5| CRL Number 03
=

Key Index  Effective Date Expirstion Date Publish Status

Value:

View Delta CRL

Status: Running
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View the sub/policy/issuing CA’s CRL properties, cont’d:

File Action Media View Help

OO NP ED =

PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA\Revoked Certificates]

Action View Favorites Window Help

Bk B

] Console Root
I @ Certificate Templates
b GG Certificates - Current User
I Iﬁ Certificates (Local Computer)
4 ﬁ Certification Authority (Lecal)
4 j IntSubPollssCA

There are no items to show in this view,

| Revoked Certificates
1 lIssued Certificates

Revoked Certificates Properties | 7 | X

7] Pending Requests

[ Failed Requests

[ Certificate Template
I &5 Enterprise PKI

CRL Publishing Parameters | View CRLs

Below are listed all CRLs and Delta CRLs cumently generated by this CA.
If the CA key iz re-used during a renew, the old index is re-used and you
may see some skipped indexes

CRLs

Key Index  Hffective Date Expiration Date Publish Status
0 412720151219 7172016 1239 OK

Delta CRLs
Key Index Effective Date

Expiration Date Publish Status

View Delta CRL

General | Revocation List

x| Certificate Revocation List Information
1%
&

Value

Monday, July 11, 2016 12:39:53PM
sha256R5A
sha2s6
KeyID=17 60 dd b5 61 23 ¢4 2b bf...
V0.0
03

Mext CRL Publish Tuesday, April 12, 2016 12:29:53 ...

Sunday, April 12, 2015 12:19:53PM | |

liz)|Issuing Distribution ... Distribution Point Mame:Ful Name:... ||

Status: Running
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View the sub/policy/issuing CA’s CRL properties, cont’d:

File Action Media WView Help

LSOO NP ED M=
= PKI - [Console Root\Certification Authority (Local)\IntSubPollssCA\Revoked Certificates]

ﬁ File Action View Favorites Window Help

@ 7 B
7] Console Root Revoked Certificates
Serial Number Certificate Effective Da

b & Certificate Templates Request ID Revocation Date Effective Revocation Date Revocation Reason Requester Name Binary Certificate Certificate Template
I Iﬁ Certificates - Current User
I @ Certificates (Local Computer)
4 T Certification Authority (Local)
4 gi IntSubPollssCA
|| Revoked Certificates
] lssued Certificates
7] Pending Requests
7] Failed Requests
[ Certificate Templatef Below are listed all CRLs and Detta CRLs cumently generated by this CA

I Enterprise PK| If the CAkey is re-used during a renew, the old index is re-used and you
& " may see some skipped indexes. Revocation List

There are no items to show in this view.

Revoked Certificates Properties | 2 | ¥

CRLs Revoked certificates:
Key Index Effective Date Expiration Date Publish Status Serial number Revocation date
0 412/201512:19...  7/11/201612:39... OK

Delta CRLs Revocation entry

Key Index  Effective Date Expiration Date Fublish Status Field

View Delta CRL

Status: Running

www.DanielLBenway.net 2-Tier, Offline-Root, Internal PKI with 1IS CDP on 2012 R2 Page 236 of 264



Sub/Policy/Issuing Registry (After CertUtil.exe):

(jump to TOC)

View the sub/policy/issuing CA’s Registry:

File Action Media View Help

SO@OO NP M=

File Edit View Favorites Help

DL bxois

fel) cdfs

b -l cdrom

D_L, CertPropSve

4- ), CertSve

a- | Configuration

)i CsP

-~ |y Performance
- L Security

| chtdvbd

b - o CLFS

- Ju CmBatt
_h CNG

- |, CngHwhssist
I 1. CompositeBus
- . COMSyshpp
- |y condrv

)L erypt32

b -l CryptSve
D_]J DClocator

f- 1. Decomlaunch
D_h defragsve

I - | DeviceAssociationService

B~ . Devicelnstall
b_h Dfsc

»-. Dhep

bl disk

e L dmvse
b_h Dnscache
b -l dot3sve
b)) DPS

B -l DsmSvc

411 IntSubPollssCA

e ] Encrypt\onCSP-
[+ | ExitModules
b | PolicyModules

| clr_optimization_v4.0.303
.. |, clr_optimization_v4.0.303
p

A

Narme

ab] (Default)

| AuditFilter

ab| CACertHash

ab| CACertPublicationURLs
ab| CAServerMame

B8] CAType

fﬂ CAXchgCertHash

3}_'] CAXchgOverlapPeriod
i’;'gﬂ CAXchgQOverlapPericdUnits
3_‘_’3 CAXchgValidityPeriod
fbﬂ CAXchgValidityPeriodUnits
i’;'gﬂ CertEnrollCormnpatible
e| ClockSkewMinutes

3_‘_’3 CommonMame

| CRLDeltaNextPublish
ab| CRLDeltaOverlapPeriod
f;'_oﬂ CRLDeltaOverlapUnits
ab| CRLDeltaPeriod

2| CRLDeltaPeriodUnits
%) CRLEditFlags

4| CRLFlags

4| CRLNextPublish

fﬂ CRLOverlapPeriod

%) CRLOverlapUnits
ab|CRLPeriod

4| CRLPeriodUnits

ab| CRLPublicationURLs
2B DSConfigDN

ab| DSDomainDM

3_‘_’3 EKUQIDsForPublishExpired CertinCRL

| Enabled

i’;'gﬂ EnforceX5300Namelengths
¢ ForceTeletex

%) HighSerial

i’;'gﬂ InterfaceFlags

Type

REG_SZ
REG_DWORD
REG_MULTI_SZ
REG_MULTI_SZ
REG_SZ
REG_DWORD
REG_MULTI_SZ
REG_SZ
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_BINARY
REG_SZ
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_BINARY
REG_SZ
REG_DWORD
REG_SZ
REG_DWORD
REG_MULTI_SZ
REG_SZ
REG_SZ
REG_MULTI_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD

Data

(value not set)

OxDDDO0OTF (127)

4a c3 6143 ec aa ee {6 0f b3 Gd 34 4d b0 63 12 60 3F 80 76
65:CaWindows\systern32\CertSnA\ CertEnroll\3a1_%a3%4.crt 63:ChInetPub\PKNAIAN 61 _263%4.crt 2thttp://PKLDLETest.priv/AlA/961_%63 %4,
DLBT-PKIZ.DLBTest. priv

000000001 (1)

7d9e38e8348181311c981057d 10651243 3e1bfa
Days

000000001 (1)

Weeks

0000000 (1)

000000000 (0)

0x0000000a (10}

IntSubPollssCA

2b 76 0a a9 ff 75 d0 01

Minutes

x0D00000D (0)

days

Cr00000000 (0)

00000100 (256)

00000002 (2)

dcf d5 82 d894d101

maonths

000000003 (3)

years

00000001 (1)

83 CAWindows\system32\CertSr\ CertEnroll\%:3%:8%9.crl 63:C:\InetPub\PEINCDPY%:3%8%9.crl 134:http://PKI.DLB T est.priv/ CDP/%:3%:8%9
CM=Cenfiguration, DC=DLETest, DC=priv
DC=DLBTest,DC=priv

136155733 1361413116111

0000000 (1)

000000001 (1)

00000012 (18)

00000073 (115)

00000641 (1607)

B

Status: Running

Note: this lab was built using %1_in the CertUtil.exe commands for clarity, so the CA’s certificate filename contains the CA’s server name. This is not best
practice in the enterprise. The %1_ has been removed from the CertUtil.exe commands in this document to avoid accidental usage of that variable in non-lab
environments.
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View the sub/policy/issuing CA’s Registry, cont’d:

File Action Media View Help

£ 0@O@0O

b 5| %

File Edit View Favorites Help

Pl bxois

L cdfs

b -1 cdrom

b |\ CertPropSve

y - Ju CertSvec

4 - 1. Configuration

1 cse
e EncryptionCSP
bl EdtModules
b1 PolicyModules
|, Performance

4
| dIr_optimization_v4.0.303
- L. clr_optimization_v4.0.303
- Ju CmBatt
11 CNG
- 1 CngHwhssist
I~ . CompositeBus
| COMSysApp
- L. condrv
- Ju crypt32
<L Cryptsve
b 1. DClocator
b -\, Deomlaunch
b | defragsve
b - |, DeviceAssociationService
- 1. Devicelnstall
o o Dfsc
b |, Dhep
b L disk
b L dmvse
b |, Dnscache
- Ju dot3sve
b\ DPS

Mame

1| CRLDeltaPeriodUnits
%%| CRLEditFlags

%] CRLFlags

4| CRLNextPublish

ab| CRL OverlapPeriod
%] CRLOverlapUnits
ab| CRLPeriod

%8| CRLPeriodUnits

ab| CRLPublicationURLs
ab| DSConfigDN

26| DSDomainDN

_‘_!'j EKUOIDsForPublishExpired CertlnCRL

#%|Enabled

J";'g'] EnforceX500Namelengths
J";'g'] ForceTeletex

J";'g'] HighSerial

J";'g'] InterfaceFlags

J";'g'] KRACertCount
ab|KRACertHash

4| KRAFlags

Iﬂ{] LogLevel

Iﬂ{] MaxIncominghllocSize
Iﬂ{] MaxIncomingMessageSize
fﬂ-f] PolicyFlags

3,"3 RequestFileMame
fﬁtﬂﬂecurrty

fﬁ{]ﬂetu pStatus
ab|SignedAttributes
3,"]514 bjectTemplate

fﬂ-f] UseD5
2b]ValidityPeriod

2% ValidityPeriodUnits
i’;'_tﬂ\l'iewAgeMinu‘tﬁ

2% ViewldleMinutes

Type
REG_DWORD
REG_DWORD
REG_DWORD
REG_BINARY
REG_S7
REG_DWORD
REG_SZ
REG_DWORD
REG_MULTI_SZ
REG_SZ
REG_SZ
REG_MULTI_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_MULTI_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_BINARY
REG_DWORD
REG_MULTI_SZ
REG_MULTI_SZ
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD

Data

Dx0000DDOD (0]

000000100 (256)

Dx00000D02 (2

dO cf d5 8a d894 d1 01

months

Dx00000D03 (3)

years

000000001 (1)
BRCAWindows\systemn32\CertSna CertEnroll %3 %8 %:9.crl 63:CAInetPub\PKINCDP\%03%8%9.crl 134:http://PKI.DLBTest.priv/CDP/ %3 %8 %3,
CN=Cenfiguration, DC=DLBTest,DC=priv
DC=DLETest,DC=priv

136155733 1.3.6.1.4.1.311.61.11
000000001 (1)

000000001 (1)

000000012 (18)

(00000073 (115)

000000641 (1601)

000000000 (0)

0x00000000 (0)

0x00000003 (3)

0x00010000 (65536)

0x00010000 (65536)

x00000000 (0)

CADLBT-PKIZ.DLBTest.priv_DLBTest-DLBT-PKIZ-CA%ed.reqg

0100 14 84 20 01 00 00 30 01 00 00 14 00 00 00 44 00 00 00 02 00 30 00 02 00 00 00 02 <0 14 00 ff £f 00 00 01 01 00 00 00 00 00 01 00 00 00 00 02
0x00000001 (1)

RequesterName

EMail CemmonName CrganizationalUnit Organization Locality State DomainComponent Country
0x00000001 (1)

years

0x00000005 (3)

000000010 (16)

0x00000008 (8)

b )l DsmSvc
m [

[T

Status: Running ‘
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ADSIEdit.msc (After CertUtil.exe):

(jump to TOC)

View ADSIEdit.msc:

File Action Media View Help
LOCOO NP X
]

File Action View Help

e 2

2 ADSI Edit
i Default naming context [DLBT-ADDST.DLBTest.priv]
A i Configuration [DLET-ADDS1.DLBT est.priv]
4 [~ CN=Configuration,DC=DLETest,DC=priv
| 7] CN=DisplaySpecifiers
] CN=Extended-Rights
7] CN=ForestUpdates
[ CN=LostAndFoundConfig
] CN=NTDS Quotas
[ CN=Partitions
[ ] CN=Physical Locations
4 [ ] CN=Services
[ CN=AuthN Policy Configuration
] CN=Claims Configuration
[ CN=Group Key Distribution Service
1 CMN=Microsoft SPP
] CN=MsmqServices
[ CN=MNetServices
y
[F CN=AIA
7] CN=CDP
] CN=Certificate Templates
] CN=Certification Authorities
] CN=Enrollment Services
7] CN=KRA
7] CN=0ID
7] CN=RRAS
[ CN=Windows NT
7] CN=Sites
[ CN=WellKnown Security Principals
5 RootDSE [DLBT-ADDS1.DLBTest.priv]
5 Schema [DLBT-ADDS1.DLBTest.priv]
ﬂ DomainDNSZones [DLET-ADDS1.DLETest.priv]
ﬂ ForestDNSZones [DLBT-ADDS1.DLBTest. priv]

Public Key Services

Mame

] CN=AlA

[l CN=CDP

[] CN=Certificate Templates
[] CN=Certification Authorities
[ CN=Enrollment Services

] CN=KRA

] CN=0ID

] CN=NTAuthCertificates

Class

container

container

container

container

container

container
msPKl-Enterprise-Oid
certificationAuthority

Distinguished Name

CN=AlA CM=Public Key Services, CN=5ervices, CN=Configuration, DC=DLBTest, DC=priv
CN=CDP,CN=Public Key Services, CN=5Services, CN=Configuration, DC=DLBTest, DC=priv

CN=Certificate Templates, CN=Public Key Services, CN=S5ervices, CN=Configuration, DC=DLBTest DC=priv
CN=Certification Authorities, CN=Public Key Services, CN=5ervices, CN=Configuration DC=DLBTest, DC=priv
CN=Enrollment Services, CN=Public Key Services, CN=>5ervices, CM=Configuration DC=DLBTest, DC=priv
CN=KRA, CN=Public Key Services, CN=5ervices, CN=Configuration, DC=DLBTest, DC= priv
CN=0ID,CM=Public Key Services, CN=5ervices, CN=Cenfiguration, DC=DLBTest, DC=priv
CN=NTAuthCertificates, CN=Public Key Services, CN=5ervices, CN=Configuration, DC=DLBTest, DC=priv

Status: Running
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View ADSIEdit.msc, cont’d:

File Action Media View Help
Z/0@®@O@O b s 5
[

File Action View Help

| A= Hm

2 ADSI Edit
ﬂ Default naming context [DLET-ADDS1.DLETest.priv]
4 ﬂ Configuration [DLBT-ADDS1.DLBTest.priv]
| CN=Cenfiguration, DC=DLBTest, DC=priv
[ CN=DisplaySpecifiers
=] CN=Extended-Rights
= CN=ForestUpdates
] CN=LostAndFoundConfig
7] CN=NTDS Quotas
71 CM=Partitions
[ CN=Physical Locations
4[] CM=Services
% CN=AuthN Policy Configuration
% CN=Claims Configuration
[Z CN=Group Key Distribution Service
7 CN=Microsoft 5PP
[ CN=MsmqServices
|7 CMN=MetServices
4[] CN=Public Key Services
[ CN=AIA
[0 CN=CDP
7 CN=Certificate Templates
[ CM=Certification Authorities
7] CM=Enrollment Services
[ CN=KRA
[ CN=0ID
|~ CN=RRAS
7 CMN=Windows NT
7] CN=Sites
7] CN=Wellknown Security Principals
ﬂ RootDSE [DLBT-ADDS1.DLBTest.priv]
ﬂ Schema [DLBT-ADDS1.DLBTest.priv]
ﬁ DomainDM5Zones [DLET-ADDS1.DLETest.priv]
ﬁ ForestDNSZones [DLBT-ADDS1.DLETest.priv]

CN=AIA
Name

] CN=IntRootCA

] CN=IntSubPollssCA

Class Distinguished Name
certificationAutherity  CH=IntRootCA CN=AlA CN=Public Key Services,CN=Services,CN=Configuration, DC=DLBTest, DC=priv

certificationAutherity  CHN=IntSubPollssCA,CN=AIA, CN=Public Key Services, CN=5ervices,CN=Configuration, DC=DLBTest, DC=priv

Status: Running
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View ADSIEdit.msc, cont’d:

File Action Media View Help

File Action View Help

e s EXEcRz BmE

2 ADSI Edit
ﬁ Default naming context [DLET-ADDS1.DLBTest.priv]
A ﬁ Configuration [DLBT-ADDS1.DLBTest.priv]
4 R CN=Configuration, DC=DLBTest,DC=priv
7] CN=DisplaySpecifiers
7] CN=Extended-Rights
7] CM=ForestUpdates
=] CN=LostAndFoundConfig
7] CN=NTDS Quotas
] CM=Partitions
] CM=Physical Locations
4[] CN=Services
[ CN=AuthN Pelicy Configuration
[ 7] CN=Claims Configuration
] CN=Group Key Distribution Service
7] CN=Microsoft SPP
=] CMN=MsmgServices
[ CN=NetServices
4 [ 7] CN=Public Key Services
7] CN=AlA
y
71 CN=DLBT-PKI2
[ 7] CM=Certificate Templates
] CN=Certification Authorities
] CN=Enrollment Services
71 CN=KRA
] CN=0ID
7] CN=RRAS
7] CN=Windows NT
71 Ch=Sites
[ CN=WellKnown Security Principals
5 RootDSE [DLBT-ADDS1.DLETest.priv]
i Schema [DLET-ADDS1.DLBTest.priv]
i DornainDNSZones [DLBT-ADDST.DLETest.priv]
5 ForestDNSZones [DLBT-ADDS1.DLBTest.priv]

Mame Class Distinguished Name
[l CN=DLBT-PKI2 container CN=DLET-PKIZ,CN=CDP,CN=Public Key Services, CN=5ervices, CN=Cenfiguration, DC=DLBTest, DC=priv

Status: Running
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View ADSIEdit.msc, cont’d:

File Action Media View Help

b bH|%

& 0@O0
P
File Action View Help

e 2 FEEICE

[ ADS| Edit
ﬁ Default naming context [DLBT-ADDS1.DLBT est. priv]
4 ﬁ Configuration [DLET-ADDST.DLBETest.priv]
4 R CN=Cenfiguration, DC=DLBTest, DC=priv
7] CN=DisplaySpecifiers
= CN=Extended-Rights
] CN=ForestUpdates
7] CN=LostAndFoundCoenfig
7] CN=NTDS Quotas
[ CN=Partitions
] CM=Physical Locations
4 [ CN=Services
[ CN=AuthN Policy Configuration
1 CN=Claims Configuration
[ 7] CN=Group Key Distribution Service
] CM=Mlicrosoft SPP
[ CN=MsmgServices
[ CN=MetServices
4 [ ] CN=Public Key Services
[ CN=AIA
a4 2 CN=CDP
[ 7] CN=DLBT-PKI2
= CN=Certificate Templates
| CN=Certification Authorities
7 CN=Enroliment Services
[ CN=KRA
[~ CN=0ID
] CN=RRAS
[ CN=Windows NT
] CN=Sites
7] CN=WellKnown Security Principals
ﬁ RootDSE [DLBT-ADDS1.DLBTest.priv]
H Schema [DLBT-ADDS1.DLBTest.priv]
ﬁ DomainDN5Zones [DLBT-ADDS1.DLBT est.priv]
ﬁ ForestDMSZones [DLET-ADDST.DLETest.priv]

CN=DLBT-PKI2 1
Name Class

Distinguished Name

=] CN=IntSubPollssCA cRLDi:

ibutionPoint  CM=IntSubPollssCA, CN=DLBT-PKI2, CN=CDP,CN=Public Key Services, CN="5ervices, CN=Configuration,DC=DLEBTest, DC=priv

N

Status: Running
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View ADSIEdit.msc, cont’d:

e
HE

DLBT-ADDS1 on DBENWAY-QSI-LAP - Virtual Machine Connection

File Action Media View Help

®@@O0 Nk iED &

P

File Action View Help

= HH E G
2 ADSI Edit

] CN=DisplaySpecifiers
| CN=Extended-Rights
CN=ForestUpdates
CN=LostAndFoundConfig
CN=MNTDS Quotas
CN=Partitions
CN=Physical Locations
a4 [ CN=Services

| CN=Claims Cenfiguration

CN=Microsoft SPP
CN=MsmgServices
CN=NetServices
4 CN=Public Key Services
7] CN=AlA
a [ CN=CDP
~| CN=DLET-PKI2
| CN=Certificate Templates

| CN=Enroliment Services

| CN=KRA

| CN=0ID

| CN=RRAS
| CN=Windows NT
| CMN=Sites

ﬂ RootD5SE [DLET-ADDS1.DLETest.priv]
ﬂ Schema [DLET-ADDS1.DLBTest.priv]

ﬂ Default naming context [DLBT-ADDS1.DLBTest.priv]
4 ﬂ Configuration [DLBT-ADDS1.DLBTest. priv]
a [ CN=Configuration,DC=DLBTest, DC=priv

| CN=AuthN Policy Configuration

CN=Group Key Distribution Service

| CN=Certification Authorities

| CN=WellKnown Security Principals

ﬂ DomainDM5Zones [DLBT-ADDST.DLBTest.priv]
ﬂ ForestDNSZones [DLBT-ADDS1.DLETest.priv]

CN=Certificate Templates 33 Obje:

MName Class

§:| CN=Administrator  pKICertificateTern...
pKICertificateTem...
§:| CN=CAExchange  pKlCertificateTern...
§:| CN=CEPEncryption pKlCertificateTern...

Hcn=ca

CN=ClientAuth KICertificateTem...
P

§:| CN=CedeSigning  pKICertificateTern...

E]CN=CrossCA pKICertificateTem...

CN=CTLSignin: KICertificateTem...
gning P

] CM=DirectoryEma... pKICertificateTem...
] CM=DomainCont... pKICertificateTem...
£] CN=DomainCont.. pKICertificateTem...
pKICertificateTem...
] CN=EFSRecovery  pKlCertificateTem...
£] CN=EnrollmentA...  pKCertificateTem...
£] CN=EnrollmentA...  pKCertificateTem...
E] CN=Exchangelser  pKICertificateTem...
£] CN=Exchangelse... pKICertificateTem...
£] CN=IPSECInterme... pKICertificateTem...
£] CN=IPSECInterme... pKICertificateTem...
] CN=KerberosAut... pKICertificateTem...
£] CN=KeyRecovery... pKICertificateTem...
pKICertificateTem...
%:] CN=MachineEnrollmentAgent ateTem...
] CN=0CSPRespon... pKlCertificateTem...
] CN=OfflineRouter  pKICertificateTem...
] CN=RASANdIASS.., pKICertificateTem...
a CN=5martcardLo.. pKlCertificateTemn...
a CN=5martcardUser pKlCertificateTemn...

] CN=EFS

£] CN=Machine

il CN=5ubCA pKICertificateTem...
§:| CN=User pKICertificateTem...
§:| CN=UserSignature  pKICertificateTern...
§:| CN=WebServer pKlCertificateTem...

<

ADSI Edit - |

Distinguished Mame
CM=Administrator, CM=Certificate Templates, CN=Public Key Services, CN=>5ervices, CN=Configuration, DC=DLBTest, DC=prin
CMN=CA, CM=Certificate Templates, CN=Public Key Services, CM=S5ervices, CN=Configuration, DC=DLBTest DC=priv
CM=CAExchange, CMN=Certificate Ternplates, CN=Public Key Services, CM=5ervices, CN=Cenfiguration, DC=DLBTest, DC=priv
CM=CEPEncryption, CN=Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration, DC=DLBTest, DC=p..
CM=ClientAuth, CM=Certificate Templates, CM=Public Key Services, CN=S5ervices, CN=Cenfiguration, DC=DLEBT est, DC=priv
CM=CedeSigning, CN=Certificate Templates CN=Public Key Services, CN=S5ervices, CN=Configuration DC=DLBTest, DC=priv
CM=CrossCA, CMN=Certificate Templates, CM=Public Key Services, CN=5ervices, CN=Configuration, DC=DLBTest, DC=priv
CM=CTLSigning, CN=Certificate Templates, CN=Public Key Services, CN=5envices, CN=Configuration, DC=DLETest, DC=priv
CM=DirectoryEmailReplication, CM=Certificate Templates, CN=Public Key Services, CM=5ervices, CN=Configuration, DC=DL...
CM=DomainCentroller, CN=Certificate Templates, CN=Public Key Services, CN=5ervices,CN=Configuration, DC=DLBTest,D...
CM=DomainControllerAuthentication, CN= Certificate Templates, CN=Public Key Services, CN=5ervices, CM=Configuration,...
CM=EFS,CN=Certificate Templates, CN=Public Key Services, CM=5ervices, CN=Configuration,DC=DLBTest, DC=priv
CM=EFSRecovery, CN=Certificate Templates, CN=Public Key Services, CN=Services, CN=Configuration, DC=DLBTest, DC=priv
CM=EnrollmentAgent, CN= Certificate Templates, CN=Public Key Services,CN=5ervices, CN=Configuration, DC=DLBTest,DC...
CM=EnrollmentAgentOffline, CN=Certificate Templates, CN=Public Key Services, CN=Services,CN=Configuration, DC=DLET..
CMN=ExchangeUser, CM= Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration, DC=DLBTest,DC=priv
CMN=ExchangeUserSignature, CM=Certificate Templates, CN=Public Key Services, CM=5ervices, CN= Configuration, DC=DLET...
CN=IPSECIntermediateOffline, CM= Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration, DC=DLB..
CMN=IPSECIntermediateOnline, CN=Certificate Templates, CN=Public Key Services, CN=5Services, CN=Configuration, DC=DLB...
CN=FKerberosAuthentication, CN=Certificate Templates, CN=Public Key Services, CN="5ervices, CN=Configuration,DC=DLBT...
CN=KeyRecoveryAgent, CN=Certificate Templates, CN=Public Key Services, CN="5ervices, CM= Configuration, DC=DLBTest,D...
CMN=Machine, CM= Certificate Templates, CM=Public Key Services, CN=S5ervices, CN=Cenfiguration, DC=DLEBTest, DC=priv
CM=MachineEnrollmentAgent, CM=Certificate Templates, CN=Public Key Services, CM=Services, CN=Configuration, DC=DL...
CMN=0C5PResponseSigning, CN=Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration, DC=DLETe..
CN=OfflineRouter, CN= Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration, DC=DLETest, DC= priv
CMN=RASAndIASServer, CM=Certificate Templates, CN=Public Key Services, CN=S5ervices, CN=Configuration, DC=DLBTest,DC..
CM=>5martcardLogon, CN=Certificate Templates, CM=Public Key Services, CMN=S5ervices, CN=Configuration, DC=DLBTest,DC...
CMN=>5martcardUser, CM=Certificate Templates, CM=Public Key Services, CN=S5ervices, CN=Cenfiguration, DC=DLEBTest, DC=p..
CN=5ubCA, CN=Certificate Termnplates, CN=Public Key Services, CN=S5ervices, CN=Configuration,DC=DLETest, DC=priv
CM=User, CN=Certificate Templates, CN=Public Key Services, CN=5ervices, CN= Configuration, DC=DLBTest, DC=priv
CM=UserSignature, CM= Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration, DC=DLBTest, DC=priv
CN=WebServer, CN=Certificate Templates, CN=Public Key Services, CN=5ervices, CN=Configuration, DC=DLBTest, DC=priv

mn k4

-

w

Hela B o

)

Status: Running
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View ADSIEdit.msc, cont’d:

File Action View Help
s B
2 ADSI Edit CN=Certification Auth

MName Distinguished Name
g CN=IntRootCA certificationAuthority  CM=IntRootCA, CN=Certification Authorities, CN=Public Key Services, CN=S5ervices, CN=Configuration, DC=DLBTest, DC=priv

i Default naming context [DLET-ADDS1.DLBTest.priv]
4 i Configuration [DLET-ADDS1.DLET est.priv]
4 R CN=Cenfiguration, DC=DLBTest, DC=priv
[ CN=DisplaySpecifiers
[ CN=Extended-Rights
[ CN=ForestUpdates
= CN=LostAndFoundConfig
[ 7] CN=NTDS Quotas
[ CN=Partitions
=] CN=Physical Locations
4 [ CN=Services
7] CN=AuthN Policy Configuration
7] CN=Claims Configuration
7] CN=Group Key Distribution Service
7] CN=Microsoft SPP
7] CN=MsmgServices
7 CN=NetServices
4 || CN=Public Key Services
7] CN=AIA
a [ CN=CDP
] CN=DLBT-PKI2
7] CN=Certificate Templates
| CN=Certification Authorities
| CN=Enrollment Services
7] CN=KRA
7 cn=0ID
7] CN=RRAS
] CN=Windows NT
7] CN=Sites
[ CN=WellKnown Security Principals
= RootDSE [DLBT-ADDS1.DLBTest.priv]
i Schema [DLET-ADDS1.DLBTest. priv]
i DomainDMN5Zones [DLBT-ADDS1.DLETest.priv]
5 ForestDNSZones [DLBT-ADDS1.DLBTest.priv]

Status: Running
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View ADSIEdit.msc, cont’d:

i

File Action Media View Help

O@OO NS %

Lz
File Action View Help
ez EY
2 ADSI Edit =Enrollment Services 1

ﬂ Default naming context [DLET-ADDS1.DLETest.priv]
4 i Configuration [DLET-ADDS1.DLB T est.priv]
4E CM=Cenfiguration, DC=DLBTest, DC=priv
[ CN=DisplaySpecifiers
=] CM=Extended-Rights
] CM=ForestUpdates
[ 7] CMN=LeostAndFoundCenfig
7] CN=NTDS Quotas
] CM=Partitions
=] CM=Physical Locations
4[] CM=Services
[ 7] CMN=AuthN Policy Configuration
7] CN=Claims Configuration
] CM=Group Key Distribution Service
7] CN=Microsoft SPP
=] CM=MsmgServices
[ CM=MetServices
4[] CN=Public Key Services
7] CN=AlA
4[] CN=CDP
7] CM=DLBT-PKI2
] CM=Certificate Templates
] CM=Certification Autherities
| CM=Enrollment Services
7] CN=KRA
7] CN=0ID
7] CN=RRAS
7] CN=Windows NT
7] CN=Sites
7] CN=WellKnown Security Principals
ﬂ RootDSE [DLBT-ADDS1.DLBTest.priv]
5 Schema [DLBT-ADDS1.DLBTest.priv]
ﬂ DomainDN5Zones [DLET-ADDS1.DLETest.priv]
5 ForestDNSZones [DLBT-ADDS1.DLETest.priv]

MName Class Distinguished Name
gCN:IntSuhPollssCA pEIEnroll Service  CN=IntSubPollssCA, CM=Enrollment Services, CN=Public Key Services, CM=5ervices, CN= Configuration, DC=DLEBTest, DC= priv

Status: Running
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View ADSIEdit.msc, cont’d:

File Action Media View Help
SO0@CO NP MBS M=
|zt

File Action View Help

e 2 FEEICE

[ ADS| Edit
ﬁ Default naming context [DLBT-ADDS1.DLBT est. priv]
4 ﬁ Configuration [DLET-ADDST.DLBETest.priv]
4 R CN=Cenfiguration, DC=DLBTest, DC=priv
7] CN=DisplaySpecifiers
= CN=Extended-Rights
] CN=ForestUpdates
7] CN=LostAndFoundCoenfig
7] CN=NTDS Quotas
[ CN=Partitions
] CM=Physical Locations
4 [ CN=Services
[ CN=AuthN Policy Configuration
1 CN=Claims Configuration
[ 7] CN=Group Key Distribution Service
] CM=Mlicrosoft SPP
[ CN=MsmgServices
[ CN=MetServices
4 [ ] CN=Public Key Services
[ CN=AIA
a4 2 CN=CDP
7] CN=DLBT-PKI2
[~ CN=Certificate Templates
| CN=Certification Authorities
7 CN=Enroliment Services
[ CN=KRA
[~ CN=0ID
] CN=RRAS
[ CN=Windows NT
] CN=Sites
7] CN=WellKnown Security Principals
ﬁ RootDSE [DLBT-ADDS1.DLBTest.priv]
H Schema [DLBT-ADDS1.DLBTest.priv]
ﬁ DomainDN5Zones [DLBT-ADDS1.DLBT est.priv]
ﬁ ForestDMSZones [DLET-ADDST.DLETest.priv]

CN=KRA 10
Name Class

] CN=IntSubPollssCA msPKI-PrivateKeyRecoveryAgent  CN=IntSubPollssCA, CM=KRA,CN=Public Key Services, CN=Services, CN=Configuration,DC=DLBTest,DC=priv

Distinguished Name

N

Status: Running
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View ADSIEdit.msc, cont’d:

Y x

File Action Media View Help

$/O@OO NS %

Lz

File Action View Help
ez EY
2 ADSI Edit

ﬂ Default naming context [DLET-ADDS1.DLETest.priv] -
4 ﬂ Configuration [DLET-ADDS1.DLB T est.priv]
4E CM=Cenfiguration, DC=DLBTest, DC=priv
[ CN=DisplaySpecifiers
=] CM=Extended-Rights

MName Class Distinguished Name
] CN=25.0AAA4817434B4C224D71EF2E2069A658  msPKl-Enterprise-Oid  CN=25.0AAA4817434B4C 224071 EF2E2069A658, CN=0ID, CN=Public Key Services, CN=Services, CN<
(] CN=26.5ABAB6AG1TEIFD4TEIFBB12D78020722  msPKl-Enterprise-Oid  CN=26.5ABAB6A617B1FD4TEIFBB12078020722, CN=0ID, CN=Public Key Services, CN=Services, CN
(] CN=27.5C95A50086AAB3AA43IETIDAIABADAT msPKl-Enterprise-Oid  CN=27.5C95A50086AAB3AA432ET3DAZAIBAIAT, CN=0ID,CN=Public Key Services,CN=Services, Cl
[] CN=ForestUpdates ] CN=28.115072A1DB640 1 44BE1S0BESSAALBAZT  msPK|-Enterprise-Oid  CN=28.115072A1DB640144BE100BEBBAABAZT, CN=0ID, CM=Public Key Services, CN=Services, CN;
[7] CN=LostAndFoundConfig (] CN=208.51CESCOC2IAER2S02CTAFASISBSADE0  msPKl-Enterprise-Oid  CN=20.51CESCOC22AER2502CTEFASI24B5ADE0, CN=0ID, CMN=Public Key Services,CM=Services,CN
7] CMN=NTDS Quotas (] CN=20.7FFDODABODFASSCD063161EDIDEIT4ES  msPKl-Enterprise-Oid  CN=20.7FFDODABODFAS5CD062161ED2DE174E4, CN=0ID, CMN=Public Key Services,CM=Services,CN
7] CM=Partitions ] CN=21.42FBA1500EGB6TBEFEDO0BIBBSDO14F3  msPK|-Enterprise-Oid  CN=21.42FBA1500EGBETEEFEDO0BIABSDO14F3, CM=0ID,CN=Public Key Services, CN=Services, CM=

[ CM=Physical Locations ] CN=22.41F15524E605111AT81E4TCEF2T24602 msPKl-Enterprise-Oid  CN=32.41F15524E605111AT81E47C6F2734692, CM=0ID,CN=Public Key Services, CN=S5ervices, CN=(
4 [7] CN=Services ] CN=23.2C857ABADIMACCDIBI286446DFI2E541  msPKl-Enterprise-Oid  CN=33.2C857A04DMACCDBI286446DFISE541, CN=0ID, CM=Public Key Services,CN=Services,CN
CM=AuthM Policy Cenfiguration [7] CN=400.BBF51C5172B15E8111B75A81908AF1F6  msPKl-Enterprise-Oid  CN=400.BBF51C5172B15E8111E75A81908AF1F6, CM=0ID, CN=Public Key Services, CM=Services, CM
<y g P £y
] CM=Claims Configuration ] CN=401.E68F7SEF22F3874F804F25C800ABFFDS  msPKI-Enterprise-Oid  CN=401 EBBF7SEF22F38T74FB04F25CE90ABFFD3, CN=0ID,CMN=Public Key Services, CMN="5ervices, CN-
9 P =
] CM=Group Key Distribution Service (] CN=402.1C836A2B5T23F4DB1B8D6754F30ET9E2  msPKI-Enterprise-Oid  CN=402.1C836A2B5723F4DE 1 BED6754F30E79E2, CN=0ID, CN=Public Key Services, CN=Services,CN

1 CM=Microsoft SPP
=] CM=MsmgServices
[ CM=MetServices
4[] CN=Public Key Services
7] CHN=AlA
4 [ cN=CDP
7] CM=DLBT-PKI2
] CM=Certificate Templates
] CM=Certification Autherities
71 CM=Enrollment Services
7] CN=KRA
p [ CN=0ID
7] CN=RRAS
7] CN=Windows NT
7] CM=Sites
7] CN=WellKnown Security Principals
i RootDSE [DLBT-ADDS1.DLBTest.priv]
i Schema [DLBT-ADDS1.DLBTest.priv]
ﬂ DomainDN5Zones [DLET-ADDS1.DLETest.priv]
ﬂ ForestDM5Zones [DLET-ADDS1.DLBTest.priv]

[<] [ [>]

Status: Running
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DC’s Local Certificate Store (After CertUtil.exe):

(jump to TOC)

View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the sub/policy/issuing CA’s certificate from

AD):

ion Media View Help

(b =

& File Action View Favorites Window

Help

e

SIEECE

] Console Root
4 Iﬁ Certificates - Current User
b [l Personal
4 [ ] Trusted Root Certification Authorities
I [] Enterprise Trust
4 [ ] Intermediate Certification Authorities
] Certificate Revocation List
[ Certificates
b [ ] Active Directory User Object
I ] Trusted Publishers
b 1 Untrusted Certificates

p [7] Third-Party Root Certification Authorities

b [ ] Trusted People

b ] Client Authentication Issuers

b 1 Smart Card Trusted Roots

4 Iﬁ Certificates (Local Computer)

I ] Personal

4[] Trusted Root Certification Authorities
[ Certificates

b || Enterprise Trust

4 [ ] Intermediate Certification Authorities
] Certificate Revocation List
[ Certificates

b ] Trusted Publishers

b ] Untrusted Certificates

p [ ] Third-Party Root Certification Authorities

b [ ] Trusted People

b ] Client Authentication Issuers

p [] Remote Desktop

p [] Certificate Enrollment Requests
b ] Smart Card Trusted Roots

b ] Trusted Devices

Certificates
lssued To -

=l Baltimore CyberTrust Root

53/ Class 2 Public Primary Certificat...
5 Class 2 Public Primary Certificat...
5 Copyright (c) 1997 Microsoft C...
53] DigiCert High Assurance EV Ro...
53/ Entrust Root Certification Auth...
5l Equifax Secure Certificate Auth...

53] GTE CyberTrust Global Root
Sl IntRootCA

Sl Microsoft Authenticode(tr) Ro..

Sl Microsoft Root Authority

5 Microsoft Root Certificate Auth...
3l Microsoft Root Certificate Auth...
Sl Microsoft Root Certificate Auth...
I NO LIABILITY ACCEPTED, ()97 ...

Sl Thawte Timestamping CA

Issued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatio...
Copyright (c) 1997 Micresoft Corp.
DigiCert High Assurance EV Root ...
Entrust Root Certification Authority
Equifax Secure Certificate Authority
GTE CyberTrust Global Root
IntRootCA

Microsoft Authenticode(tm] Root...
Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori..,

NO LIABILITY ACCEPTED, ()87 V...
Thawte Timestamping CA

Expiration Date
5/12/2025
8/1/2028
1/7/2004
12/30/1999
11/9/2031
1172772026
8/22/2018
8/13/2018
4/12/2035
1273171999
12/31/2020
5/9/2021
6/23/2035
3/22/2036
1/7/2004
12/31/2020

Intended Purposes
Server Authenticati...
Secure Email, Client...
Secure Email, Client...
Time Stamping
Server Authenticati...
Server Authenticati...
Secure Email, Serve...
Secure Email, Client...
<All»

Secure Email, Code ...
<All>

<All>

<All>

<All»

Time Stamping
Time Stamping

Friendly Mame

Baltimore CyberTru...
VeriSign Class 3 Pu...

VeriSign

Microsoft Tirnesta...
DigiCert

Entrust

GeoTrust

GTE CyberTrust Glo...

<MNone>

Microseft Authenti..,

Microseft Root Aut...

Microsoft Root Cert...
Microsoft Root Cert...
Microsoft Root Cert...
VeriSign Time Stam...
Thawte Timestamp...

Status

Certificate Te...

Trusted Root Certification Authorities store contains 16 certificates,
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View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the sub/policy/issuing CA’s certificate from
AD), cont’d:

File Action Media View Help

S O0@OO NP %

=
ﬁ File Action View Favorites Window Help

«=| #E B8] Q=

Fl @ Certificates - Current User ssued By - Effective Date MNext Update

b 1 Personal [E] Veri .
VeriSign C | Software ... 3/23/2001 1/7/2004
4 [ 7] Trusted Root Certification Authorities [l veri ‘gn Hommercial sofhware

] Certificates

(| Enterprise Trust

4 [ Intermediate Certification Authorities
|ﬁ Certificate Revocation Lisll
[ Certificates

b || Active Directory User Object

b 1 Trusted Publishers

b ] Untrusted Certificates

(| Third-Party Root Certification Authorities

b 1 Trusted Pecple

b ] Client Authentication lssuers

b [ Smart Card Trusted Roots

4 @ Certificates (Local Computer)

b 1 Personal

a4 [ Trusted Root Certification Authorities
] Certificates

b [7] Enterprise Trust

4 [ 7] Intermediate Certification Authorities
] Certificate Revocation List
[ Certificates

b 1 Trusted Publishers

b 1 Untrusted Certificates

b [7] Third-Party Root Certification Authorities

b 1 Trusted Pecple

b ] Client Authentication lssuers

b [ Remote Desktop

b 1 Certificate Enrellment Requests

b 1 Smart Card Trusted Roots

b |1 Trusted Devices

Status: Running
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View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the sub/policy/issuing CA’s certificate from

AD)

, cont’d:

File Action Media View Help

@3

O@OO0 NPk S %

File Action View Favorites Window Help

N R EIEEILE

] Console Root
a Iﬁ Certificates - Current User

b 1 Personal

4 [ 7] Trusted Root Certification Authorities
] Certificates

(| Enterprise Trust

a4 [ Intermediate Certification Authorities
| Certificate Revocation List
] Certificates

I [] Active Directory User Object

b 1 Trusted Publishers

b 1 Untrusted Certificates

b [ ] Third-Party Root Certification Authorities

b 1 Trusted Pecple

b ] Client Authentication Issuers

b [ Smart Card Trusted Roots

Fl @ Certificates (Local Computer)

b 7l Personal

4[] Trusted Root Certification Authorities
[ Certificates

(| Enterprise Trust

4 [ ] Intermediate Certification Authorities
] Certificate Revocation List
] Certificates

b 1 Trusted Publishers

b 1 Untrusted Certificates

b [ ] Third-Party Root Certification Authorities

b 1 Trusted People

b ] Client Authentication Issuers

b [ Remote Desktop

p [ Certificate Enroliment Requests

b 1 Smart Card Trusted Roots

b 1 Trusted Devices

Certificates

Issued To

SlIntRootCA

S IntSubPollssCA

[ Microsoft Windows Hardware ...
5/ Root Agency
Zlwww.verisign.com/CPS Incorp....

Issued By Expiration Date  Intended Purposes Friendly Name Status
IntRootCA 4/12/2035 <All> <MNone>
IntRootCA 441272025 <All> <Mone>
Microsoft Root Authority 12/31/2002 Code Signing, Win..  <Mone=
Root Agency 12/31/2039 <All> <None=
Class 3 Public Primary Certificatio.. 10/24/2016 Server Authenticati.. <MNone>

Certificate Te...

Subordinate C...

Intermediate Certification Authorities store contains 5 certificates,

B =

Status: Running
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View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the sub/policy/issuing CA’s certificate from

AD), cont’d:

File Action Media Help

£ 0@O@0O

b

=

ﬁ File Action View Favorites Window Help

YA EREIREEN )G

| Console Root
4 @ Certificates - Current User
b 1 Personal
4 [ 7] Trusted Root Certification Authorities
] Certificates
(| Enterprise Trust
4 [ Intermediate Certification Authorities
| Certificate Revocation List
[ Certificates
b || Active Directory User Object
b 1 Trusted Publishers
b ] Untrusted Certificates

(| Third-Party Root Certification Authorities

b 1 Trusted Pecple

b ] Client Authentication lssuers

b [ Smart Card Trusted Roots

4 @ Certificates (Local Computer)

b 1 Personal

a4 [ Trusted Root Certification Authorities

b [7] Enterprise Trust

4 [ 7] Intermediate Certification Authorities
] Certificate Revocation List
[ Certificates

b 1 Trusted Publishers

b 1 Untrusted Certificates

b [7] Third-Party Root Certification Authorities

b 1 Trusted Pecple

b ] Client Authentication lssuers

b [ Remote Desktop

b 1 Certificate Enrellment Requests
b 1 Smart Card Trusted Roots

b |1 Trusted Devices

Certificates

lssued To -

|5 Baltimore CyberTrust Root

53] GTE CyberTrust Global Root
Sl IntRootCA

53] Microsoft Root Authority

|5 Thawte Timestamping CA

[53] Class 3 Public Primary Certificat...
[53] Class 3 Public Primary Certificat...
53] Copyright (<) 1997 Microsoft C...
|5 DigiCert High Assurance EV Ro...
53/ Entrust Root Certification Auth...
(53] Equifax Secure Certificate Auth...

@ Microsoft Authenticode(tm) Ro...

53l Microsoft Root Certificate Auth...
53l Microsoft Root Certificate Auth...
53l Microsoft Root Certificate Auth...
[ZINO LIABILITY ACCEPTED, (c)97 ...

Issued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio..,
Class 3 Public Primary Certificatio..,
Copyright (c) 1997 Microsoft Corp.
DigiCert High Assurance EV Root ...
Entrust Root Certification Authority
Equifax Secure Certificate Authority
GTE CyberTrust Global Root
IntRootCA

Microsoft Authenticode(tm) Root...
Micresoft Root Autherity

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
MO LIABILITY ACCEPTED, (c)97 V...
Thawte Timestamping CA

Expiration Date
5/12/2025
8/1/2028
17772004
12/30/1999
117972031
1172772026
8/22/2018
81372018
4/12/2035
12/31/19%9
12/31/2020
5/9/2021
6/23/2035
3/22/2036
1/7/2004
12/31/2020

Intended Purposes
Server Authenticati...
Secure Email, Client...
Secure Email, Client...
Time Stamping
Server Authenticati...
Server Authenticati...
Secure Email, Serve...
Secure Email, Client...
=All=>

Secure Email, Code ...
=All=>

<All=

<All=

<All=

Time Stamping
Time Stamping

Friendly Mame

Baltimore CyberTru...
VeriSign Class 3 Pu...

VeriSign

Microsoft Timesta...
DigiCert

Entrust

GeoTrust

GTE CyberTrust Glo...

<MNone>

Microsoft Authenti...
Microsoft Root Aut...
Microsoft Root Cert...
Microsoft Root Cert...
Microsoft Root Cert...
VeriSign Time Stam...
Thawte Timestamp...

Status

Certificate Te...

Trusted Root Certification Authorities store contains 16 certificates.

Status: Running
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View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the sub/policy/issuing CA’s certificate from
AD), cont’d:

File Action Media View Help

% 0@OO (NI D &

Action View Favorites Window Help
EY

4 Iﬁ Certificates - Current User lssued By S Effective Date Mext Update

b 1 Personal E
VeriSign Commercial Software ... 3/23/2001 14772004
4[] Trusted Root Certification Authorities . 9

] Certificates

[ Enterprise Trust

4 [ ] Intermediate Certification Authorities
| Certificate Revocation List
] Certificates

b || Active Directory User Object

I ] Trusted Publishers

b 1 Untrusted Certificates

| Third-Party Reot Certification Authorities

I [] Trusted People

b ] Client Authentication Issuers

b ] Smart Card Trusted Roots

A Iﬁ Certificates (Local Computer)

b 1 Personal

4 | 7] Trusted Root Certification Authorities
] Certificates

p [ ] Enterprise Trust

4 [ Intermediate Certification Authorities
‘ﬁ Certificate Revocation Listl
] Certificates

b ] Trusted Publishers

b 1 Untrusted Certificates

p [7] Third-Party Root Certification Authorities

b [ ] Trusted People

b ] Client Authentication Issuers

p ] Remote Desktop

b ] Certificate Enrollment Requests

b [ Smart Card Trusted Roots

b ] Trusted Devices

Status: Running

www.DanielLBenway.net 2-Tier, Offline-Root, Internal PKI with 1IS CDP on 2012 R2 Page 252 of 264



View the DC’s local certificate store (you might need to reboot the DC once or twice to speed up its installation of the sub/policy/issuing CA’s certificate from

AD)

, cont’d:

File Action Media View Help

@3

O@OO0 NPk S %

File Action View Favorites Window Help

N R EIEEILE

] Console Root
a Iﬁ Certificates - Current User

b 1 Personal

4 [ 7] Trusted Root Certification Authorities
] Certificates

(| Enterprise Trust

a4 [ Intermediate Certification Authorities
| Certificate Revocation List
] Certificates

I [] Active Directory User Object

b 1 Trusted Publishers

b 1 Untrusted Certificates

b [ ] Third-Party Root Certification Authorities

b 1 Trusted Pecple

b ] Client Authentication Issuers

b [ Smart Card Trusted Roots

Fl @ Certificates (Local Computer)

b 7l Personal

4[] Trusted Root Certification Authorities
[ Certificates

(| Enterprise Trust

4 [ ] Intermediate Certification Authorities
] Certificate Revocation List
| Certificates

b 1 Trusted Publishers

b 1 Untrusted Certificates

b [ ] Third-Party Root Certification Authorities

b 1 Trusted People

b ] Client Authentication Issuers

b [ Remote Desktop

p [ Certificate Enroliment Requests

b 1 Smart Card Trusted Roots

b 1 Trusted Devices

Certificates

Issued To

SlIntRootCA

S IntSubPollssCA

[ Microsoft Windows Hardware ...
5/ Root Agency
Zlwww.verisign.com/CPS Incorp....

Issued By Expiration Date  Intended Purposes Friendly Name Status
IntRootCA 4/12/2035 <All> <MNone>
IntRootCA 441272025 <All> <Mone>
Microsoft Root Authority 12/31/2002 Code Signing, Win..  <Mone=
Root Agency 12/31/2039 <All> <None=
Class 3 Public Primary Certificatio.. 10/24/2016 Server Authenticati.. <MNone>

Certificate Te...

Subordinate C...

Intermediate Certification Authorities store contains 5 certificates,

B =

Status: Running
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Sub/Policy/Issuing CA’s Local Certificate Store (After CertUtil.exe):

(jump to TOC)

View sub/policy/issuing CA’s local certificate store:

% File Action View Favorites Window Help

B Hem

| =

7] Console Root
I @ Certificate Templates
4 Gl Certificates - Current User
b 1 Personal
4 [ 7] Trusted Root Certification Authorities
[ Enterprise Trust
4 [ Intermediate Certification Authorities
] Certificate Revocation List
7] Certificates
b [] Active Directory User Object
b 1 Trusted Publishers
b 1 Untrusted Certificates

b [ ] Third-Party Root Certification Authorities

b 1 Trusted People

b 1 Client Authentication Issuers

b 1 Smart Card Trusted Roots

4 Eﬁ‘ Certificates (Local Computer)

b [l Personal

4[] Trusted Root Certification Authorities
] Certificates

| Enterprise Trust

4 [ 7] Intermediate Certification Authorities
| Certificate Revocation List
[ Certificates

b 1 Trusted Publishers

b 1 Untrusted Certificates

[ Third-Party Reot Certification Authorities

b 1 Trusted People
b 1 Client Authentication Issuers
b ] Remote Desktop
b 1 Smart Card Trusted Roots
b ] Trusted Devices
b ] Web Hosting
I Lxl Certification Authority (Local)
I @5 Enterprise PKI

Issued To “

5| Baltimore CyberTrust Root

53] Class 2 Public Primary Certificat...
53] Copyright (c) 1997 Microsoft C...
(53] Equifax Secure Certificate Auth...
Sl IntRootCA

Sl IntRootCA

|§] Microsoft Authenticode(tm) Ro...
53] Microsoft Root Authority

S Microsoft Root Certificate Auth...
S Microsoft Root Certificate Auth...
5 Microsoft Root Certificate Auth...
[ZINO LIABILITY ACCEPTED, ()97 ...
5l Thawte Timestamping CA

Issued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Copyright () 1997 Microsoft Corp.
Equifax Secure Certificate Authority
IntRootCA

IntRootCA

Microsoft Authenticode(tm) Root...
Microsoft Root Authority

Microsoft Root Certificate Authori..,
Microsoft Root Certificate Authori..,
Microsoft Root Certificate Authori..,

MO LIABILITY ACCEPTED, ()97 V...
Thawte Timestamping CA

Expiration Date
5/12/2025
8/1/2028
12/30/1999
8/22/2018
4/12/2033
4/12/2035
12/31/1999
12/31/2020
5/9/2021
6/23/2035
3/22/2036
1/7/2004
12/31/2020

Intended Purposes

Server Authenticati...

Secure Email, Client...

Time Stamping

Secure Email, Serve...

<All>
<All>

Secure Email, Code ...

<All>
<All>
<All>
<All>
Time Stamping
Time Stamping

Friendly Name

Baltimore CyberTru...
VeriSign Class 3 Pu...

Microsoft Tirmesta...
GeoTrust
<MNone=
<MNone=

Microsoft Authenti...

Microsoft Root Aut...

Microsoft Root Cert...
Microsoft Root Cert...
Microsoft Root Cert...
VeriSign Time Stam...
Thawte Timestamp...

Status

Certificates

Certificate Te...

Trusted Root Certification Authorities store contains 13 certificates,

Status: Running
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View sub/policy/issuing CA’s local certificate store, cont’d:

File Action Media View Help

#0@O0

=

ﬁ File Action View Favorites Window Help

YN EEIEELE

] Console Root
| Certificate Templates
4 Iﬁ Certificates - Current User
b ] Personal
4[] Trusted Root Certification Authorities
[ Certificates
[ Enterprise Trust
4[] Intermediate Certification Authorities
|ﬁ Certificate Revocation I.istl
7] Certificates
b [] Active Directory User Object
1 Trusted Publishers
b 1 Untrusted Certificates
[ Third-Party Root Certification Authorities
b 1 Trusted People
b 1 Client Authentication Issuers
I ] Smart Card Trusted Roots
4 Iﬁ Certificates (Local Computer)
b 1 Personal
4 [ 7] Trusted Root Certification Authorities
7] Certificates
[ Enterprise Trust
4[] Intermediate Certification Authorities
] Certificate Revocation List
7] Certificates
b 1 Trusted Publishers
b 1 Untrusted Certificates
p [ ] Third-Party Root Certification Authorities
b ] Trusted People
b 1 Client Authentication Issuers
b [~] Remote Desktop
b ] Smart Card Trusted Roots
b 1 Trusted Devices
b ] Web Hosting
I T3 Certification Authority (Local)
I H3 Enterprise PKI

Certificate Revocation List

Issued By -

IntSubPollssCA, DLETest, priv
IntSubPellssCA, DLETest, priv
VeriSign Commercial Software ...

Effective Date Next Update
41272015 7/11/2016
41272015 7/11/2016
3/23/2001 1/7/2004

B

Status: Running
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View sub/policy/issuing CA’s local certificate store, cont’d:

Action  Media View Help

@@ 0 i

E File Action View Favorites Window Help
e 2[E 8| &=

| EEW:!CEW Tegplatﬁu Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Te..
a ﬁﬂP icates |7 urrent User 5l IntRootCA IntRootCA 4/12/2035 <All> <None>
[ ersona 5] IntSubPollssCA IntRootCA 4/12/2025 <All> <Mone> Suboerdinate C...

4 [ ] Trusted Root Certification Authorities
[ Certificates Sl Microsoft Windows Hardware .. Microsoft Root Authority 12/31/2002 Code Signing, Win...  <Mone>

b [ Enterprise Trust 5 Root Agency Root Agency 12/31/2039 <All> <Mone>
4 [ Intermediate Certification Authorities Sl www.verisign.com/CPS Incorp....  Class 3 Public Primary Certificatio..  10/24/2016 Server Authenticati.,  <Mone>

[ Certificate Revocation List
I+ [7] Active Directory User Object
i | Trusted Publishers
b 7] Untrusted Certificates
I+ [7] Third-Party Root Certification Authorities
I [ Trusted People
i 7] Client Authentication Issuers
i | Smart Card Trusted Roots
A @ Certificates (Local Computer)
i | Personal
4 [ ] Trusted Root Certification Authorities
[ Certificates
| Enterprise Trust
a [ Intermediate Certification Authorities
| Certificate Revecation List
[ Certificates
> 1 Trusted Publishers
I 1 Untrusted Certificates
| Third-Party Root Certification Authorities
B 1 Trusted People
> 1 Client Authentication lssuers
I [ Remote Desktop
> [ Smart Card Trusted Roots
> 1 Trusted Devices
B ] Web Hosting
b gl Certification Authority (Local)
b &9 Enterprise PKI

Intermediate Certification Authorities store contains 3 certificates.

Status: Running
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View sub/policy/issuing CA’s local certificate store, cont’d:

Fil Media View Help

SLO@OO NS

ﬁ File Action View Favorites Window Help

EIEEN

@ 7

| Console Root
b F Certificate Templates
a [¥ Certificates - Current User
b [l Persenal
4[] Trusted Root Certification Authorities
] Certificates
(| Enterprise Trust
4 [ Intermediate Certification Authorities
] Certificate Revocation List
7] Certificates
b [] Active Directory User Object
b 1 Trusted Publishers
b 1 Untrusted Certificates

| Third-Party Root Certification Authorities

b [ Trusted People

b ] Client Authentication lssuers

b ] Smart Card Trusted Roots

4 @ Certificates (Local Computer)

b 1 Persenal

4 [ Trusted Root Certification Authorities

[ Enterprise Trust

4[] Intermediate Certification Authorities
] Certificate Revocation List
[ Certificates

b | Trusted Publishers

b |1 Untrusted Certificates

[ Third-Party Reot Certification Authorities

b 1 Trusted Pecple
b ] Client Authentication lssuers
b [ Remote Desktop
b | Smart Card Trusted Roots
b |1 Trusted Devices
b Web Hosting
b ) Certification Authority (Local)
I &5 Enterprise PKI

Certificates

Expiration Date

Issued To -

=3/ Baltimore CyberTrust Root

S IntRootCA
S IntRootCA

=3 Microsoft Root Authority

S Thawte Timestamping CA

|53/ Class 3 Public Primary Certificat...
=53] Copyright (c) 1997 Microsoft C...
53/ Equifax Secure Certificate Auth...

ﬁ Microsoft Authenticode(tm) Ro...

53 Microsoft Root Certificate Auth...
53 Microsoft Root Certificate Auth...
53 Microsoft Root Certificate Auth...
[Z5INO LIABILITY ACCEPTED, (c)97 ...

Issued By
EBaltimore CyberTrust Root 5/12/2025
Class 3 Public Primary Certificatio.. 8/1/2028
Copyright (c) 1997 Microsoft Corp.  12/30/1999
Equifax Secure Certificate Authority  8/22/2018
IntRootCA 4/12/2033
IntRootCA 4/12/2033
Microsoft Authenticode(tm) Root...  12/31/1939
Microsoft Root Authority 12/31/2020
Microsoft Root Certificate Authori.. 5/9/2021
Microsoft Root Certificate Authori.. 6/23/2035
Microsoft Root Certificate Authori...  3/22/2036
NO LIABILITY ACCEPTED, ()97 V... 1/7/2004
Thawte Timestamping CA 12/31/2020

Intended Purposes

Server Authenticati...

Secure Email, Client...

Time Stamping

Secure Email, Serve...

<All=
<All=

Secure Email, Code...

<All=
<All=
<All=
<All=
Time Stamping
Time Stamping

Friendly Name

Baltimore CyberTru...
VeriSign Class 3 Pu...

Microsoft Timesta...
GeoTrust
<MNone=
<MNone=

Microsoft Authenti...

Microsoft Root Aut...

Microsoft Root Cert..
Microsoft Root Cert..
Microsoft Root Cert..
VeriSign Time Stam...
Thawte Timestamp...

Status

Certificate Te...

Trusted Root Certification Authorities store contains 13 certificates,

Status: Running

=84 .
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View sub/policy/issuing CA’s local certificate store, cont’d:

File Action Media View Help

b 5| %

£ 0@O@0O

=

ﬁ File Action View Favorites Window Help

e #E 8 o BE

| Console Root
b F Certificate Templates
a [¥ Certificates - Current User
b [l Persenal
4[] Trusted Root Certification Authorities
] Certificates
(| Enterprise Trust
4 [ Intermediate Certification Authorities
] Certificate Revocation List
7] Certificates
b [] Active Directory User Object
b 1 Trusted Publishers
b 1 Untrusted Certificates
| Third-Party Root Certification Authorities
b [ Trusted People
b ] Client Authentication lssuers
b ] Smart Card Trusted Roots
4 @ Certificates (Local Computer)
b 1 Persenal
4 [ Trusted Root Certification Authorities
7] Certificates
[ Enterprise Trust
4[] Intermediate Certification Authorities
|ﬁ Certificate Revocation List
] Certificates
b | Trusted Publishers
b |1 Untrusted Certificates
[ Third-Party Reot Certification Authorities
b 1 Trusted Pecple
b ] Client Authentication lssuers
b [ Remote Desktop
b | Smart Card Trusted Roots
b |1 Trusted Devices
b Web Hosting
b ) Certification Authority (Local)
I &5 Enterprise PKI

Certificate Revocation List

Issued By -

IntSubPollssCA, DLBTest, priv
IntSubPollssCA, DLBTest, priv
VeriSign Commercial Software ...

Effective Date Mext Update
4/12/2015 71172016
4/12/2015 71172016
3/23/2001 17772004

Status: Running

=84 .
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View sub/policy/issuing CA’s local certificate store, cont’d:

File Action Media View Help

Z/O@OO NI B

ﬁ File Action View Favorites Window Help
CEEE REIRETEY

7] Console Root Certificates

& Eert:!cate Tesplatsu Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Te...
4 fotp 'Catﬂ" urrent User 5 IntRootCA IntRootCA 4/12/2035 <Al <Nones

E = sz‘t’:: Rt Certfication Authorfiee 5 IntSubPollssCA IntRootCA 4/12/2025 <All> <None> Subordinate C..
= Certificates S Microsoft Windows Hardware ... Microsoft Root Authority 12/31/2002 Code Signing, Win..  <None>

b [ Enterprise Trust S/ Root Agency Root Agency 12/31/2039 <All> <None>

Sl wwwverisign.com/CPS Incorp...  Class 3 Public Primary Certificatio.. 10/24/2016 Server Authenticati., <None>

4 || Intermediate Certification Authorities
7 Certificate Revecation List
7 Certificates
| [ ] Active Directory User Object
b [ Trusted Publishers
b [ Untrusted Certificates
» B Third-Party Reot Certification Authorities
b 1 Trusted People
b [ Client Authentication Issuers
b | Smart Card Trusted Roots
4 @ Certificates (Local Computer)
b [ Perscnal
4 [ Trusted Root Certification Authorities
7 Certificates
p [] Enterprise Trust
4 [ Intermediate Certification Authorities
7 Certificate Revocation List
b | Trusted Publishers
b [ Untrusted Certificates
[ Third-Party Reoot Certification Authorities
b ] Trusted People
b [ Client Authentication lssuers
1 [ Remote Desktop
b [ Smart Card Trusted Roots
b [ Trusted Devices
I [ Web Hosting
[ ﬁ] Certification Authority (Local)
| 55 Enterprise PKI

Intermediate Certification Authorities store contains 5 certificates,

Status: Running
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(jump to TOC)

It is beyond the scope of this lab document to show the setup of the SMTP Exit Module. However, it should be researched and almost certainly deployed in any

production environment because of its major benefits with respect to CA recovery. For more information do an Internet search on “SMTP Exit Module CA
Recovery”. Following is a particularly good article:

Operating a PKI: SMTP Exit Module: https://blogs.technet.microsoft.com/xdot509/2013/06/17/operating-a-pki-smtp-exit-module/
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KRA (Key Recovery Agent):
(jump to TOC)

https://technet.microsoft.com/en-us/library/Cc730721.aspx
Managing Key Archival and Recovery

Key archival and recovery are not enabled by default. This is because many organizations would consider the storage of the private key in multiple
locations to be a security vulnerability. Requiring organizations to make explicit decisions about which certificates are covered by key archival and
recovery and who can recover archived keys helps ensure that key archival and recovery are used to enhance security rather than detract from security.

When users lose their private keys, any information that was persistently encrypted with the corresponding public key is no longer accessible. Using key
archival and recovery helps protect encrypted data from permanent loss if, for example, an operating system needs to be reinstalled, the user account to
which the encryption key was originally issued is no longer available, or the key is otherwise no longer accessible. To help protect private keys, Microsoft
enterprise certification authorities (CAs) can archive a user's keys in its database when certificates are issued. These keys are encrypted and stored by
the CA.

This private key archive makes it possible for the key to be recovered at a later time. The key recovery process requires an administrator to retrieve the
encrypted certificate and private key and then a key recovery agent to decrypt them. When a correctly signed key recovery request is received, the
user's certificate and private key are provided to the requester. The requester would then use the key as appropriate or securely transfer the key to the
user for continued use. As long as the private key is not compromised, the certificate does not have to be replaced or renewed with a different key.

http://blogs.technet.com/b/yungchou/archive/2013/10/22/enterprise-pki-with-windows-server-2012-r2-active-directory-certificate-services-part-2-of-2.aspx
Enterprise PKI with Windows Server 2012 R2 Active Directory Certificate Services (Part 2 of 2)

DRA (Data Recovery Agent):
(jump to TOC)

If you’re using EFS or BitLocker, you should probably set up a Data Recovery Agent.
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Appendix A - Extension Syntax in CertUtil.exe Files:

(jump to TOC)

For 2 2-Tier, Offline-Root, Intarnal PKI with an 115 COP on the sub/policy/fissuing CA, | recommend these settings for certUtil.exe file values:

Root CA CcoP local file

HTTP

share
AlA lacal file

LDAP
HTTP

share

Subflzsue CA | CDP local file

lacal file

HTTP

share
AlA lacal file

local file

LDAP
HTTP

share
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65:Swindird\system32\CertSrv\CertEnroll\%3%8%0.crl
65 =64 + 1, which is:

&4: Publish Delta CRLs to this location

1: Publish CRLs to this location

134:http://PKI.DLBTest.priv/CDP/%3%8%9.crl
134 =128 +4 + 2, whichis:
128: Include in the IDP extension of issued CRLs

4: Include in CRLS. Clients use this to find Delta CRL locations.

2: Include in the COP extension of issued certificates

0:%windiri¢\system3 2\ Certsrv\CertEnroll\3%1_%3%4.crt
0is2 no checkboxes

2:http://PKIDLBTest.priv/AIA/%1_%3%4.crt
2 is: Include in the AlA extension of issued certificates

65:%windir’s\system32\CertSrv\ CertEnroll\%3%8%9.crl
65 =64 + 1, which is:

&4: Publish Delta CRLs to this location

1: Publish CRLs to this location
65:C:\InetPub\PKINCDP\3%3%8%9.crl
65 =64 + 1, which is:

&4: Publish Delta CRLs to this location

1: Publish CRLs to this location

134:http://PKI.DLBTest. priv/CDP/%3%8%9.crl
134 =128 +4 + 2, which is:
128: Include in the IDP extension of issued CRLs

4: Include in CRLS. Clients use this to find Delta CRL locations.

2: Include in the COP extension of issued certificates

0:%windirsé\system32\CenSry\CenEnroll\%1_%3%4.crt
0is: no checkboxes

0:C:\InetPub\PKIVAIA\SE1_%63%4.crt
0is: no checkboxes

2:http://PKI.DLBTest.priv/AIA/%1_%3%4.crt
2 is: Include in the AlA extension of issued certificates

Ervolment Agents | Audling |  Recovey Agerts |  Secuity

General | Palioy Module | e Module
Exdensians | Storage | Certficate Managsrs
Seled edension:
[cAL Distibution Pont £0P) v

(:MRL} lnzations fram which users can obtain 3 cenficals revocation fst

1 [ Pubish CRLs to this location

3 [] Inchude in al CRLs. Spacfies where to publish in the Active Direstory
when publishing manually

A Inchude in CRLs. Clisrts use this to find Dets CRL lscations
2 Inchude in the CDP extension of issued cenfiicates

| i<} Publish Detta CRLs to this location

2'8 include in the IDP extension of issued CRLs

Evolment Agerts | Audting | Recovery Agents |  Secury

General | Palicy Modue | it Modds
Bdensions [ Soage [ Certficate Managers
Seledt exdension:
[Astherty Infometion Acoess (AIA) v

Speciy locations from which users can obtain the cerificate for this CA

2_ Include inthe AlA extengion of issued cerificates

3_ 2Inc ude in the onine certficate status protocol 0CSP) extension

| ok || Comeed || Aoty || He

0k || Cemeol || esy [[ Heb
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Appendix B - %1 Removal from AIA Extensions:
(jump to TOC)

https://social.technet.microsoft.com/Forums/windowsserver/en-US/15f265bc-1ef1-42af-a568-c9115e53ccf7/how-to-configure-aia-without-serverdnsname-
also-known-as-1-in-registry-or-1-in-a-postscript?forum=winserversecurity
How to configure AIA without <ServerDNSName> also known as %1 in Registry or %%1 in a Postscript...

http://kazmierczak.eu/itblog/2012/08/22/the-dos-and-donts-of-pki-microsoft-adcs
The DOs and DON’'Ts of PKI — Microsoft ADCS

To Remove the %1_ from AIA Extensions:

1. create the root CA, and run the CertUtil.exe commands (with no %1_in AlA)

2. before publishing the root CA's certificate to AD or the CDP, edit its filename in C:\Windows\System32\CertSrv\CertEnroll to no longer include the root
CA’s FQDN

3. publish the root CA's certificate to AD and the CDP

4. create the sub/policy/issuing CA, and run the CertUtil.exe commands (with no %1_in AlA)

5. before publishing the sub/policy/issuing CA's certificate to the CDP, edit its filename in C:\Windows\System32\CertSrv\CertEnroll to no longer include the
sub/policy/issuing CA’s FQDN

6. publish the sub/policy/issuing CA’s certificate to the CDP

When renewing either CA's certificate, follow a similar procedure.
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Issuing CA Certificate Renewal
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PKI Design Considerations: Certificate Revocation and CRL Publishing Strategies

e Andrzej Kazmierczak
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